«OCTOpPO’KHO, MOILIEHHUKHU »

B ycnoBusax pa3Butus HUGPOBOH SKOHOMUKH, DJIEKTPOHHBIX IIATEXHBIX CUCTEM
IIEPCOHANILHBIX DJIEKTPOHHBIX YCTPOWCTB U HHTepHETa CTPEMHUTEIBLHO BO3POCIIO
KOJINYECTBO COBEPIIECHHBIX C UX HCIIOJIB30BaHUEM MIPECTYILICHHIA.
CoBepmieHUIO TaHHOW KaTeropHH NPECTYIUIEHHH CIIOCOOCTBYIOT JOBEPYHBOCTH
rpaxKaH, HEOOCTaTOYHAas HMX OCBENOMJIEHHOCTh U INPEHEOPEKHUTECIBHOE OTHOIICHHEC
K 3JIEMEHTapHBIM MpaBiIaM 0€30MaCHOCTH.
s mpenynpexaeHus NpPOTHBONPABHBIX AEHCTBHN IO JIUCTAaHIHOHHOMY
XMUIICHUIO ICHEKHBIX CPEACTB BaXKHO 3alIOMHUTD CIIEAYIOIIEE.
Corpynnuku 6aHKa 110 TenedOHy MM B SIEKTPOHHOM IIHCHME He 3aIpallluBaloT:
® MEPCOHAJBHBIE CBEIACHMA (CepUss U HOMEp IacmopTa, aApec PEerUCTpaluw,
UM 1 (paMuius BlIajaenblia KapThl);

® PEKBHU3UTHI, CpoK AencTBus, [IMH- u CVV-koasl 6aHKOBCKHX KapT;

e mnaponu wikd koael U3 CMC-cooOuieHuil sl MOATBEPKACHUS (PHHAHCOBBIX
OoIepalui UK UX OTMEHEI;

® JIOTHH M I1apoJib 11 BXO/Ja B IMYHBIA KaOMHET KIMEHTa OaHKA.

CorpynHuku 6aHKa TakKe HE MPeJIararoT:

® YCTaHOBHUTH IMPOrpaMMBbl YAAJE€HHOrO JOCTyna (WIH HWHBIE CTOPOHHHUE
IPHJIOXKEHHS) HA MOOHJIBHOE YCTPOWMCTBO M PaspeIlUTh IOAKIIOYEHHE K HUM
IO/ IPEJIOTOM TEXHUYECKOH MOAJAEPKKHU (HalIpUMED, yIaJIeHHE BUPYCOB);

e 1nepelTH 1o ccbuike u3 CMC-coo0menus;

® BKIIOYHUTH ICpeaJpecalul0 Ha TenepoHe KIMEeHTa IS COBEPLICHHS
B JIaJIbHEHIIEM 3BOHKA OT €r0 UMEHH B OaHK;

® IIOA HUX PYKOBOACTBOM IIEPEBECTH ISl COXPAHHOCTH ICHEKHBIE CPEICTBA
Ha «3alUIIEHHBIC» WIH «0e30IacHbIe» CYETa;

® 32lTH B OHJIAWH-KaOuHeT 10 ccblike H3 CMC-coOOIEHHs UK IEKTPOHHOTO
UChMa.

BaHK MOXeT MHMIMHPOBaTh OOIICHHE C KIMEHTOM TONBKO IS KOHCYJIBTALHIA
[I0 TpenocTaBIseMbIM yciayraM. IIpu >ToM 3BOHKM COBEpIIAIOTCH C HOMEPOB,
yKa3aHHbIX Ha OOOpPOTHOH CTOpOHE KapThl, Ha O(QHUIHAIBHBIX CAaWTaX M GAaHKOBCKUX
AOKyMeHTax. FIHble HOMepa He HMEIOT HUKAaKOr0 OTHOIIEHHS K GaHKY.

Urobbl He cTaTh JKEPTBOH JUCTAHIMOHHOTO MOINEHHMYECTBA CJIEAYET
HCIIOJIB30BATh TOJIBKO O(HIIHAIEHEIE KAHAJIBI CBSI3U:

* (HopmbI 00paTHOI CBSI3H Ha caiiTe GaHKa U B MOOUIEHOM HPHIIOKCHHUH;

e TeneOHBI TOPIYNX JTHHMIA,

® TIPYIIBI HIH 9aT-00TBI B MECCEHIDKEPaX (€CIH TaKOBBIE HMEOTCS).

BaXHO NOMHHTB, YTO MOOWIbHBIE NPHIOKEHHS OAHKOB CIEIyeT CKauHMBaTh
uepe3 odunranbaple Marasussl (App Store, Google Play u 1.11.).

HeobxomuMo yuHTBIBaTh, 4YTO JepKarelb KapThl 00S3aH CaMOCTOSTEIBHO
00eCTeYnTs KOHPHICHIIMATBHOCTD €€ PEKBU3HTOB U B ATOH CBA3H H30ETraTh:

® TOAK/IHYEHHUs K 00mea0CcTyHBIM ceTsM Wi-Fi;

¢ wucnonb3oBanus IIMH- wimm CVV-komoB mnpu 3aka3e TOBapoB M YCIyT

gepe3 ceTh «MHTepHeT», a Takke 1o Tenaedony (dakcy);
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e c000ImIEHNs Ha3BaHHBIX KOJIOB TPETHHUM JIHIIaM (B MPOTUBHOM ClIydae JIOObIe
OII€pallii, COBEPIUECHHBIE C UX HCIIOJIb30BAaHUEM, CUUTAIOTCS BBIIIOJIHEHHBIMHU
CaMHUM JiepKaTesieM KapThl U HE MOTYT OBITh ONPOTECTOBAHBI).

IIpy wmcnonp3oBaHMM OaHKOMATOB OTAaBalTe MPEANOYTEHHE TEeM, KOTOpbIE
YCTaHOBJIEHBI B 3aIIMIIEHHBIX MECTaX (HalpUMep, B TOCYUpPEKACHUAX, opucax OaHKOB,
KPYIHBIX TOProBBIX LieHTpax). [lepen ero ucrnonap3oBaHHEM, OCMOTPHUTE M yOEIUTECH,
4TO:

® BC€ OIl€paliH, COBEPLIAEMBIE MPEIBIAYIIUM KIMEHTOM, 3aBEPIIECHBI,

® Ha KJIaBHaType M B MECTE Uil MPUEMa KapT HET JOINOJIHUTEIbHBIX YCTPOUCTB;

® OTCYTCTBYHOT HEMCIPAaBHOCTH U UHBIC TTOBPEKICHHUS.

CoBepmast omepanuy, He NPHUCITYNIMBAWTECh K COBETAM HE3HAKOMBIX IIFOJEH
Y HE IPUHUMANTE UX ITOMOIII.

IIpu  ucnonp3oBaHuM  COTOBBIX  TelehoHOB  (cMapTdOHOB)  cobiromaiite
ClIeIyIOLIUe IpaBuJa:

® IIpM YCTaHOBKE MOOWIBHBIX TMPWIOKEHHH oOpamaiTe BHHMaHHE Ha

IIOJIHOMOYHS, KOTOpPbIE OHH 3allpalluBalOT. byabTe 0COOEHHO OCTOPOXKHBI,
€CIIH TPHJIOKEHHE IPOCHUT IIpaBa Ha YTEHHE aJpPECHOW KHHTH, OTIPABKY
CMC-coo0meHnit 1 HHBIX YBEIOMIICHUH, HOCTYII K ceTH «IHTepHETY;

® OTKIOYHMTE B HACTPOMKaX BO3MOXHOCTh MCIOJIB30BAaHUS TOJIOCOBOTO

yIpaBIJICHUS NpHU 3a0JOKMPOBAHHOM 3KpaHe;
e HE mepexoauTte IO ccpuikaM u3 CMC-yBenoMieHMM, pa3MYHBIX YaToOB
U MECCEHIDKEPOB, HE YOEOMBUINCH B HMX JOCTOBEPHOCTH (T€pe3BaHHUBAiTE
JTIOJM UX IPUCIIABIIHM);

® HE TMEPCYHCIANTE JCHEKHBIE CpEICTBa 3HAKOMBIM, POICTBEHHHKAMH
M ONM3KMM JIMIAM HAa HUX IHPOCEOBI O MEPEBOAE IEHEXKHBIX CPEICTB
u3 CMC-yBenomiieHuiA, Pa3IUYHBIX 4aTOB U MECCEH/IKEPOB,
He yOemIuBUIMCh B HMX JIOCTOBEPHOCTH  (Il€pe3BaHMBAlTE  JIIOIAM
UX IIPUCIIABLINM);
I[Ipu HMCIONB30BaHUM WHTEPHET-CEPBHCOB, B TO YHCIE IUIA MOKYIKH M IPOIaXKH
TOBapOB H OKa3aHus yCiIyT (ABuTo, FOna u T.11.) 3a1IOMHUTE P POCTHIX PABKIL
® HCIIOJIE3YHTE CPEeICTBa OOLIEHUSI, TPEI0CTABICHHBIE JAHHBIMH CalTaMM;
® HE NEPEXOAWTh HA «UHIAUBUIYAIbHOE» OOIIEHHE C IOCTOPOHHHUMH JIHI[AMU
C HCIIOJIb30BaHUEM JINYHBIX HOMEPOB TeNIe(POHOB,;

® HE TIepelaBalTe CBOM IE€PCOHAIbHBIE JaHHBIE, B TOM 4YHCJIAa aJpec
IPOXXUBAHUA, KOHTaKTHbBIE Tele(OHBl, OaHKOBCKHE PEKBHU3UTBI H KOIBI
HOATBEPXKICHUS OAaHKOBCKUX OTICpAllHIA;

® HCHOJB3YHTE TOJBKO MOPSJOK M (OPMBI OIUIATHEI, MOJIYYEHHS TOBApPOB,
IIPEYCMOTPEHHBIE JAHHBIMH HHTEPHET-CEPBUCAMH.

[Ipu omnare ToBapa u yciuyr B cetu «HHTepHET» (0COOGEHHO IPH IPUBSA3KE
K peryisipHbIM IUIaTE€XaM HIH aKKayHTaMm) TpebyeTrcs Bcerga yYHMTHIBATE BBEICOKYIO
BEPOATHOCTh MEpPEXoJa Ha IOANCIBHBIM CaWT, CO3JAaHHBIM Ui KOMIIPOMETAlUU
KIIMCHTCKUX JaHHBIX, BKJIIOYas IUIATE)KHBIE KAPTOYHBIC TaHHEIC.

Jns MUHUMHM3aLMM BO3MOXKHBIX XMIIEHMH IIPH IPOBEIEHHHM OIEepaLuil
C MCIIOJIb30BAaHUEM CETH «VIHTEpHET» PEKOMEHIyeTCS:
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¢ 0(hOpMUTH BUPTYATIbHYIO KapTy C YCTAaHOBJICHHEM pa3Mepa MHIUBHAYAIBHOIO
JUMHTa, OTPAHUYHUBAIOIIETO OINEPAllHd, B TOM YHCIE C HCIOJIb30BAaHHEM
Opyrux 0AHKOBCKUX KapT;

e BHHUMATeIbHO 4YHUTAaTh TeKCTBI CMC-cooOImeHnit W HHBIX YBEIOMIICHUMN
C KOJIaMH MTOATBEPKACHUMN, IPOBEPATh PEKBU3UTHI onepauuid. Eciu peKBU3UTHI
HE COBIIAJAIOT, TO TaKOM MapoJIb BBOJAUTH HEJIB3S.

Korma ©6aHk cuuTaer coBepuiaeMble OT HMMEHH KIHEHTa OIEpaluu
II0JO3PUTEIBHBIMH, OH MOKET II0 CBOSH MHUIIMATHBE BPEMEHHO 3a0JI0KHPOBATh AOCTYII
K cepBucaM CMC-6aHka u oHnaiiH-kaObuHeTa. Eciin onepaniuu coBepileHs! JepiKaTeneM
KapThl, A7 OBICTPOrO BO30OHOBIIEHHs JOCTyIa K JEHEKHBIM CPEICTBaM JOCTAaTOYHO
IIO3BOHUTH B KOHTAKTHBIN IIEHTP OaHKa.

B cinywae yrepu winm cMeHbl HOMepa TenedoHa, MPHUBA3aHHOIO K OaHKOBCKOM
KapTe, He00X0AUMO:

® CBA3aThCs ¢ OaHKOM 115 OTKIoueHus ycinyrd CMC-yBenoMieHus;

¢ 3a0JOKHPOBATh CUM-KApTy, OOPATHUBIIKCH K COTOBOMY OIEPaTOpy.

IIpy BO3HUKHOBEHHMH MAaJIEMIIUX TOJO3PEHUH HACYEeT MPEAIPUHUMAEMBIX
IONBITOK COBEPIICHUS MOIICHHUYECKUX JIEHCTBUH CIEAyeT HEe3aMeIUTEIbHO
YBEIOMJIATH 00 3TOM OaHK.

CobnroieHre NMPUBEOCHHBIX Mep M PEKOMEHIAIMi II03BOJIUT IPEIOTBPATHTH
CJly4ad JUCTAHLMOHHOTO XUIIECHUS JEHE)XKHBIX CPEIICTB.

VYnpasieHue no Haa30py 3a CIEACTBHEM,
JO3HAHUEM U ONIEPAaTUBHO-PO3BICKHOM AEATEILHOCTHIO



