TEXHUYECKOE 3AOAHNE

Ha oKka3aHue rocynapcTBeHHbIM U MYHULUNaIbHbIM 06pa3oBare/ibHbIM
opraHu3aLusiM, pea/in3yroLLLUM obpa3soBare/ibHble nporpaMMsl obLL.ero
obpa3oBaHUs1 U cpenHero npogheccnoHalibHOro obpasoBaHus (panee —
obpa3oBare/ibHble opraHu3aumnmn), n3buparesibHbIM KOMUCCUSIM CYOBbEKTOB
Poccuvickon ®denepaunmn

U TeppUTOpPUaIbHbIM N36MpaTesibHbIM KOMUCCUSIM (O anee — n3bupare/ibHble
KOMUCCUU), pacroNIOXEeHHbIM Ha Tepputopusix cybnekros Poccumckon
denepauunu (3a ncknrodeHmem Pecnybnunkn KpoiM u r. CeBacronons) (c
y4yeTroM noTpebHocTen yKasaHHbIX Nosib3oBaresnien), ycayr rno
npenoctasneHnro
C UCno/ib30BaHUeM eNHON ceTU nepenayv OaHHbIX O0cCTyna

K rocygapCrBeHHbIM, MyHULUUNaJibHbIM, UHbIM MHd)OpMaHMOHHbIM cucremMmam

U K UHGbOpMaLLMOHHO-TE/IEKOMMYHUKaLLIMOHHOU ceTn «UHTepHeT» (ganee —
cerb «MIHTepHeT»); No nNepena4ye gaHHbIX NMPU OCYLLLEeCTB/IeHNN O0cCTyna

K rocygapCrBeHHbIM, MyHUUUNa/ibHbIM, UHbIM MHd)OpMaLlMOHHbIM cuncremMmam

u K cetn «MIHTepHeT»; No 3aLunTe fAaHHbIX, obpabarbiBaeMbIX N
nepenaBaeMbIX MpyU OCYLLLECTB/IEHNU [0CTyna K rocy.apCcTBeHHbIM,
MYHULLUNa/TbHbBIM, UHbIM UHGDOPMaLLMOHHbLIM CUCTEMaM U K ceTu «UHTepHeT»;
no obecneyeHnro orpaHNn4YeHnsi 4O0CTyna K UHghopMaLuu, pacrnpocTpaHeHue
KoTopou B Poccuiickon ddenepaunm 3anpeLLeHo, U K UHgbhopMaLnu,
npuynHsioL,en Bpen 3.00pP0BbIO

u (wnun) passuTuro geten, cogepxaLllencsi B cetm «MIHTepHer», O/
obpa3oBare/ibHbIX OpraHu3aLmnin; No MOHUTOPUHTY N obecriedeHnro
6e30nacHoOCTU CBSI3U Npu npenocTaB/1eHNn 4OCTyNna K rocynapcTBeHHbIM,
MyHUuUnnaJibHbIM, UHbIM MHCpOpMaLlMOHHbIM cucremMamMm U K cetu «MHrepHer»;
Mo opraHn3auunmn noaKI4YeHnUs K eGUHON ceTu nepenaqyu gaHHbIX
obpa3oBaresnibHbIX OpraHu3aunn

n n3buparesibHbIX KOMUCCUHN, N0 nepenaye OaHHbIX MPU OCYLLLEeCTB/IeHNN
Aocrtyna

K 3TOU cetn



1. TepMUHbI, ONpeaeneHnst U COKpaLLLeHUs

1.1. B KoHTpakTe, BKNOYas HaCTOslWee TeXHUYeckoe 3afaHue (manee —

T3) ncnonb3yoTcs cneayolme TePMUHbI, oNpeaeneHns 1 CoKpalleHNs:

TepmuH
AS

CE

DDoS-ataka

ICMP

IETF RFC

IPcetb UcnonHutens

IP-nakert
MPLS

MPLS cetb NcnonHutens

RIPENCC

SLA (aHrn . Service Level Agreement)

SNMP
WEB

Onpepenexune

Autonomous System, aBTOHOMHas cucTtema, IP ceTtb, Haxogswaacsa nopg
€e0VHbIM aJMUHUCTPATUBHBIM YMpaBfieHWEM N MMetowas eauHylo NONNTUKY
MapwpyTtusaumm,  XapakTepusyetcs  HOMEpOoM,  KOTOpbiM  BbloaeTcs
opMuManbHbIM MHTEPHET-PErncTpaTopom (Hanpumep, RIPE)

Customer Edge Router, rpaHn4yHoe YCTPONCTBO B NI0KaNbHOW BbIYUCANTENBHOWA
cetn C30, ObbekTa UUK, ncnonbayemoe ans mapwpytnsaumu tpaguka m3
cetn C30, O6bekTa LIK B ceTb McnonHntens n obpatHo

Distributed Denial of Service, pacnpegeneHHas artaka Ha o0Tkas B
obcnyXmBaHMKU, PasHOBUOHOCTM aTak Ha KOMMbIOTEPHbIE CUCTEMbl U CEeTU
CBSI3U, CBsI3aHHble ¢ HONbWMM KONMYECTBOM 3anpocoB (B Buae IP-nakeTos),
nocoinaemblx ¢ 6Honbworo konudyectsa |P-anpecoB  cetn WHTepHeT un
HanpaBneHHbIX Ha |P-agpeca obopynoeaHua C30, O6bekTa LINK.

Internet Control Message Protocol - MPOTOKON MeXCeTeBblX YNpaBnsoWmX
coobuweHwni

DokymeHT (Reques For Comments) paboyeit rpynnbl MO  WMHXEHEPHbIM
npobnemam cetn UNHTepHeT (Internet Engineering Task Force)

CeTteBas uHpacTpykTypa McnonHutens v npmenekaembix VicnonHutenem
cybrnoapsiouvMKoB (COMCMONHUTENEeN), COCTOSIWAs W3 pPacrnoNioOXEeHHbIX Ha
y3nax MWcnonHutens v npuenekaembix McnonHuTtenem cybnoapsioyvkoB
(coucnonHuteneit), ycTtpoicTe, obecrneymBalOwWwmMx B3auModencTene Mo
ceTeBoMy npoTokony IP (cneungpomkauusa IETF RFC 791), mapwpyTtusauuio,
KOMMyTaumMio 1 06paboTKy Tpadguka, COeAMHSIIOWMX WX MarucTpanbHbIX
KaHanoB 1 NHbIX CPEACTB CBA3U

MakeT 3 ypoBHs (OSl), MapwpyTusnpyemoro no npotokony IP

Multi Protocol Label Switching, TexHonorms KkoMmyTauum nakeToB C
NCNOb30BaHNEM METOK

MocTtpoeHHas no TexHonorum MPLS ceTeBas nHdppacTpykTypa VicnonHutens
U npuenekaembix McrnonHutenem cybnoopsinyMkoB  (CoMcCronHUTENeN),
BKJIKOHaloWas onopHbie Mapwpytmnsatopbl (P), rpaHnyHble MapwpyTusatopsb (
PE), coeonHsowWwWmMe Ux MarucTpanbHbie KaHanbl 1 MHble CPeaCcTBa CBA3U

PervoHanbHbin EBponelicknia Peructpatop NHTepHeT agpecos

CornaweHue 06 ypoBHe MNpenoCTaBieHUs YCNnyr — goopMalbHblli [OroBop
mMexny 3akasuymkoM u McrnonHutenem, comjepXXawuin npaea u obsi3aHHOCTU
CTOPOH, a TakXe COorfacoBaHHbIi YpOBEHb KayecTBa MpenocTasl/ieHns
baHHou! ycnyr

Simple Network Management Protocol, npoTOKON CeTeBOro ynpasnieHus

BcemupHas naytuHa — (aHrn. World Wide Web) — pacnpeneneHHas cuctema,
npefocTaBnsowas [nOCTyNn K CBS3aHHbIM MeXay coboli [oKyMeHTawm,
pacnonoXeHHbIM Ha pasfnyHbIX KOMMblOTepax, MOOKMOYEHHbIX K CeTu
«/HTepHeT»
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ABapuiiHas cutyaums

Bapvauus 3anepxku

Bnaneneu NC

BHewHue IPv4 agpeca

Bpems peakuun

BOJC
BYC

["ocynapCTBEHHbIN
3akasunk

JocTynHocTb ycnyrun

ECNAO

3agepxka

3asBka

VHas TexHonormns

nc

3akKa34yuk

HepmoctynHocTe  ycnyr  VcnonHutens,  Bbi3BaHHAasi  HEWCTPABHOCTbHO
obopynoBaHUsl, CETW, WHXEHEPHbIX CUCTEM U WMHAPACTPYKTypbI
WcnonHntens wnm  npuenekaemblx  McnonHutenem  cybnonpsiniuMkoB
(covcnonHuTenei), BKIOYAS HECAHKUMOHUPOBaHHblE HebnaronpusTHble
BO3LEVCTBUS HA YKa3aHHblE 0O BbEKTHI

Jitter, OTKNOHEHWE OT CPeAHEero 3Ha4YeHMsi BPeMeHU NPoXoX AeHns |P-nakeTos
Mo y4acTKy N3MepeHus OT nepeatolleli CTOPOHbI K MPUEMHON CTOPOHE

POMB, ®OVB, C30, Bnagewowuin pernoHanbHOW wunu denepanbHon
WHJOOPMaLIMOHHOW cUCTEMOM

BHewHmne (nybnunyHbie) |P agpeca n3 3apernctpupoBaHHOro B 6a3e AaHHbIX
RIPE NCC IP agpecos 4 Bepcun npoTtokona IP

Cpok, B TeyeHue koToporo McnonHutenb o0b6s3yeTcs NpucTynutb K paboTe
Hago npobnemoit, obo3HadYeHHoN B 3anpoce [lonyyatens 06 WHUMAOEHTE,
onpeneneHHbin SLA

BonokoHHO-onTNYecKas NMHUS CBA3N

BupTyanbHas vactHas cetb C30, O6bekta LMK, noctpoeHHass Ha 6ase
MPLS ceTn VcnonHutens v npuenekaembix MicnonHutenem cybnonpsinyvkos
(coucnonHuTenen), nyTem opraHu3aumMvm BUPTyalbHbIX KaHanos Mexay
noptamu Ha ysnax goctyna cetu VcnonHutens, K kotopbiM noakniodeH C30,
O6bekT UMK, n obecrneunBaiowas nepefady pasnuyHbix TUMAOB Tpadouka c
rapaHTuer napameTpoB KayecTsa.

MuHUCTEPCTBO  LMAPOBOrO  PasBUTMA UM MACCOBbIX  KOMMYHMKaUWiA
Poccwuiickoin begepaunn.

OTHOWeEHME BPEMEHU HAXOXMOEHWA OKasblBaeMblx Yyciyr B pabouem
COCTOSHMM K OBWen npoAONXWUTENbHOCTM WHTepBana HabnoneHus,
BblpaXXEHHOE B MPOLEHTax (BOCTYMHOCTb 3a OTHETHBIA Nepuoa).

BupTyanbHas yacTHasi ceTb (cetun) MicnonHutens, obecnedyunsatowas gocTyn
coumanbHO-3HAYUMbIX 06 BEKTOB K MHPOPMALMOHHBIM CUCTEMAM U K CEeTU
VHTepHeT, a Takxe nepegadvy [HaHHbiX Mpy NpenocTaBneHum pocTtyna K
WHCPOPMaLMOHHbBIM crucTeMaM 1 kK ceTu MHTepHeT; obecneunBatowas [ocTyn
LleHTpanbHon un3bupaTenbHOM  KOMWCCUM, M3BupaTesibHbIX  KOMUCCUIA
cybbekToB Poccuiickoin depepaummn 1 TeppuTopuanbHbiX U3bupatenbHbIX
KOMUCCUIA K MHGDOPMALIMOHHBIM CUCTEMAM 1 K ceTu VIHTepHeT, pa3sepHyTas B
COOTBETCTBMM C MNPOEKTOM, COrnacoBaHHblM B 4acTm Mogenu yrpos u
Hapywutens ¢ genepanbHbiMM OpraHamu, YMnOSHOMOYEHHbIMM B obnactu
6e3onacHOCTU 1 3aWnTbl MHOPMaLUK

one-way delay, BpemMs MpoxoxpaeHus |P-nakeTtoB Mo y4acTKy W3MepeHus B
OOHY CTOPOHY (OT nepegfaiowen CTOPOHbl K npuemHon). Onpenensietcs
cornacoBaHHoiMn ¢ [loTpebutenem MeTogamm W npuv  HEOOXOAMMOCTM
paccunTbiBaeTCS Kak MOMOBMHA BPEMEHHOrO WHTEpBana MeX.ay MOMEHTOM
OTNpaBeHns COOBIEHNS «3anpPoC 3X0» Nepenarolleil CTOPOHON 1 MOMEHTOM
MONY4YEeHUS COOBLWEHNS «OTKAMK 3X0» OT MNpueMHon cTopoHbl (PING
npotokona ICMP).

Hannexawum ob6pasoM odoopmieHHoe no cpopme (MpunoxeHne Net)
obpaweHne 3akasuuka K lMcrnonHuTeno c ykasaHueMm paT U NepeyHs
06beKTOB, A1 KOTOPbIX HEOBXOAMMO OKasbiBaTb YCNyru CBSA3N.

TexHonorum nepenayn LaHHbIX: GECrpPOBOLHO WMPOKOMONOCHbIA A0CTY,
paguopeneiiHas  NMHUS  CBSI3W,  TexHonorus  XDSL u  opyruve,
obecneyvBalmolme HaMbonblyd rapaHTUPOBaHHYIO CKOPOCTb MOAKMHOYEHUS
MPW OTCYTCTBUM TEXHWYECKOW BO3MOXHOCTU MOAK/OYEHUS MO BOJIOKOHHO-
ONTUYECKOW NHUK CBA3M.

FocynapCTBeHHaﬂ, pernoHanbHas, MyHUUMNanbHas n nHasa



McnonHutenb
Kanan L2

Knacc tpacuka

KoHTpakT

KomnoHeHTa Ycnyr cesi3u

KoHTeHTHas dounbTpaums

KCA

KoadbpuuneHT notepm naketos

Ko
MC3

MHpOpMaUMOHHAs CUCTEMa, K KOTOpPOi MpedocTaBnseTcs [AOCTyn C
1CMONb30BaHNEM eaVHON ceTn nepenayn AaHHbIX VicnonHutens.

OnepaTop CBA3N, C KOTOPbIM 3akKJo4eH rocy,ﬂ,apCTBeHHbIIZ KOHTPAaKT Ha
okasaHue Ycnyr cBs3u

Kanan cesisan o1 C30, O6bekTa LMK no Toukn npucoeanHeHns ECIM LA

Habop TpeboBaHuii K 3SKCMnyaTaUMOHHbIM MapaMeTpam, cobnionaemMbim
WcnonHutenem npu nepepaye no ceTv NPUMEHUTENbHO KO BCEM |P-nakeTtam,
npyHagneXxaiym GaHHOMY Tuy

[fOCynapCTBEHHbIA  KOHTPakKT Ha  OKas3aHWe  roCydapCTBEHHbIM U
MyHUUMNanbHbIM o6pa303aTeanb|M opraHu3aumnsm, peannsyroumnm
obpasoBaTenbHble  nporpammbl  obuwero o6pasoBaHUs M CPemOHero
npodgpeccroHanbHOro obpasoBaHus

(nanee — obpasoBaTesibHble OpraHuaauumn), mabupartesbHbIM KOMUCCUSIM
cybbekToB Poccuitickon denepaunn n TeppuTopranbHbiM M3bupartenbHbM
KomuccusM  (nanee — usbupartesibHble KOMMCCWM), PacrofioXeHHbIM Ha
Tepputopusix cybbekToB Poccuiickoin denepaumn (3@ UCKNOYEHUEM
Pecnybnukn Kpbim 1 r. CeBactonons) (C y4eToM noTpebHOCTei ykasaHHbIX
nonb3oBarvenei), ycnyr no npenocTaBNeHWd C WCMO/b30BaHWEM eLUHOW
ceTu nepenayn AaHHbIX O0OCTYNa K rocy1apCTBEHHbIM, MyHULIMNAbHbIM,

WMHBbIM  WHCPOPMAUMOHHBIM ~ CUCTEMAM U K WHCPOPMaLUMOHHO-
TENEKOMMYHUKALUWOHHOM ceTu «HTepHeT»

(nanee — cetb «WHTepHeT»); NO nepefaye OaHHbIX MPU OCYLLECTBAEHUU
0OoCTyna K roCynapCTBEHHbIM, MyHMLUMNANbHbIM, WHbIM WMHGOPMAaLMOHHbBIM
cucteMam n K cetn «MHTepHeT»; Mo 3awmTe OaHHbIX, obpabaTbiBaeMblX U
nepenaBaeMblX MPU  OCYILECTBNIEHUM [HOCTyna K rOCYyOapCTBEHHbIM,
MYHMLUMNANbHBLIM, UHBIM MHGOOPMALIMOHHBIM CUCTEMAM U K CeTU «/HTepHEeT»;
no obecneyeHmnio orpaHnYeHns noctyna

K wnHcbopmaumn, pacnpocTpaHeHue koTopoit B Poccuiickon Penepaumm
3anpeweHo, U K UHGoOpMauMmn, NpUYMHAKLWENR Bpen 300pPO0BbI0 W (MNu)
pasBuUTUIO OeTeln, cogepXallencs B cetn «/IHTepHeT»,

ans o6pa305aTeanb|x 0praHVI33LI,VII7I; no MOHWUTOPUHTY W© o6ecnequ|/|+o
6e30nacHOCTM CBSA3N

npu NpenocTaBneHun OoCTyna K rocyaapCTBEHHbIM, MyHULMNANbHBIM, VHbIM
WHGOPMALIMOHHBIM CUCTEMaAM U K ceTu «VIHTepHeT»; Mo opraHusauum
MOOKMOYEHNs1 K eOuMHOW ceTu nepefayn [HOaHHbiXx 06pasoBaTtesibHbIX
opraHunsauuii u nsbrpatenbHbIX KOMUCCUIA, MO Nepeaaye AaHHbIX

NPy OCYWECTBNEHNN AOCTYNa K 3TO CeTu

Coctasnsowas Ycnyr cBs3w, onpegjensiowas OLHY W3 OCHOBHbIX
noTpebHOCTEN, yOOBNETBOPSIEMbIX C MOMOLLbIO OKa3blBaeMbIX YCnyr

Hevicteue WcnonHutens no 6nokuposke poctyna C30 Kk pasnnyHbiM
KaTeropusm VIHTepHeT-pecypcoB, KOMMNOHEHTOB YCnyr

Komnnekc cpencTe aBToMaTndaunm

MakcnmanbHas notepd naketos — OTHOWeHune obuwero Konuyectea
HenoCTaBJ/IeHHbIX NakeToB K 06meMy Konnm4yectesy nepenaHHbIX MNakeTos,
BblpaXkaemasd B NpoLeHTax NoTepPsHHbIX NakeToB

KoHTeHTHas counbTpauums

MexceTeBoe akpaHupoBaHme



HexenatenbHbin UHTEepHeT-Tpadmk

ObpaszoBaTenbHas opraHM3aums

Ob6bekT

O6bexTbl UMK

OT4eTHbIN Nepuoa

Onepatop CK3N

MakeTt

no
MoTpebutenn

MopT

Mpenctasutens C30

MpencTtasutens obbekTa LINK

I'IpoueHT NoTepsAHHbIX NakeToB

POVB

CeTtb «/HTEpPHET»

C30 - CoumanbHo 3Ha4YnMbIn 06 bekT

CK3Uu

Cnyx6a  TEXHMYecKOW  MNOoLLOEpPXKM

3akasumka

CM3B
COPM

CybbekT PO
T3

Toukun npucoenunHexuns ECIMAO

VHTepHeT-Tpadpuk, noctynawowunini Ha obopynosaHne C30, Obbekta LINK,
Hannyne KoToporo MoxeT BbiTb 06ycnoBneHo Hanuyvem DDoS-aTtaku, nnbo
IpYruMmn HexxenatenbHeiMu ans MoTpebutens dpaktTopamm

rOCyJJ,apCTBeHHaSI mnn MyHuuunanbHas oépasoBaTeanaﬂ opraHusauus,
peanuaylowas nporpamMmbl  obwero obpa3oBaHus U (MAK)  CPEeLHEro
npodbeccroHansHoro obpasosaHus

COBOKyI'IHOCTb TEXHUYECKUX CPEeACTB, CPEACTB BblYUCNUTENIbHON TEXHUKK U
nporpammMHoOro obecneyeHus, pacnono>XeHHbIX N0 0AHOMY afpecy

LleHTpanbHass wnsbupatenoHas komuccus Poccwuiickoit ®enepaumn  unm
nsbupatenbHble kKomuccun cybbekta Poccuiickoih  depepauun  unu
TeppuTopuanbHble n3bupaTenbHble KOMUCCUM.

Mepuon BpemeHn okasaHusi YCnyr, N0 OKOHYaHWM KOTOPOro Npovn3BOAUTCS
chada-npviemka Ycnyr cBa3u 1 ux onnata

Onepatop CBSA3M, 0KA3bIBAOWMIA YCNYry MO KOMMOHEHTY «3allyMta LaHHbIX»
Ha ydyactke oT C30 po Toukm npucoeamHenuss ECILO Ha MomeHT
ncnonHeHus KoHTpakTa

dopmaTmpoBaHHbii 6nOK MHpopMaummM, nepenaBaeMblii MO CETU CBS3W,
OYHKLMOHMPYIOLWEN NOCPEACTBOM TEXHONOT MU KOMMYyTaLMM NakeToB

Mepenaya oaHHbIX
Monb3oBatenb Ycnyr ceasu nnm ee KomnoHeHTos Ha C30, O6bekTe LIWK.

Norunuyeckunin uHTepgpeiic BYC [MoTpebutens Ha yanax Jnoctyna ceTu
VicnonHutens

PykoBoantenb couuanbHO 3HauMMoro oObekTa, B MHTEpecax KOTOporo
WcnonHuTtenb okasbiBaeT YCnyrn B COOTBETCTBMM C [ OCynapCTBEHHbIM
KOHTPakTOM, WAM fMUO, YMNOSIHOMOYEHHOE B YCTAHOBMEHHOM MOpPsSOKe Ha
B3auMoAelncTBue ¢ VicnonHmutenem npu okasaHum Ycnyr.

Pykosoautens obbekta LMWK, B wHTepecax koToporo McnonHutenb
OKasblBaeT yCnyrn B COOTBETCTBMM C [[OCyoapCTBEHHbIM KOHTPaKTOM, Mn
Lo, YNOMHOMOYEHHOE B YCTAHOBNEHHOM MOPSAKE Ha B3auMmomeincrtsme C
VicnonHmuTtenem npw okasaHuu Ycnyr CBs3W.

IP packet loss ratio, OTHOWEHWE pPa3HOCTM KOMWYecTBa OTNPaBEHHbIX B
KOHEYHYIO TOYKY y4yacTka u3MepeHus IP-nakeTtoB 1 KOMNYECTBa MPUHATHIX B
37O TOYKe |IP-nakeToB, K KONWMYECTBY OTMPaB/IEHHbIX B KOHEYHYIO TOYKY IP-
nakeTtos

PervoHanbHbIl opraH UCNONHUTENbHOW BACTK
MHdopMaLMOHHO-TENEKOMMYHNKALIMOHHAS CeTb «VIHTepHeT»
O6pasoBaTenbHas opraHu3auus.

CpencTBa KpunTorpagoMyeckon 3awmnTbl MHGOPMaLMm

opraHunsyemasi 3akas4mkom cnyxba TexHu4eckown noaaepxku Motpebutens,
KoTopasi OCYWeCTBNSIET KOHTPO/b oKasaHus Ycnyr no obpaleHusim
MoTpebuTeneir nnn 3akasymka B COOTBETCTBUM C PernaMeHToM TexHU4ecKom
noanepXxku npy okasaHmm Ycnyr

Cnctema MeXBELOMCTBEHHOIO 9/IEKTPOHHOr o B3aMMoOencTeuns

CucteMbl TEXHUYECKUX CPeAcTB Ans obecrneyeHns oyHKUUIA ornepaTuBHO-
PO3bICKHBIX MEPONPUATII

TepputopuanbHas eamHuLa BepxXHero ypoeHs B Poccuiickon denepaumu.
HacToslwee TexHunyeckoe 3amaHue

Cpe,IJ.CTBa CBA3W, BXOOsWMe B COCTaB CeTU 3JIEKTPOCBA3N VcnonHutensa , ¢
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2.1.

MOMOWbIO KOTOPbIX OCywecTBAseTca noaknodeHne u poctyn C30,
O61bekToB UMK k ECINMA,

COBOKyI'IHOCTb IP-nakeTosB, nepenaHHbIX Mo CeTn nepenadn naHHbIX

OkasaHne WcnonHutenem ycnyr cesasm gns C30 u Ob6bektoB LUK,
pacnonoXeHHbIM Ha Tepputopmax cybbekToB Poccuiickon ®enepaumm (3a
ucknoveHnem Pecnybnuku Kpbim 1 r. CeBactonons) no:

nepefaye paHHbIX MNPU OCYWECTBNEHWM [OOCTyna K rocynapCTBEHHbIM,
MYHULMMANbHBIM, UHBIM MHGOPMAUMOHHBIM cuctemam n Kk cetn "MHTepHet"
(KomnoHeHT Ycnyru ceasu «[lepenaya faHHbIX») B COCTaBE YCNyr:

no 3awute pAaHHblX, obpabaTbiBaeMblX W NepefaBaeMbix Mpu
OCYWeCTBEHNM [O0CTyna K roCyAapCTBEHHbIM, MYHMUMUNANbHbIM,
WHbIM  UH(POPMAUMOHHBIM cucTemMam © K cetn  "UIHTepHet"
(KOMNOHEHT «3awmta faHHbIX»);

no obecneyeHUo OrpaHMyeHns poctyna K  MHopopmaumu,
pacnpocTpaHeHune koTopol B Poccuiickoih denepaunn 3anpeLeHo,
1 K Hhopmauun, NpUYMHSIOWen Bpes 340P0Bbio U (MK) PasBUTUIO
netei, conepxaileincs B cetn "MIHTepHeT" nna obpasoBaTenbHbIX
opraHusauui (KomnoHeHT «OrpaHnyeHne Joctyna K
nHcpopmauumn»);

Mo MOHWUTOPWHIY WK obecrnevyeHnto 6e30MacHOCTU CBS3U  MpK
npenocTaBneHum [ocTyna K rocynapCTBEHHbIM, MYyHMLMNANbHbIM,
WHbIM  UH(POPMAUMOHHBIM cucTemMam © K cetn  "UIHTepHet"
(KoMNoHeHT «MOoHUTOpUHF 1 obecnevyeHne 6e30nacHOCTU CBA3N») ;

no npegoctaBneHwto ¢  wucnonb3osanumem  ECMO  pgoctyna
rOCyLapCTBEHHbIM, MyHULUNANbHbIM, UHBIM MHOPMALUMOHHBIM CUCTEMaM 1 K
MHM(POPMALMOHHO - TEeNeKOMMyHMKaumnoHHon cetn "MHTepHet" (KOMMOHEHT
Ycnyru ceasm «[pegocTaBneHne goctyna).

OkaszaHvne WcnonHutenem ycnyr cesisu gns C30 n O6bektor LMK,
PacrnonoXeHHbIX Ha TeppuTopusix cy6bekToB Poccuiickon depepauun (3a
nckntoyeHmem Pecnybnuku Kpeim 1 r. Cesactonons) no:

opraHuzauum nogknodeHms k  ECMAO (KomnoHeHT Ycnyru cBa3u
«OpraHnsaumns kaHana L2»);

nepenaye gaHHbIX npu ocywectenexHum goctyna kK ECINA (KomnoHeHT Yenyru
cBa3u «[epenaya gaHHbIX L 2»)

depepanbHbI OpraH UCNONHUTENbHOW BRAacTu
denepanbHas cnyxba 6e3zonacHocTn Poccuiickoin ®epepaumm
LleHTpanbHas nsbupartenoHas komuccus Poccuiickoin ®epepaumm

LleHTp 06paboTky 1 XxpaHeHWst faHHbIX

2. O6bwume cBenoeHuns

OcHoBaHWa okasaHus YCnyr :

2.1.1. MoctaHoBneHue lMpaButenbctea P® o1 15 anpensd 2014 r. N2 313 «O6

YTBEPXAEHWM

rocyoapCTBEHHOMW  MpOrpamMmbl Poccuiickon  denepaunu

«/IHpopMaUNOHHOE 0bLWECTBO»;

2.1.2. TlognyHkKT

nyHkTa 2 [lepeyHs nopy4YyeHuin no peanusaumm

Mocnanusa [pesanpeHta Poccuiickon ®Pepepaunmn PepepanbHoMmy CobpaHuto



Poccuickonn ®epepaummn ot 26 doespana 2019 r. Ne [1p-294 no Bonpocy
noako4eHns obweobpasoBaTenbHbIX OpraHu3aunii k cetu VIHTepHer.

2.1.3. TloonyHKT «B» nyHkTa 1 [lepeyHs nopyy4eHuit No utToram CoBelaHus
[Npe3unpeHTa Poccuinickon denepaumn ¢ ydneHamu [lpaButenbctea Poccuinckoi
denepaumnn ot 23 anpensa 2021 r. Ne [Np-676 0 NPUHATUM OOMNONHUTENbHbBIX Mep,
HanpaBfeHHbIX HA HeJONylWEHNE CyYaeB HeonpaB4aHHOrO 3aBbIWEHNS CTOMMOCTM
ycnyr no NOOKMOYEHNIO obweobpasoBaTesibHbIX opraHusauuii K
BbICOKOCKOPOCTHOMY IHTEpHETY;

2.1.4. PacnopsxeHus lNpasutenbctea Poccuiickon denepauum ot 28 mons
2017 r. Ne1632-p «0O6 yTBepxaeHun nporpammbl «LlndpoBas sKOHOMUKA
Poccuiickon depepaumm»;

2.15. depepanbHbin  npoekT  «/HGopMaunmoHHas uHdpacTpykTypa»
HaunoHanbHoro nporpamma «Lludpposas akoHomuka Poccuiickon Penepaunn»,
YTBEPXOEHHbI MPOTOKONOM  3acefdaHuns npesnguyma npasUTeNbCTBEHHOM
KOMUCCUMN MO LMJOPOBOMY PasBUTUIO, UCMONb30BAHUIO LMPPOBbLIX TEXHONOINIA ANs
yNyyWweHns KayectBa XWU3HW W YCNOBMA BefeHUs npeanpuHUMaTenbCKom
neatenbHocTy o1 06 mas 2019 . Ne 8.

2.1.6. TllonoxeHune o MwuHucTepcTee UUPPOBOro pPasBuUTUSA, CBA3U W
MaCCOBbIX KOMMYHUKaLWNA Poccuinckon denepaunm, yTBEpPXOEeHHOoe
noctaHosneHveM lpasutensctea Poccurickon depepaunm ot 02 nioHs 2008 r. Ne
418 «O MuHucTepcTBe LMMPOBOro pasBUTUS, CBA3M U MACCOBbIX KOMMYHUKaLWIN
Poccuiickon denepauunm».

2.1.7. OkasaHue Ycnyr cBs3M OONXHO COOTBETCTBOBATD:

denepanbHomy 3akoHy oT 07 uong 2003 r. Ne 126-d 3 «O cBa3n»;
depnepanbHoMy 3akoHy oT 27 wuons 2006 r. Ne 149-0d3 «0O6

nHdopMaLnn, UHAOPMALIMOHHbIX TEXHONOINAX 1 0 3alnTe nHdopMaLumnm» ;

denepanbHOMy 3akoHy oT 27.07.2006 r. N 152-d 3 «O nepcoHanbHbIX

OAHHbIX> ;
denepanbHoMy 3akoHy oT 06 mona 2016 r. Ne 374-d3 «O BHeceHUn

n3mMeHeHun B degepanbHblii 3ak0H «O NPOTUBOAENACTBUN TEPPOPU3MY»;
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depnepanbHOMy 3akoHy 0T 26 uons 2017 r. Ne 187-d 3 «O 6e3onacHoOCTH
KpUTNYECKOM MHpopMaLnoHHOM nHdppacTpykTypbl Poccuiickon Penepaunm»;

denepanbHbii 3akoH 0T 29 gekabps 2010 r. Ne 436-d3 «O 3awuTte
neter OT uvHopMaumu, NPUYMHSIOWENA Bpen WX 300POBbI0 U pPasBUTUO» B
penakumn denepanbHoro 3akoHa ot 01 mag 2019 r. Ne 93-d 3;

Ykasy lNpe3npeHta PP o1 6 mapta 1997 r. Ne 188 «O6 yTBEpXAEHUU

NepeyHs CBeNEeHUA KOHPUAEHUNANBHOIO XapakTepa» ;

MNMoctaHoBneHwne lMpasutenbctea PP ot 31 gekabpsa 2021 Ne 2606 "O6
yTBepXaeHuu [NpaBun okasaHusa ycnyr CBA3U no rnepenaye JaHHbIX";

MocTtaHoBneHue MNpaButenbctea PP ot 31 mekabps 2021 Ne 2607 "O6
yTBepxaeHuu Npasnn okasaHns TeneMaTmuyeckmnx ycnyr ceasm';

[MocTtaHoBneHuio [lpaButenbctea Poccuinickon Pepepaumm ot 30
nekabpsi 2020 r. Ne 2385 «O nuueH3npoBaHuUM OesTenbHOCTN B 06nacTn okasaHus
YyCNyr CBS3U M MPU3HaHUN yTpaTUBLUUMW CUYy HEKOTOPbIX akToB [lpaBuTtenbcTea
Poccuiickon depepaumm»;

MoctaHoBneHuto MNpasntenoctea PP ot 27 asrycta 2005 r. Ne 538 «O6
yTBEepXaeHun [paBun B3anMoOeiCTBMS OrNepaTopoB CBSA3W C YNOTHOMOYEHHbIMU
rOCy0apCTBEHHbIMA  OpraHamu, OCYLWEeCTBASAWAMA  onepaTMBHO-PO3bICKHYIO
NEeATENbHOCTb»;

[Mpukasy MwuHuctepctBa WHMPOPMALMOHHBIX TEXHOMOTMA N  CBA3M
Poccuiickon depepauun ot 13 depana 2008 r. Ne 18 «O6 yTBEpXOEHUU
TpeboBaHWiA K CUCTEMHOMY MPOEKTY CETU CBA3N»;

MNpukad MuHundppbl Poccun ot 18 dpespana 2022 N 132 "O6
yTBEepxaeHun TpeboBaHuii K NOPSOKY BBOOA CETEN CBSA3M B SKCnayaTaumo”;

Mpukady ®CB Poccum ot 10 nons 2014 r. Ne 378 «O6 yTBEpXOeHUM
CocTaBa 1 coOepXaHus opraHM3aumMoHHbIX U TEXHUYECKMX Mep Mo obecneyeHunto
6e30nacHOCTM MNepcoHanbHbIX OaHHbIX NpU UX 0bpaboTke B WHAOPMALMOHHbLIX
cucrtemax nepcoHanbHbIX NaHHbIX c ncrnonb3oBaHMEM cpencTs
KpunTorpadnuyeckon 3awmTtbl UHOPMaUMK, HeobXoOMMbIX AN  BbIMNONHEHMWS

yCTaHoBNEHHbIX [paBmutenbctBoM Poccuiickon denepaunn tpeboBaHuii K 3awmTe
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NepCoHaNbHbIX OAHHbIX AN KaX40ro U3 ypoBHen 3aWwneHHOCTU» ;

[Mpynkasy MwuHucTepcTBa CBA3M M MACCOBbIX KOMMyHukauui P® ot 16
anpensa 2014 r. Ne 83 «O6 ytBepxnaeHun [MpaBun npumeHeHns ob6oOpyOOBaHUS
CMCTEM KOMMyTauUuMK, BK/OYas nporpammHoe obecnedveHue, obecrneymBarowero
BbINOJSIHEHNE YCTAHOBNEHHbIX OENCTBUIA NPU NPOBEAEHMUU OnepaTUBHO-PO3bICKHbIX
MEPONPUATUIA»;

[Mpynkasy MuHucTepcTBa CBA3WM M MACCOBbIX KOMMyHukauui P® ot 16
aHBaps 2008 r. N2 6 « O6 yTBepx.aeHun TpeboBaHUin K CEeTSIM 3N1eKTPOCBS3M AN
NPOBEAEHNS ONepPaTNBHO-PO3bLICKHBIX MeponpusaTrii Yactb 1. Obwme TpeboBaHns»;

TpeboBaHNsM K MNOOKMOYEHUIO W OOCTyny, BKoyas TpeboBaHWs K
nepefaye [OaHHbIX, TFOCYOAPCTBEHHbIX M MyHUUMUNANbHbIX 00pa3oBaTebHbIX
opraHm3auunii, peanmaylwmx NporpamMmbl 00LWero 1 cpegHero NPoeccnoHanbHOro
obpas3oBaHus, n3bupatenbHbiXx KoMmuccuii cybbekToB Poccuiickoin depepaumm u
TeppuTopuanbHbiXx n3brnpaTenbHbIX KOMUCCUIA K €OMHON CeTn nepenayn LaHHbIX,
yTBEpPXOeHHbIM npukadoM MuHumdopbl Poccum Ne 417, MuHnpocselleHna Poccum
oT 30 anpens 2021 r. N2 221 «O6 yTBepxaeHun TpeboBaHmii K NOAKIOYEHNIO U
0OCTyny, Bkoyas TpeboBaHMA K nepefavye [A[aHHbiX, [OCYOAPCTBEHHbBIX W
MyHMUMNanbHbIX 00pa3oBaTesNibHbIX OpraHu3aunii, peanuaylowmx nporpamMmbl
obwero n cpeOHero npodeccnoHanbHoOro obpasloBaHus, U3bupaTenbHbIX
Kommccnii  cybbekToB  Poccuiickon — degpepauumnm  u TeppUTOpPMAnbHbIX
n3brpaTtenbHbIX KOMUCCUIA K eAUHON CeTn nepenayn gaHHbIX>»;

TexHnyeckmm HopmMaM B cootBetctBum C  «PJ1 45.129-2000.
PykoBooswwmii OOKYMEHT oTpacnu. Tenematmyeckue cnyxoObl», YTBEPXAEHHbIM
npuka3om MuHcesa3n Poccum ot 23 uong 2001 r. Ne 175 «O6 yTBEpXAEHWM
PykoBogasuero nokymeHta otpacnm "Tenematmnyeckme cnyxbbl»;

HauunoHanbHbin ctaHgapt P® MTOCT P 59853-2021 «/HdopmaunoHHble
TexHonorun. KoOMnnekc CTaHgapToB Ha  aBTOMATU3MPOBAHHblIE  CUCTEMbI.
ABTOMaTU3NPOBAHHbIE CUCTEMbI. TE€PMUHBbI 1 ONpeneneHns» ;

Me>xrocynapCTBEHHbIN cTaHoapT roCT 34.201-2020

«/IHpopmMaumnoHHble TexHonornn. Komnnekc ctaHoapToB HA aBTOMATU3NPOBAHHbIE



cuctembl. Bmobl, KOMNNEKTHOCTb M 0003HAYeHWe [LOOKYMEHTOB Npu CO3OaHWK
aBTOMATU3NPOBAHHbIX CUCTEM> ;

FOCT 34.601-90 «WHdopmaumoHHas TexHonormsa. Komnnekc
CTaHOapTOB Ha aBTOMATM3MPOBaHHblE CMCTEMbl. ABTOMATM3NPOBaHHbIE CUCTEMbI.
Craoun co3naHuns»;

Me>xrocynapCTBeHHbI cTaHoapT roCT 34.602-2020
«HbopMaunoHHble TexHonorun. Komnnekc ctaHgapToB Ha aBTOMaTU3MPOBaHHbIE
cUCTeMbl. TexHMYeckoe 3ajaHne Ha co3fgaHne aBToMaTU3NPOBAHHOM CUCTEMbI»;

HaunoHanbHbin ctaHgapt PO TOCT P 59792-2021 «HdopmaunoHHbie
TexHonorun. Komnnekc cTtaHgapToB Ha aBTOMATU3MPOBAHHbIE CUCTEMbI. Buabl
NCMNbITAHUA aBTOMATU3NPOBAHHbLIX CUCTEM»;

FOCT 27049-86 3awuta o000pyoOBaHWS MNPOBOAHON CBSA3N MU
obcnyXuBatowWwero nepcoHana ot aTMOCEPHbIX Pa3psLOB;

[OCT 28439-90 «Annapartypa BONOKOHHO-ONTUYECKMX CUCTEM Nepenayn
No NUHUSAM anekTponepenady undposas. Obwme TexHnyeckme TpeboBaHms»;

FOCT 5238-81 «YcTaHOBKM nNpoBOAHON CBA3W. Cxembl 3awmTbl OT
ONacHbIX HanPsS>XeHUn n TOKOB, BO3HMKAWOWWMX HA NMHUSX. TexHnYeckue
TpeboBaHms»;

FTOCT P 50799-95 «COBMECTMMOCTb  TEXHMYECKUX CpPeacTB
aneKkTpoMarHuTHas. YCTOMYMBOCTb  TEXHUYECKUX CPEOCTB  PadMOCBA3N K
9NeKTpoCTaTMYECKUM  paspsnaMm, WMMYAbCHbIM - MOMEXaM W AMHaAMUYECKUM
N3MEHEHMAM HamnpsXeHns ceTu anekTponutaHusa. TpeboeaHms ©n MeTonbl
NCMNbITAHNN» ;

FOCT P 53724-2009. «KayecTtBo ycnyr cBasu. Obwwme NnonoxeHus»;

FOCT P 53731-2009. «KayectBo ycnyr cBsA3W. TepMuHbl W
onpeneneHuns»;

FOCT P 53728-2009 «KauvectBo ycnyrn «[lepenadya [OaHHbIX».
[lokasaTtenu kayectBa»;

FOCT P 53729-2009 «KauyecTtBO ycnyru «[lpenocrtaBneHne BupTyanbHOR

yacTtHom cetn (VPN)». NokasaTtenn ka4yectea»;



MeXxrocynapCTBeHHble  CcTaHOapThbl [OCT  34.12-2018 «

NHdopmaunoHHasa TexHonorus. Kpuntorpadwuyeckasa 3awmta uvHgopMauuu.

Bnoynbie wngopbl » n [OCT 34.13-2018  «/H(popMaunoHHas TEXHONOrus.

KpunTorpadunyeckas 3awmrta uHgopmaumm. Pexnmbl paboTbl 6M10YHbIX WAPOB> ;
FOCT P 34.12-2015 «IHbopmaumnoHHas TEXHONOrns.

Kpuntorpadomnyeckas 3awmurta nHdopmaumn. bnoyHsie wmudopbl».

2.2. Cpok okasaHusa Ycnyr : ¢ gatbl 3akntoyeHns KoHTtpakTta no 31 okts6ps

2023 rofa BKIHOYNTENBHO
Ycnyrn cBs3nm 0ka3blBAKOTCA HEMPEpPbIBHO, KPYrnoCyTOYHO U eXeOHEBHO B
COOTBETCTBUM C ycnosuamm T3.
2.3. OkasaHue Ycnyr cesian ans C30 n O6bekToB LIMK ocywecTtBnsetcs B

COOTBEeTCTBMM C 3asBkamu 3akasyuka un LleHamu eamnunu Yenyru (MNpunoxeHne Ne

2 K rocynapCTBEHHOMY KOHTPaKTYy).
231 Ycnyrm cBA3W, COrnacHO HanpaenseMbiM 3aka3ymkom 3asiBkam,
BK/IOYAIOT B cebs:
2.3.1.1 OkazaHue VcnonHntenem ycnyr cess3m gng C30 un O6bekToB LINK,
PacnofioXEHHbIX Ha Tepputopusix cybbektoB Poccuiickoin depepaunn (3a
ncknoyeHnem Pecnybnunkun Kpbeim 1 r. CeBactonons) no:
1) nepenaye OaHHbIX NpW OCYLLECTBNEHNN AOCTYNa K rOCy0apCTBEHHbIM,
MYHAUUNANbHBLIM, WHbIM WHMOPMALMOHHBIM CUCTEMAM U K CeTu
"MntepHet" (KomnoHeHT Ycnyru cBasn «llepenada naHHbIX») B COCTaBe
yCcnyr:
Mo 3awmTe OaHHblX, obpabaTbiBaeMblx M nepenaBaeMblx MNpwu
OCYWeCTBIEHUN OO0CTyna K rocy0apCTBEHHbIM, MyHULUUMNANbHbIM,
WHbIM  WH(POPMALMOHHbLIM cuctemam ©n Kk cetn "HTepHeTt"
(KOMMOHEHT «3almTa AaHHbIX»);
no obecrneyeHnto oOrpaHMyeHns p[octyna K MHgopmauumu,
pacrnpoctpaHeHne kotopon B  Poccuiickom — denepaummn
3anpeueHo, N K MHGopMaLmn, NPUUYUHAIOWER Bped 300PO0BbIO0 U

(unn) paseBuTUIO OeTei, cogepxauwerics B cetn "VIHTepHeT" ons
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obpasoBatenbHbix opraHusaumii  (KomnoHeHT «OrpaHunyeHne
0OCTyna K nHcpopmaumm»);

MO MOHWUTOPMHTY K obecneyeHnto 6e30MacHOCTU CBS3WM MNpU
npenocTasfieHn JOCTyna K rocyaapCTBEHHbIM, MyHULIMMNAbHbIM,
WHbIM  MHJOOPMaUMOHHbIM cuctemam un kK cetn "UWHTepHert"
(KoMrnoHeHT  «MoHUTOpMHr ©  obecnedvyeHne 6e30nNacCHOCTU

CBA3M»);

2) nNo npegpoctaBneHuto ¢ ucnonb3oBaHnem ECILO pgoctyna K
rOCy0apCTBEHHbIM,  MyHUUMMANbHbIM,  WUHbIM  MHAOOPMALUNOHHbLIM
cucteMaMm 1M K MHAQOOPMAUMOHHO - TENeKOMMYHUKaUWOHHOM CeTu
"MnTepHeT" (KomMnoHeHT Ycnyru ceasun «[pegoctaBneHme gocryna»).
3) opraHmsauumn noaknodeHus k ECIL (KoMnoHeHT Ycnyrn cBsA3u
«OpraHmsauus kaHana L2»);

4) nepepadye [OaHHbIX npu ocywecTteBneHun pgoctyna k ECIMLO

(KoMnoHeHT Ycnyru cesa3m «[lepepaya aaHHbIx L2»).

2.3.2 C uenbio CBOEBPEMEHHOW MOCTaBkM TOBApPOB (BbIMONHEHMS pPaboT,
okazaHunsa ycnyr) WcnonHutenb BNpaBe coBeplaTb PUANYECKN 3Ha4YMMblEe
OENCTBUSA, He MpoTuBopevawme 3akoHogatenbcTBy Poccuiickon depepauuun, B
TOM 4ucne npuBnekatb K WCMOSIHEHWID CBOUX 0043aTeNbCTB MO HacTosWeMmy
KoHTpakTy mcrnonHutenen (COUCNONHUTENEN), ocTaBasCb OTBETCTBEHHbIM nepen
3akasynkoM 3a WX [OencTems, B TOM 4Yucne Mo jg[orosopam (KOHTpakTaM,
COrnawleHnsamMm), 3ak4YeHHbIM C MocTaBslmKamMn, NoapsaayYnkaMmm, UCNONHUTENSMUA
Ha MOCTaBKy TOBApPOB, BbIMNOJIHEHME PaboT, okasaHue ycnyr, HeobxoauMmblx Ans
MOCTaBKN TOBAPOB (BbIMONHEHUS paboT, okaslaHus ycnyr) no KoHTpakTy, 0o
3aknoyeHns Hactoswero KoHTpakTa, a TakxXe onnadymeaTtbh MNOCTaBEHHbINA TOBap,
BbIMNO/IHEHHbIE PaboTbl, OKa3aHHbIe YCNYri.

2.4. MecTto okazaHus Ycnyr :

C ybbekTbl Poccuiickoh denepaunn (3a ncknodeHnem Pecnybnunkn Kpbim
n r. CesacTtonons), N0 MECTY HAXOXAEHUS TOYEK NPUCOEOMHEHUS K eANHOW ceTn

nepenadn nOaHHbIX, MO MeCTy HaxoXOeHWnA 06pa3OBaTeﬂbeIX opraHusauun,



VI36I/IpaTeﬂbeIX KOMUCCUI MO MEeCTy HaxoXOeHusd NcnonHutens.

2.5.

cxooHble OaHHbIE .

[Mpn okasaHum Ycnyr cBasn WcnonHutenb [OONXEH PYKOBOACTBOBATbCH

cneaoyrowmnMm nCxogHbiMN OAaHHbIMAL

2.6.

HacToswmm T3;
nepeyHem Toyek npucoeanHenuns ECIL;
3asiBkamu Ha okasaHue Ycnyr cBsasu.

PeaynbTatbl oOkasaHusa Ycnyr ceasu .

2.6.1 NcnonHutenem okasanbl ycnyru cessm gnsg C30 u Ob6bektoe LK,

pPacrnonoXeHHbIX Ha Tepputopusx cybbektoB Poccuiickoih dPepepaummn (3a

nckntoyveHnem Pecnybnukun Kpbim n r. Cesactonons) no:

1) nepenaye OaHHbIX NPWU OCYLECTBNEHNN OOCTYNa K rOCYyaapCTBEHHbIM,
MYHMUMNANbHBIM, WHbIM WH(OPMALMOHHBIM CUCTEMaM U K CeTwu

"MnTtepHeT" (KomnoHeHT Ycnyru ceasn «[lepenayva gaHHbIX») B COCTaBe

ycnyr:

no 3alwuTe gaHHbIX, obpabaTbiBaeMbix U nepegaBaeMbiXx Mpu
OCYWECTBIEHUN [0CTyna K rocy0apCTBEHHbIM, MyHULUMNAbHbIM,
WHBbIM  WHJPOPMALMOHHbIM cucteMam ©n K cetn "VIHTepHet"
(KOMMOHEHT «3awmTa OaHHbIX»);

no obecneyeHnto oOrpaHMyeHns p[octyna K MHgopmauumu,
pacnpocTpaHeHne  koTtopon B Poccuitickon  depepauumn
3anpeLeHo, N K nHopmaunm, NpUYNHAKLWENR Bpes 340P0BbO U
(nnun) passuTtno geten, cogepxaiencsa s cetn "MIHTepHet" ong
obpasoBatenbHbix opraHmsaumii  (KomnoHeHT «OrpaHunyeHne
nOoCTyna K nHpopmaumm»);

MO MOHWUTOPMHTY K obecneyeHnto 6e30MacHOCTU CBS3M NpU
npenocTasfieHn JOCTyna K rocyaapCTBEHHbIM, MyHULIMMNAbHbIM,
WHbIM  MHJOOPMaUMOHHbIM cuctemam un Kk cetn "UHTepHert"
(KoMnoHeHT  «MoHUTOpMHr ©  obecnedvyeHne 6e30nNacCHOCTU

CBA3M»);



2) npepocTtaeneHnto ¢ wucnonb3dosaHvem ECIL  pmoctyna «
FrOCydapCTBEHHbIM,  MyHMUMNANbHLIM,  WHbIM  WH(OPMALNOHHbBIM
cuctemMam 1M K UHGOPMAUMOHHO - TENIEKOMMYHUKALMOHHOM CeTu
"MIntepHeTt" (KoMnoHeHT Ycnyru ceasmn «[penoctaBneHne nocrtyna»).
3) opraHmsauun nogknodeHns k ECIL (KoMnoHeHT Ycnyrn cBsA3u
«OpraHunzauuns kaHana L2»);

4) nepepaye JHaHHbIX npu ocywecTteneHun poctyna k ECMO

(KoMnoHeHT Ycnyru ceasm «[lepenada gaHHbIX L2»).

2.17. VcnonHutenb OJONXEH COOTBETCTBOBATb TpeboBaHUAM,

YyCTAHOBJ/IEHHbIM B COOTBETCTBUU C 3aKoHOAaTeNnbCTBOM Poccuinckon denepaumm K

nmuam, OCyuwecCTBIAKWNM OKa3aHWe yCenyr CBA3W, NO3BONAKOWNM HA NPOTAXEHUN

nencTensa [ ocynapCTBEHHOrO KOHTPAakTa 0KasblBaTb CNeayowme YCayru:

—  yCnyru cB43u no nepepaye faHHbIX, 3a UCKNKOYEHNEM YCNyr CBA3KU MO
nepenaye gaHHbIX 4N4 Lenen nepenayvm ronocoBor NMHopMmauum;

—  TenemaTumyeckue ycnyru cBasu;

— ycnyru no sawmre nHgpopmaumun.

2.7.1. VicnonHnTenb ONs COOTBETCTBYHOWMX BUAOB pPaboT OONXKHbI UMETb
NMUEH3UKN, OENCTBYOWME HA TeppuTopun Poccuinickon denepaumm Ha cnegyowme
BUAbl 0E€ATENbHOCTN:

nmueHsum GCTOK Poccmm Ha ocywecTBneHne [esaTenbHOCTM Mo
TEXHWYECKON 3awmuTe KOHUAOEHUMANbHOW WMHJOPMauUuM B 4acTu Ccnegyowmx
paboT n ycnyr, yTBepXAOeHHbix noctaHoBneHneMm [lpaButenoctBa Poccuiickol
depepauun ot 03.02.2012 N279 «O nuuUeH3NpOBaHMM OEATEeNbHOCTU MO
TEXHNYEeCKON 3awmTe KOHpuaeHUManbHON nHgopMaLmnm»:

KOHTPONb  3allMWEHHOCTN KOoHduaeHumanbHou uHpopmaumm ot
HeCcaHKUMOHUPOBAHHOIrO AOCTyna M ee moamdukaumm B Cpencrteax U cucrtemax
nHgopmaTnlaumu;

yCTaHOBKA, MOHTaX, MWCNbITAHMUS, PEMOHT CPEeACTB  3aluThl
NHdopMaumm  (MPOrpaMMHbIX  (NPOrpaMMHO-TEXHUYECKNX) CPEeACcCTB  3aluThl

NHpopMaunn, 3IawmnLEeHHbIX MNPOrpaMMHbIX (MPOrPaMMHO-TEXHMYECKUX) CPeacTB



06paboTky MHGOpMaLMK, MNPOrPaMMHbIX (MPOrPaMMHO-TEXHUYECKUX) CPEACTB
KOHTPONS 3aWMILEeHHOCTN nHdpopmaunn);

nuueHann depepanbHoit cnyxbbl N0 HaQ30py B Cdepe CBSA3W,

NHOPOPMALMOHHbBIX TEXHONOrMA N MACCOBbIX KOMMYHUKALINIA:
Ha okasaHue ycnyr CB&3W MO nepepadve [aHHbIX, 3a WCK/HOYEHUEM
yCnyr CBS3u Mo nepepade gaHHbIX Ang uenen nepenadm rofaocoBon nMHgopMauunu;
Ha okasaHue TenemMaTun4yeckmnx ycnyr CBA3u;
nnueH3un ®CB Poccum Ha ocylecTeneHne paspaboTku, Npon3BOACTBa,
pacnpocTpaHeHuns WwndppoBasbHbIX (KpunTorpagou4eckmx) CpencTs,
NHCJPOPMALMOHHbBIX CUCTEM U TENEeKOMMYHUKAUMOHHbIX CUCTEM, 3alUlEeHHbIX C
MCNONb30BaHMEM WNAPOBASbHBLIX (KPUNTOrpagouyecknx) CpencTs, BbIMOJIHEHUS
paboT, okazaHus ycnyr B obnactum WUGPOBAHWS MHAOPMAaUUN, TEXHUYECKOro
obcnyXunBaHns WwudppoBasnbHbIX (KpnnTorpaguy4eckux) CpencTs,
NHCJPOPMALMOHHbBIX CUCTEM W TENEeKOMMYHUKAUMOHHbIX CUCTEM, 3alUlEeHHbIX C
MCNONIb30BAHMNEM wudopoBanbHblXx  (Kpuntorpaduyecknx)  cpencTs (3a
NCK/IIOYEHMEM CNyyas, €CNnu TexXHMYeckoe o6cnyXuBaHue wWudpoBanbHbIX
(KpunTorpagou4eckmx) CpencrTs, NHCPOPMALIMOHHbIX cucTem n
TeIEKOMMYHUKALIMOHHbIX CUCTEM, 3almLeHHbIX c NCMONb30BaHNEM
wudpposBanbHblX  (Kpuntorpaduyecknx)  CpencTB,  OCYWeCcTBnseTca  ANS
obecneyeHnss COBCTBEHHBIX HYXA HOPUAUYECKOrO NMua WAN UHAWBUAYANbHOro
npeanpvHuMaTens)» B 4acTu cneayowmx paboT u ycnyr:

MOHTaX, yCTaHoOBKa (MHCTanngaums), Hanagka WNgPOBasbHbIX
(kpuntorpadomnyecknx) cpencts (N.12 [lepeyHs BbINONHSEMbIX paboTr wu
okasblBaeMblX yCNyr, COCTaBNSAOWUX NTNLEH3NPYEMYIO OEATENIbHOCTb, B OTHOLWEHWN
wudopoBasnbHbIX (KpUNTOrpadou4ecknx) CpencTs);

MOHTaX, YCTaHOBKa (MHCTannauus), Hanagka 3alWuleHHblX C
NCnonb3oBaHNeEM WKgopoBasbHbIX (KpunTorpagou4eckmx) cpencTs
NHpopMaunoHHbIx cmucteM (N.13 MepeyHs BbIMONHSAEMbIX paboT M OKa3blBaEMbIX
yCnyr,  COCTaBNfOWMX  NINUEH3UPYEMYIO  OEATENbHOCTb, B  OTHOLWEHWU

wudppoBasnbHbIX (KpUnTorpadu4ecknx) CpencTs);



paboTbl MO 0OCNYXMBaHMIO WNEPPOBANbHbLIX (KPUNTOrpacuyeckimx)
cpencTB, NMpPefyCMOTPEHHblIe TEXHWYeCckor M akchnnyataumoHHOW OOoKyMeHTauunen
Ha 3TW CPencTBa (3a UCK/IKOYEHMEM CNy4yas, eCnn ykasaHHble paboTbl NPOBOASATCS
ons obecnedyeHnss cobcTBeHHbIX Hyxn) (n.20 MepeyHs BbINOMHAEMbIX paboT u
oKasblBaeMmblX yCNyr, COCTaBNAoWNX NNLEHINPYEMYIO OEATENbHOCTb, B OTHOWEHUM
wudppoBasnbHbIX (KpUNTorpadu4ecknx) CpencTs);

nepenada wuposanbHbIX (Kpuntorpadouyecknx) cpencts (n.21
[epeyHs BbINONMHAEMbIX paboT M OKa3blBaeMbIX YCNyr, COCTaBNSIOWMX
NNUEH3NPYEMYIO NesATeNbHOCTb, B OTHOLWEHUN WwndppoBanbHbIX
(KpunTorpagu4eckmnx) cpencTs);

nepepaya 3awWuWeHHbIX C  WUCMOJIb30BaHWEM  WNJOPOBASbHbIX
(kpunTorpagouyecknx) Cpeacts WHMOPMAUMOHHbIX cucTem (n.22 [lepeyHs
BbINOMHAEMbIX PaboT M OKa3biBAEMbIX YCAyr, COCTABASAKOWMUX NNLEH3NPYEMYIO
LesATeNlbHOCTb, B OTHOWEHUN WKUPPOBanbHbIX (KPUNTOrpagouyecknx) cpencTts);

nepenada CpPenCcTB W3rOTOBMIEHUS KJOYEBbIX OOKYMEHTOB (n.24
[epeyHa BbIMONHSEMbIX paboT ©M  OKa3bIBAEMbIX  YCNYr,  COCTaBSIOWMNX
NNUEH3NPYEMYIO NesATenbHOCTb, B OTHOLWEHNN wnppoBanbHbIX
(Kpuntorpagouyecknx) CpencTs);

Ina noaTBEPXOEHMS COOTBETCTBUS yKa3aHHbIM TpeboBaHnaM VicnonHutenb
LOJIXEH NpefoCTaBuTb BbIMUCKY N3 peecTpa NnueH3nin o Hannyuu y VicnonHutens
COOTBETCTBYIOWMX JIMUEH3UA WNN  KONUM  COOTBETCTBYKOWWUX NULEH3NA B
yCTaHOBNEHHOM 3akoHOoOaTenLcTBOM Poccurckon ®enepauun nopsake.

2.8. Ycnyrn ceBasum O0NXHblI okasbliBaTbCsa 24 (OBaguatb YeTblpe) yaca B

CVTKWM 7 (ceMb) OHen B Hepeno.

2.9. Ycnyru cBsA3M OONXHbI NPefocTaBNAaTbCA NOCPEACTBOM CETU nepenayn
naHHbiX VicnonHuTtens.

2.10. ECIL ponxHa ObiTb OpraHm3oBaHa MO MPUHLUMUMY MOHOCBSI3HOWM,
3alMILEHHON CeTU CBA3WU, WU30NNPOBAHHOMW OT ceTun WHTEepHeT u ceTen apyrux
nonb3oBaTenein Ha NOrM4yeckoM YpPoBHE, M MogdepXuBawwein OOMeH OaHHbIMU

(Tpadbukom) yepesd ya3nbl ECIM Ha ypoBHe cybbekTtoB PD (3a ncknioyeHnem



Pecnybnukun Kpbim n r. CeBactonons).

2.11. Onsa okasanma Ycnyr ceasm C30 n Obvektam UMK B coctase ECIL
OpraHu3yloTCs KaHanbl nepenadm gaHHolx n Touyku npucoeanHenns ECIL.

2.12. Onsa okazaHna Ycnyr WcnonHutenb OONXEH MCNOAb30BaThb
TeNeKoOMMyHMKaUNoHHOe obopyaoBaHMe, CTPaHOW MPOUCXOXOEHMUS KOTOPOro
apnaetca Poccuiickaa depepaums, U CBeAeHUsd, O KOTOPOM coaepXaTtcs B

nepeyHe 1eneKoOMMyHNUKALUMOHHOIO 060pyNOBaHNS POCCUIACKOrO MPOUCXOXAEHUS ,

KOTOpbIA dhopMupyeTca npukasamm MuHuUCTepcTBa NPOMbIWIEHHOCTU N TOProBn
Poccuiickon ®epnepauuun, unn B EANHOM peectpe pOCCUNCKON paamo3nekTPOHHOM
npoaykumm, cqOpMUPOBaAHHOM MWHUCTEPCTBOM MPOMbIWIEHHOCTU U TOProBn
Poccuiickon depepaumn.

2.13. Tpwn oTcyTCTBUN TENEKOMMYHUKALNOHHOrO 060pynoBaHMs, KOTOPOMY
MPUCBOEH CTATyC  TENEKOMMYHWKAUMOHHOro  00OOpynoOBaHWS  POCCUIACKOrO
NpoMCXoXAeHUs, obnapawwero xapakTepuctvkamy, HeobxoOouMbiMKA  ONS
okasaHua Ycnyru, a Takxe B Cllyyae, eCcnuM npou3sBoauUTENb  Takoro
TENEKOMMYHNKALUMOHHOrO 000pylOBaHMA He B COCTOSHMM obecneunTb €ero
Hann4ve B OOCTATOYHOM KONMUYECTBE A1 Ha4ana okasaHus YCnyr uav B Te4eHun
cpoka ee okasaHug, VicnonHutenb Bnpase MCNONb30BaTb AN OKasaHusa Ycnyr
MHOE TENEKOMMYHMKaLMOHHOE 000pyaoBaHWE TOMbKO MOC/E COrnacoBaHUS €ro
MCNONb30BaHUA C 3aKa34mKoM.

2.14. 3akasyuk cornacosbiBaet ncnonb3oBaHne NHOT O
TeNeKOMMYHMKALUNOHHOro obopyaoBaHus, npegycmoTpeHHoro n. 2.13. T3, B
cnenyowmnx cny4yasx:

OTcyTCcTBME  TENEKOMMYHMKALMOHHOTO  000pyLnOBaHUS, KOTOPOMY
NPUCBOEH  CTaTyC  TENEKOMMYHMKALMOHHOrO  000pyAOBaHUS  POCCMIACKOro
NpoucxoXxaeHus, obnapawwero xapakTepucTukamum, HeobxoaMMbIMKM  ONS
okazaHus Ycnyru;

MNpenctasneHnem KcnonHutenem 3akasuynky 3aBEepPEeHHbIX KOMui
3anpoca, HanpasneHHOoro NPON3BOONTENIO TeNeKOMMYHMKaLUNOHHOr 0

obopynoBaHUs,  KOTOPOMY  MPWCBOEH  CTATyC  TENEKOMMYHUKALMOHHOMO



060pynoBaHNS POCCUACKOrO MPONCXOXIAEHNS, O BO3MOXHOCTU ObecneyeHns ero
HanM4Yus B CPOK M B KONMYECTBE, KOTOPble HEOOXO0AMMbI Ons okasaHus Ycnyr, a
Takxe npenocTaBieHNns oTBeTa npon3BoanTens, noATBepX.parwLero
HEBO3MOXHOCTb Takoro obecrneyeHums.

2.15. WcnonHutenb obecneuymBaeT NpPUCOEOMHEHUE KaHana CBA3WM MeXAay
C30, O6bektamn LMK n ECIN O B To4kax npucoeanHeHms ECIML.

2.16. TpeboBaHusa Kk 0bopynosaHuio Toyek npucoeanHeHusa ECMO ona C30

1) Toukon npucoeanHeHnss ECIL saBnsetcs komnnekT obopynoBaHus
NcnonHuTtens, B cocTaB KOTOPOro BXoAuT 0OOpyLnoOBaHWE ; C CETEBbIMM
NHTepdencamn ona nogknoyveHns KaxHanos L 2 mexay C30 w ECIL.
KonuyecTtBo WHTEppeircoB nns nooknovyeHuss obopynoBaHMs KaHana
ces3n mexay C30 n ECIN L nonxHo obecneyntb okasaHue Ycnyr cBs3w.

2) CoctaB obopymoBaHus Touyek npucoeanHeHuss ECMLO ponxeH ObiTb
onpegneneH McnonHmutenem ¢ y4yeTom TpebosaHuii T3.

3) WcnonHutenb obecneuymBaeT ycTaHOBKY Heobxoaumoro obopynoBaHusl B
Touke npucoenguHeHns ECI1L ceoummn cnnamm n 3a cBon cyet

4) Appeca pasmeueHuns Todek npucoeauHeHus ECIL npenocTtaBnsoTCcS
Ha yTBepXxnaeHne no cdopme B cooTBeTcTBUM C [lpnnoxeHmem N2 4 «
TexHnyeckoMy 3amaHuio icnonHutenem 3akasuynky B CPOK, yKa3aHHbI B
n.7.1T3.

2.17. TpeboBaHusa k obopynoeaHuio Toyek npucoeanHenns ECIML aons

Ob6bekToB LIMK

1) WcnonHutenb obecneymBaeT yCcTaHOBKY HE0O6X0aMMOro obopynoBaHus B

Touke npucoenguHeHnsa ECIL ceoummn cnnamm n 3a CBoK CYeT.

2) Toukoin npucoeomHeHus ECI1L sBnsetca komnnekt o06o0pynoBaHuUs
NcnonHutena wnu npusnedeHHoro licnonHutenem coucnonHutens, B
COCTaB KOTOPOro BXxoanT 0b6opyaoBaHne ¢ CeTEBbIMU MHTepdoeicammn ans
noakntoyeHns obopynoeanus O6vekToB LINK. KonnyectBo nHtepgencos
ons nomkntoyeHns obopynosaHns O6bekToB LIMK monxHo obecneuntb

okasaHue Ycnyr cBasmw.



3) ObopynosaHne Touku npucoeamHenus ECIL ponxHo obecneynmBatb
LOCTAaTO4HOE KONMMYEeCTBO WHTepdpencos ansa nogknwodeHns k ECIL
obopynosaHns Obbekta LMK un pacnonaratbcs Ha Ob6bekte LMK B
MecTe, cornacoeaHHoM lNMpenctaButenem obbvekta LMK

2.18. [Hoctyn k cetn WHTepHetr m3 ECIL nonXeH OCyWeCTBAATbCA Ha
YPOBHE aAMUHUCTPATMBHbLIX LIEHTPOB CyObekToB PP, B KOTOPbLIX pacrnofioXeHbl
C30 un Ob6vbektol UWMK. OcywectBneHme poctyna k cetun WHTepHeT BHe
aAMUHUCTPATMBHbIX LLEHTPOB cybbekToB PP cornacosbiBaeTcs ¢ 3aka3ynkom.

2.19. Konnyecteo Touek npucoeamHenmss ECIMO nns O6bektoB LK
LONMXHO cooTBeTcTBOBaTb kKonmyectsy O6bekToB LIMK, ykasaHHbIx B 3asBkax, u
HaxoOuTbCs Mo ux goakTuyeckum agpecam. o cornacosaHuio ¢ lNpenctaBuTensamm
obbekToB LMK ponyckaeTcs opraHudaums ogHoi Touku npucoeauHenns ECIM,
ons Heckonbkmx O6bekToB LMK npu ycnoBum nx HaxoXxneHns B OOHOM 3OaHWM
(nomelweHnn).

2.20. Ona O6bektoB LMK, koTopble ByoyT 006aBnATbCA OOMONHUTENBHO,
JIMHUMA CBA3W OT C PEencTB CBA3W, BXOOSAWWX B COCTAB CETUM 3NEKTPOCBA3M
NcnonHutens, po Tovek npucoeanHenmss ECIMO Ha Ob6bektax LMK monxHb
ncnonb3osatb BOJIC. cnonb3oBaHne COYTHUKOBbLIX KaHaNoB CBA3W MNpW
opraHusaumn Touyek npucoegmHeHnsa ECI1L B TPyAHOOOCTYMNHbIX HACENEHHbIX
MNyHKTax [QonyckaeTcsi TONMbKO MpuM O0OOCHOBAHWM OaHHOW HeobxoOaumoCcTu
NcnonHnTenem n no cornacoBaHumio ¢ 3aKka34ynkom .

2.21. B kaxpnom cybbekTe Poccuiickon denepaunm fonXHO 6biTb HE MEHee
ooHon Toykun npucoeanHeHus ECI1L ¢ BO3MOXHOCTbIO okadaHus Ycnyr cBssn (3a
ncknovyeHnem Pecnybnunkun Kpeim n r. Cesactonons).

2.22. Toukun npucoeanHeHuns ECIML ponxHbl obecneynmBatb OOCTATOYHOE
KONM4ecTBo wuHTepdoencoB nna noaknodeHns k ECIMLO Kananos L 2. Twunbl
abOHEHTCKMX PU3NYECKUX MHTepdheincoB, KOTOPbIE MOryT WMCMONb30BaTbCS MPW

npucoeamHeHun KaHanos L 2 BkoYatoT B TOM YMCNe crleayowme:
—802.3ab 1000BASE-T (10/100/1000 Ethernet over copper);

— 1000 Base-LX (04HOMOOOBOE OMTUYECKOE BOJIOKHO);



— 1000 Base-LH (ogHOMOL0BOE ONTUYECKOE BONOKHO);
—10G Base- LR (ooHOMO40BOE OMTUYECKOE BOMOKHO);
— 100GBASE-LR4 (0oHOMOOOBOE ONTMYECKOE BOJIOKHO).

2.23. Kananbl ceasu ECIL mexnay Todkamm npucoenmHenus ECIL gons
C30, 3apeictBoBaHHble B okaszaHunm Ycnyr, OonxHbl ucnonb3osatb BOJIC, 3a
NCKNIOYeHneM HykoTCKOro aBTOHOMHOIo oKpyra.

2.24.  JInHUM CBSA3KU, UCNOMb3yeMble ONS NpenocTaBneHns YCnyr, OONXHb
Haxo4MTbCA B npegenax rpaHuy Poccuiickon denepaunn, 3a UCKIIKOYEHNEM TEX,
KOTOpble  WCMONb3yKTCA AN obecnevyeHnss  (PyHKUMOHUPOBAHMS  Touvek
npucoennHenns ECMNO n O6bektoB LMK KanvHunrpaacko obnacTu.

2.25. He ponyckaeTcs opraHusaums KaHanoB CBSA3U, UCMOMb3YOWNXCA Ons
okasaHus Ycnyr cesa3n C30 n Ob6bvektam LUK, yepes ceTb VHTepHerT.

2.26. Ina C30 B cocTtaee ECI1[ opraHu3ywTca cnenywuwme oTaeNbHble

BUPTYya/lbHblE CETU BKJIKOHAA, HO HE OrpaHn4YmBasCb criegyowmnmMn:

—  nepedayn pAaHHbiXx o06pasoBaTenNbHbIX OpraHu3auuini npu Ooctyne K
NHOOPMALMOHHBLIM cUCTEMaM U B ceTb VIHTepHeT.

2.27. Ina O6bekTtoB LIMK B coctaBe ECII opraHu3yloTcs cneaywowme

oTAefNbHble BUPTYalbHble CETU BKOYAS, HO HE OrpPaHMYMBasACb CNenyoWwmnMmn:
- nepegayn nanHHbix LUK, MK CP®, TUK onsi TAC «Bbibopbl»;

- nepepayun naHHbix MK CP®, TUK npn npenoctaBneHnn ooctyna B

ceTb «/IHTepHeT».
2.28. Tpadouk, NpefHasHa4YeHHbI ONa OTAENbHbIX BUPTYyasibHbIX CETEeN, He
NOJXXEH NepemellnBaTbCs.

2.29. Toukun npucoenvHenna ECIMI ona C30 nonXHbl COOTBETCTBOBATH

cnenywym napameTpam :

— kKonnyecTtBo Toyek npucoeanHeHuns ECIL He meHee 83;

— B aOMMHMUCTPATMBHOM UEHTpe kaxgoro cybbekta Poccuiickoi
depepauun (3a mucknoveHnem Pecnybnukm Kpbim n r. CeBacTtonons) OONXHO
ObITb HE MeHee oaHoM Touykn npucoeanHerns ECIMO;

— nonoca nponyckaHus Ha ogHy Touky npucoeanHenus ECIL nonxHa



obecneunBaTb rapaHTUPOBAHHOE BbLIMOMHEHME MApaMeTpPOB Ka4yecTBa nepenayu
LOaHHbIX, COOTBETCTBYIOWMX TpeboBaHMAM noaknoyYeHus ons kaxgoro C30,
nooknoyeHHoro Kk ECIMAO;

— KoadoouumeHT rotoBHocTn cetn Kr He meHee 0,997 3a pacyeTHbIn
nepuoa;

— KOadppnuUMEHT roToBHOCTU Toukm npucoeamHenns ECILO He meHee
0,997 3a pac4yeTHbIV Nepuoa;

- npoueHT notepu |P-nakeToB, 3agepxka nepepadyn |P-nakeToB WU
Bapvauma  BpeMeHu  3adepXxkum  IP-naketoB  OONXHbI  COOTBETCTBOBATb
TpeboBaHuam T3;

opyrum TpeboBaHNSIM, N3N0XEHHbIM B T3.

2.30. Toukm npucoeavHenus ECMLO nng O6bektoB LINK  0onXHbI

COOTBETCTBOBATbL ClieAyOUNM NapaMeTpam.

- KonnyectBo Touvek npucoeamHeHms ECIMLO pna Ob6bektoe LUK
onpepensieTcsa B cooTBeTcTBMM C KonuvectBoM O6bektoB LMK, ykasaHHbIX B
3agBkax, Npy 3TOM [OO0MNycKaeTCcs opraHuvsaums oOHOW Toudky npucoenuHeHus
ECMNLO nona Heckonbkux O6bektoB LMK, pacnonoXeHHblx B OOHOM 3OaHUW,
nomeLeHunu;

— yBenmyeHne/ymeHbweHne Toyek npucoeauHenus ECIL npowucxoanT
npn copmupoBaHnn HoBbix Ob6bekToB LMK Poccum mnu ux cokpaweHun nocne
nonyyeHns 3asBku;

— nonoca nponyckaHus Ha ogHy Touky npucoeanHeHus ECIL nonxHa
obecneynBaTb rapaHTMPOBAHHOE BbLIMOMHEHME MApPaMeTpPOB KavecTBa nepenayv
LaHHbIX, COOTBETCTBYOWMX TpeboBaHMaM nooknoyveHns gnsa kaxgporo ObbekTa
LWK;

— KoadppuumeHT rotoBHoCTU Toukm npucoeauHenus ECILO He meHee
0,997 3a pac4yeTHbIn Nepuoa;

- npoueHT notepu IP-nakeToB, 3agepxka nepepadn IP-naketoB w”
Bapvaums  BpPeMeHu  3adepXku IP-naketoB  OONXHbI  COOTBETCTBOBATb

TpeboBaHuam T3;



— opyrum TpeboBaHNSaM, N3N0XEHHbIM B T3.
2.31. WcnonHntenb 06s13aH okasbiBatb Ycnyru ceasm gnsg C30 n ObbekTos

LMK 6e3 orpaHmyeHuns obbema nepenayn ( 6e3nMMUTHO ).

2.32. WcnonHutenb camoctoaTenbHo npucoepguHsaet k ECML WUC |, Ha
OCHOBaHMK 3anpocoB OT 3akasyuka.

2.33. WcnonHuteno ob6sizaH npownssBectn npucoeanHenve WC k ECIMIO B

TedyeHmn 30 (TpuauaTtv) OHER ¢ gaTtbl NONyYeHMS 3anpoca OT 3akasuymka WUnu
3anpocos ot Bnagensbues NC nnn LILK.

2.34. cnonHuTenb 3a CBOI CYeT MPOBOAMT BCe Heobxooummble paboTbl Mo
npucoeamHennto VIC k ECI I B Tom yncne n popabotky NC B yactn obecneyeHms
obopynoBaHneM Ons obecrnedyeHUs KpUNTorpacpuyeckon 3awmTbl nepenaBaeMblixX
OaHHbIX Mexay nonb3osaTtenamm n VIC.

2.35. WcnonHuteno  npucoepuHsetr Kk  ECIMO  pervoHanbHble ©
MyHMUMNANbHbIE CETWN Nepelayn gaHHbIX cybbekToB Poccuiickon depepauunm, no
obpaleHunio cybvekToB Poccuiickon depepaunn. NpucoeanHeHne permoHanbHbIX
N MyHUUMNAnNbHbIX CeTel nepenayn naHHbIX cybbekToB Poccuitickoii depepauunn
NPON3BOOUTCS NOCE COrnacoBaHns ¢ 3akasymkom.

2.36. WcnonHnteno Bepet peecTp npucoeamHeHHblx k ECIMO WC B

NHdopMaLMOHHO-aHannTnyeckasa cuctema «Peectp ycnyr ceasm» (MAC PYC ), ¢

ykasaHneM: HassaHua WNC; patbl npucoeanHeHnsa VC k ECIMO v nepeynsa C30,
ncnonb3ytowmnx NC. OocTyn K cucteme VicnonHntento npenoctaBnsget 3akasyuk.

2.37. NcnonHuteno  obecneuymBaeTr  MapwpyTm3auuio  Tpaduka W
noctynHoctb IC ons C30, nookntoY4eHHbIX K PervnoHasbHblM CEeTSAM CyObekToB
Poccuinckoin denepaunm, B CBOE 30HE OTBETCTBEHHOCTN.

2.38. WcnonHutenb, ons obecneveHns Ycnyr, okasbiBaet cogeiictene C30
MO HACTPOWKe NoKasbHbIX BblHUCUTENbHbIX ceTeil u Bcex APM , pacnonoXeHHbIX B
C30 no 3anpocam ot npenctasutenen C30.

2.39. [lpn okazaHum Ycnyr cBsi3n, B TOM 4YUCNe B 4acTu obecrneyeHus
dbyHkunoHuposaHua [TAC «Bbibopbl», Obbektam LMK WcnonHutens o06sa3aH

BbIMONMHATb  TexHuyeckune Tpe6OBaHI/|9| «H a okasaHue chyr CBA3N



TeppuTopuanbHbIM N3bMpatenbHbIM KOMUCCUSIM U N36MpaTenbHbIM  KOMUCCUSIM
cybbekToB Poccuiickoih denepaunmn ons obecnevyeHuss qoyHkumoHmnposaHms MAC
«Bblbopbl» (MpunoxeHne Ne7), ecnn WMHOE He YCTAHOBNIEHO OENCTBYIOWMM

3adKOHO4AaTEe/IbCTBOM.

2.40. OpraHusaumsa KanHana L 2 ot C30 po Touku npucoeguHenns ECIL
NpoBOAMTCA B rpaHuMuax ogpHoro cybbekTta Poccuiickon dDepepaummn. [lpu
OTCYTCTBUN OKOHOMUYECKON W TEXHMYECKOW LEenecoobpas3HoCT MNOOKI/YEHUS
Kanana L 2 k ECMNO B rpaHuuax ogHoro cybbekta Poccuitickon denepaumnn,
nookntodeHne C30 MoxeT OblTb BbIMONHEHO K Tovke npucoeanHeHns ECIL
cocenHero cybbekTta Poccuiickon depepaumn, npu 3TOM [OaHHOE peleHne
cornacosbiBaeTcs icnonHutenem ¢ 3akasynkom.

241. TopknwyeHne Kanana L 2 ot C30, Ob6bekta LUK k Touke
npucoeanHeHns ECI L nposogutcsa cunammn VicnonHutens.

2.42.  TpeboBaHmsa K B3aumomencTeumio Mexpay VcnonHutenem wn
MNpenctasutenem C30 npu npepoctasneHnn Ycnyr:

2.42.1. VicnonHutenb npepoctasnsetr wu ycraHaenueaeTr ansa Bcex C30,
npucoeamHsaemMbix (noakntovaemoix) Kk ECIM L, kpyuntoMapwpytnsatopsl. YcTaHoBKa
KPpUNTOMapLpyTn3aTopoB OCYWECTBNSETCS B TENEeKOMMYHUKaUMOHHbIE WwKadbl. B
cnyyae oTcyTcTBMs Ha o06bekte C30 TenekoMMyHMKaUMOHHOro wkadga
cnonHuTtenb ocywecTBnseT ero yCTaHOBKY.

2.42.2. YcTaHoBKa KpunTtoMmapuwpyTtmsatopa McnonHutenem He TpebyeTcs B
cnydae, ecnu Ha yyactke cetun ot C30 po Toukun npucoeanHenus Kk ECI, 3awmuTa
LOaHHbIX obecneuymBaeTcs CTOpPoHHMM onepatopom CK3W B cooTBeTCTBMM C
TpeboBaHnsmn T3.

2.42.3. VicnonHnteno B TeYeHMe BCEro cpoka okKasaHusd Ycnyr CBS3u
obecneyvBaeT 3a CBOW CYET HACTPOWKY, BKJOYas W3MEHEHWE HACTPOeK B
COOTBETCTBMM C 3anpocamy 3akasdymka, TeXHU4eckoe o6CnyXuBaHWE U PEMOHT
obopynoBaHWs, B TOM 4UCNEe KPUMNTOMAapLWPyTM3aTOPOB, YCTAHOBJIEHHbIX
NcnonHntenem B C30. lNpun aTOM CPOKU 1 NOPSAOOK BbIMNOMHEHUS PernameHTHbIX U

PEMOHTHbIX PaboT ycTaHaBNMBAOTCS PernaMeHToM TexXHMYEeckorW NoaaepXxkm npu




okasaHuu Ycnyru, yTBepXAeHHbIM 3aKa34nkoM.

2.43. VcnonHutenb npuHUMaeT yyacTue B paboTe ncnbitatenbHON KOMUCCUN
no nookntodeHnio C30 n ObbvekToB LMK k ECI .

2.44. TpeboBaHus K MOOYNbHOCTW YCNyr :

1) Ycnyru cBa3n OONXHbl 06nagatb MOAYNbHOCTLIO.

2) MogoynbHOCTb HONXHa obecrneynMBaTb BO3MOXHOCTb [O00aBnATb U
KOMOUHMpoBaTb KOMMOHEHTHI YCNYr B pamMkax npefoctaBneHms Ycnyr.

3) Kaxnpgbim KoMnoHeHT ponxeH obecnedynmBatb BbIMNONHEHWE CBOEWA
PYHKLUN.

2.45TpeboBaHuns K macwTabupyemocTun Ycnyr :

1) WcnonHntenb ponxeH o6ecneynTb TEXHUYECKY TOTOBHOCTb CETU
nepenayn naHHbix VicnonHntens k okasaHuio Ycnyr cea3m C30 B COOTBETCTBUN C
NoNy4YeHHbIMN OT 3akasynka 3asiBKkamu.

2) Ycnyrm  cBA3M  OONXHbl  obecneyvmBaTtb  MacwTabupyemocTb,
nocTaToyHyto ons pabotbl cammx Yenyr, a Takxe Bcex KOMNOHEHTOB Ycnyr CBA3M
B ee cocTaBe 6e3 [OMONHUTENbHbIX 3aTpaT 3akasynka.

3) Macwrtabupyemoctb Ycnyr CBSI3M MOXET OOCTUratbCs MNyTem
MOAEPHN3aUMM MPOrPaMMHOr0 W/MAK annapaTHoOro obecneyeHns, NoaKYeHUs
OOMONHUTENbHbIX cuctem k ECIL » pacwmpeHneM nponyckHOW CrnocOOHOCTM
KaHanoB CBA3M.

4) PacwupeHne kaHanoB CBSA3W He AONIXHO MPMBOOUTb K YXYOWEHWUIO
napaMeTpoB KadectBa Ycnyr CBS3W M He [OOMXHO oOKasblBaTb BMSHME Ha
KomnoHeHTbl Ycnyr.

5 Wcnonuuteno BO BPEMS WUCMONIHEHUS FOCYOAPCTBEHHOr0 KOHTpakTa
CaMOCTOSAATENbHO MAM No TpeboBaHMio 3akasdyvka onpepenset HeobXoOMMOCTb
macwTabupoBaHus Ycnyr.

2.46TpeboBaHms K 0TKAa30yCTOMYMBOCTU YCnyr :

1) Ycnyru cBsi3n OONXHbl obecneymBaTb 0TKA30yCTONYMBOCTb B LIENIOM U

oTkaszoyctonmumBocTb KoMnoHeHTOB Ycnyr cB&A3M B 4acTHOCTU. B cnydae

BO3HUKHOBEHUSI cOoeB WM aeapuii YCnyrm CBA3WM OOMXKHbI NPenocTaBnsTb



BO3MOXHOCTb W3MEHEHUS anroputMoB paboTbl, AN obecneyeHms COXpaHEeHUS
paboTocnocobHoCTM YCnyr cBSI3n B MONHOM 00 beMe.

2) OTKa30yCTOMYMBOCTb MOOKMKYEHMUS NPU oOKasaHuu Ycnyr CcBSA3n
nonxHa obecneymBaTbCs CneayowWmmMmn PEWEHNSMU, HO HE NCKTIOYNTEbHO:

—  MNCNONb30BaHWe pe3epBHbIX KaHaNnoB CBA3WM Ha MarncTpanbHbIX MHUAX
ECMO;

- NCNONb30BaHME OTKA30YCTONYMBLIX KOHMUrypauuin obopynoBaHus u
nporpaMmmHoro obecneyeHuns, no cxemam N +1 unm N+ N ;

- MCNoNb30BaHME WCTOYHUKOB OecnepeboiiHOro nutaHms Ha Toukax
NpucoeaNHEHNS AN 3aWmnTbl OT NOTEPU SNEKTPONUTAHNS;

—  pybnmpoBaHme KH0YEBbIX KOMMOHEHTOB;

— MCNONb30BaHME pPE3EpPBHbIX KaHanoB CBSA3W B  MaructpanbHoOwm
coctasnsowenn ECIMNLO wmexgy Touykamm npucoeanHenns ECI1O,
NO3BONSOWMX NepeHanpasnaTb Tpaguk B 06xo4 0TKasaBwero nyTu;

- MaplwpyTmMsauuio Tpauka ¢ NpMMeHeHneM MpoTOKON0B CTaTUYeCcKOWn
NN QUHAMWYECKOM MapLpyTmU3aumnu.

3) B cnyyae npekpauweHus aHeprocHabxarower opraHvsaumen nogayu
anekTponutaHns Ha Touky npucoeamHeHus ECIMO, WcnonHutens o06s3aH
NPOOONXWUTb npepocTaeBneHne Ycnyr cBa3nM B TedeHue 4 4yacoB. bonee
LONUTENbHbIE MEPEpPbIBbl B 3NEKTPOCHAOXEHNN, NOATBEPXIOEHHbIE CO CTOPOHbI
3HeprocHab xarwmx opraHn3aLmnin, CHMTatTCs OOPC-Ma XK OPOM.

2.46.1. TpeboBaHns Kk OTKaszoyctonuymBocTu KomnoHeHTa Ycnyr CBA3M «

MoHuTOPUHr 1N obecnevyeHne 6e30MacHOCTUM CBSA3U» B 4acTU ONeMeHTa

MexceTeBoro akpaHuposaHug (MC3)

1) OrtkazoycTonumeoctb MC3 ponxHo obecneuymBatbCs CRenyWUMM
peweHnamMn:
— MCNONIb30BaHME OTKA30YCTOMYMBLIX KOHpUrypaumin annapatHoOro wu
nporpaMMHoro obecnevyeHms;
—  pe3epBUpOBaHME HACTPOEK CPEACTB 3aWnThbl.

2.46.2. TpeboBaHns K OTKaloycTomymBocTM KomnoHeHTa Ycnyr cBsA3u




«MoHUTOPUHr N obecneyvyeHne 6e30NacHOCTU CBA3U» B YACTU DNEeMeHTa «3allnThbl
oT DD0S».

1) OTka3o0ycTon4YMBOCTb CcpeacTs 3awmTbl 0T DDOS nonxHo obecneynBaTbCs
crnenyrowmumMn peeHnsMn:

- NCMONb30BaHME O0TKA30YCTOMYMBLIX KOHJOUrypaumni annapaTtHoro wu

nporpaMMHoro obecneyeHmns;

— NCMONb30BaHME pPe3epBHbIX KaHanoB CBA3M B Marucrpanmu,

MO3BONSAOWMX NepeHanpPaBnaTb Tpagurk B 06xo4 0TKa3aBwero nyTu;

—  pesepBupoBaHME HACTPOEK CPEeCTB 3alUThI.

2.47. TpeboBaHma Kk peanu3auum CUCTEMbI TEXHUYECKUX CPELCTB AONS
obecneyeHns OyHKLMIA OnepaTnBHO-PO3bICKHbIX MeponpuaTuin (COPM).

Obecneuntb peanuzauunio dyHkunn COPM (COPM 2 n COPM 3), B
COOTBETCTBMM C TPeOOBAHNSAMUN HOPMATMBHO-NPABOBbLIX aKTOB:

1) TpeboBaHMsi K CETSIM 3NEKTPOCBA3W ONS MNPOBEAEHUS ornepaTuBHO-
PO3bICKHbIX MeponpuaTuin  Yactb 1. O6wme TpeboBaHust (yTB. MNPUKA3OM
MwuHucTepcTBa MHOPMALMOHHbBIX TexHonorum u ceasm P® ot 16 aHBaps 2008 r.
Ne 6);

2) MNpaBuna okasaHus Tenematuny4eckux ycnyr casu (yTB. NOCTAHOBEHMEM
MNpaButenoctBa P® ot 31 pekabps 2021 Ne 2607 "O6 ytBepxaeHun [Npasun
oKasaHus TeneMaTtu4yeckmnx ycnyr casm");

3) MocTtaHoBneHune lMpaButenoctea PP ot 27 asrycta 2005 r. Ne 538 «0O6
yTBEepXaeHuu [Npasun B3anmMoneinicTBMs ornepaTopoB CBA3W C YNOTHOMOYEHHbIMU
rocy0apCTBEHHbIMW  OpraHamu, OCYyLWEeCTBASAWUMA  onepaTUBHO-PO3bICKHYIO
0EeATENbHOCTb»;

4) Tlpukasd MuHUCTepcTBa CBA3WM W MaACCOBbIX KOMMyHuKaumn P® ot 16
anpenst 2014 r. Ne 83 «O6 ytBepxaeHun [MpaBmn NpuMeHeHMs 06opynoBaHMS
CMCTEM KOMMyTauuMKn, BK/O4Yas nporpamMmHoe obecnedveHue, obecrneymBarowero
BbINO/THEHNE YCTAHOBMIEHHbIX OENCTBUIA NpU NPOBEAEHUN OnepaTMBHO-PO3bICKHbIX
MeponpusaTuin. Yactb Ill. MNpaBnna npumeHeHuss obopynooBaHWs KOMMyTauun u

MaplwpyTM3auMm nakeToB WHOpMauMM ceTeill nepefadn AaHHblX, BK/OYas



nporpamMmMHoe obecnedeHne, obecneynBatoWero BbIMONHEHNE YCTaHOBJIEHHbIX
OEeCTBUM Npu NPOBEeAEHUN ONepaTUBHO-PO3bICKHbIX MEPOMNPUATUN» ;

5) [pukaz MwuHUCTEepcTBa UUPPOBOro pasBuUTUS, CBA3W U MACCOBbIX
KOMMyHuKaunin PP ot 29 okts6ps 2018 r. N2 573 «O6 yTBepxaeHun TpeboBaHui
K TEeXHWYeCckKMM U1 TMporpamMmMHbiM CpeacTBaM  MHMOPMALNOHHbLIX CUCTEM,
comepxawmux 6a3bl JaHHbIX aDOHEHTOB onepaTopa CBA3U U NPenoCTaBNEHHbIX UM
ycnyrax CB&3W, a TakXe WH(opmauuio O MoNb30BaTensdx ycnyramum CBSA3v U O
NpenoCTaBNeHHbIX MM ycnyrax  cBs3u, obecneymBaloWmUxX  BbIMNONHEHUE
YCTAHOBJIEHHbIX OeACTBUiA npwu npoBeneHnn onepaTuBHO-PO3bICKHbIX
MEPOMNPUATUIA»;

6) PenepanbHblii 3akoH oT 6 uona 2016 r. Ne 374-d3 «O BHeceHUn
nameHeHnn B depepanbHbil 3akoH "O NPOTUBOOENCTBMM Teppopusmy” wu
oTOenbHble 3akoHodaTenbHble akTbl Poccuitickon degepaumm B 4acTtu
YCTAQHOBMEHNS  OOMONIHUTENbHbIX Mep  MNPOTUMBOLENCTBUS  TEppopusMmy U
obecneyeHms obwecTBeHHO 6e30MacHOCTM».

248. TpeboBaHMs K XpaHeHVIO nepefaBaeMoro Tpadvka M CO3[4aHU0

CUCTEM XPaHEHUA NAHHbIX.

ObecneunTb peannsaumto PyHKLUMIA MO XpaHEHNIO NepenaBaemMoro Tpaguka v
CO30aHMI0 CUCTEM XPaHEHUS OaHHblX B COOTBETCTBUM C TpeboBaHMAMM
HOPMaTMBHO-NPABOBbIX aKTOB W BbINONHEHUS OEWCTBYIOWEro CorfacoBaHHOro
nnaHa meponpuaTuin no peanusdauun TpebosaHuii PenepanbHOro 3akoHa oT 06
nmong 2016 r. Ne 374-d3 «O BHeceHUM nameHeHuin B DepepanbHbil 3akoH «O
NPOTMBOOENCTBUM  TeppopusaMy» U  OTAeNibHble 3akoHOodaTelflbHble  aKkThl
Poccuiickon ®epepaumm B 4acTU  YCTAHOB/IEHUS  OOMONMHUTENbHbLIX  Mep
NPOTMBOOENCTBMSA TEPPOPUIMY 1 0becneveHns obwecTBeHHOM 6e30nacHOCTN».

2.49. TpeboBaHus Kk peannsaunn B3ammonencTems ¢ LieHtpom MoHuTopuHra
N YnpaBneHus CeTbio CBS3M 00wero nonb3oBaHus PenepanbHoi cnyXx6bl Mo
Hag3opy B cdepe CBA3W, WHMPOPMAUMOHHBLIX TEeXHONOrMM U MacCOBbIX

koMmyHukaunin (nanee UMY CCOI ).

Obecneuntb peanusauunio s3ammogeicteusa ¢ LIMY CCOIl B cooTBETCTBMM C



npukasamum o nopsake npenoctasneHns nHgopmaumm s UMY CCOT.

2.50peboBaHuns K TEXHNYECKOW nogaepxke cnonHmtens npu okasaHuu

Ycnyr cBasu:
2.50.1.B nepuon okasaHus Ycnyr ceasu VicnonHntenb 06s3aH OCywWwecTBNSATh
TeXHM4yeckyto nopoepxky [lotpebuteneir (manee -  TexHunyeckas
nognepxka) no Bonpocam okasaHus Ycnyr B cCOOTBETCTBME C PernameHTom
TEXHMWYECKOM nogdepXxXku npu  okazaHum  Ycenyrn  (yTBEPXAEHHbLIM
3akas4ynkom B cooTBeTcTBMM N. 7.1. T3).
2.50.2. TexHnyeckasa nopgaepxka OONXHA OCYWECTBAATLCA KPYrnoCyTOYHO Y
€XeOHEeBHO B COOTBETCTBMM C PernamMeHTOM TEeXHMYEecKOon nogmaepXku npu
okasaHum Ycnyru, ytBepXAaeHHbiM 3akaszumkoM. [na O6bektoB LMK
PernameHT paspabaTbiBaeTcs 0TAeNbHO M OONXeEH ObiTb cornacosaH ¢ LIMK
Poccun. MNocne ytBepxaeHnst PernameHta 3aka3ynMkoM, OH OONXeH ObiTb
pa3melleH VicnonHntenem Ha o6wWwenocTynHOM pecypce B ceTn «/AHTEepHET» 1
HanpaBneH 0N 03HaKOMNeHus B agpec Bcex [loTpebutenei, ykasaHHbIX B
3agBkax 3akasyuka Ha okasaHue Ycnyru.
2.50.3. ObpaweHns B TEXHNYECKYIO NOAAEPXKY OOMXHbI PErNCTPMPOBATHCS

NMOCPEACTBOM CNefyoWnX CrnocoboB:
— N0 eanHoMy becnnaTtHOMY KOHTakTHOMY HOMepy TenedoHa;
— NOoCpPeacTBOM OTNPaBKWM COODOWEHWIA 3NEKTPOHHOM MOYTbl HA €OuHbIN

NMOYTOBbIN SLINK;

2.50.4.MpodpunakTuyeckue paboTbi:

1) Mpun npoBeaeHnn NpodnnakTUYeckmx paboT monyckaetcs nepepbis B
okasaHun Ycnyr CBA3MW.

2) MNpoBeneHne ykazaHHbIX BUOOB PaboT LOONXKHO OCYLWECTBAATLCA B
yacbl HaMMeHbLeN Harpy3kn u MHgopmmpoBaHue npeactasmtend C30 O0NXHO
OblTb MPOU3BELEHO 3apaHee He MeHee YeM 3a 3 pabounx OHS [0 Havana paboTt no
TeneqgOoHy NI 3NEKTPOHHOW NoyTe.

2.50.5. MNpuopnteTbl 1 BpemMs BOCCTaHOBNeHMS paboTocnocobHocTn Ycnyr



ces3n onst O6bekToB LIMK onpepensietcs Tpeboeanmnsimm MNpunoxeHns Ne7.

2.50.6. MpropnteTbl U BpemMs BOCCTaHOBNEHUS paboTocnocobHocTn Ycnyr

ces3u onst ObpasoBaTebHbIX OpraHn3aumnii

1) HewncnpaBHOCTM NOAPaA3fEeNsAOTCa Ha YeTbipe NpuopmuTeTa No CTENeHw
CPOYHOCTN UX YCTPaHEHWNS:

1-bih npuopuTeT — KpUTUYHDBIN:

—  CconpoBoOXjgaemas ycnyra He 4OCTyrnHa (aBapus);

—  MaccoBble (bonee pecsatn obpalleHuii B TeYeHne Tpuauatv MUHYT OT
pasznnyHbix C30 B otmenbHoM cybbekTe Poccuiickoni dPepepaumnm)
obpaweHnii B TEXHWYECKYIO MOALEPXKY WcnonHuTens, cBsA3aHHble C
HapyweHnem paboTtocnocobHocT Ycnyr, OTHOCAWMECS K OOHOMY
cobbITHIO ;

2-01 npuoputeTt — BbiCOKWIA:

- HabnoJaeTca MaccoBas jgerpapjaums  NpOVM3BOOUTENBHOCTUA UMK
Nepuoanyeckoe npepbiBaHWe yCcnyru B He MeHee 5 npoueHToB obwero
yucna C30 B pervoHe;

PUKCMpylOTCA MEepuoanMyeckne npepbiBaHUS unn gerpajauus B paborte

ycnyru B ogHom C30;3-in npuoputet — CpeaHuii:

—  HapylleHne BCNoMoraTenbHOM PYHKLMOHANbHOCTN YCnyr;

—  3anpoc Ha obcnyXunBaHne UM N3MEHEHNE HACTPOEK;

- 3anpoc Ha N3MeHeHNe KoHdouUrypauum nnm oyHKUMOHaNbHOCTK Ycnyr;

4-ih npuoputeT — HMUskwnin:

—  npobnembl 6€3 yTpaThl CNOCOOHOCTM YCnyr;

—  3anpocbl N0 OKa3aHUI0 MHGOPMALVNOHHOW NOOAEPXKMW;

— npeactasutento C30 TpebyeTcst KOHCYNbTaLMs.

HopmaTtus BpeMeHn peakuunm
Ona C30 B
aAMUWHNCTPATUBHbIX
LEeHTpax cenbCkux
NoCceneHuin n NPoUnx
HaceNIeHHbIX MyHKTax

IOna C30 B

MNokasarenb HaCeNEHHbIX NyHKTax C

HaceneHnem bonee necsaTu
TbICAY 4YeloBekK




Pexum

perucrpauum 24 yaca 7 oHen B Hepenio 24 yaca 7 oHen B Hepeno
obpaleHuni
Bpemsa peleHns 28 * yacos pabouero
NHUNOEHTOB 12* yacos paboyero | BpemeHu (c 09:00 oo 18:00
nepBoro BpemeHun (¢ 09:00 oo 18:00 MECTHOIro BPEMEHW Mo
npuoputeta MECTHOr0 BpEMEHU No paboymM OHSIM) C MOMEHTa
paboynm OHAM) C MOMEHTa | perunctpaumm obpalleHus
peructpaunn obpaleHus. ons C30.
B nepwomobl nposeneHvs | B nepuon npoBeneHus
n3bupaTtenbHbIX  KOMMAHWIA | n3bmpaTtenbHbIX KOMMaHUIA
pasnMyHOro YPOBHS N | pa3nMyHOro  YpoOBHA MU
nepuonbl npoBeneHns | nepnoabl npoBeneHns
e0VHOro rocynapCTBEHHOrO | eAMHOro
3K3aMeHa- KpyrnocyTo4yHo rocyfnapCTBEHHOr0
3K3aMeHa - KpyrnocyTo4yHo
Bpems  peweHus 32* yaca pabouyero
NHUWOEHTOB 16 * yacoB paboyero | Bpemenu (¢ 09:00 oo 18:00
BTOPOro BpemeHun (¢ 09:00 no 18:00 MECTHOIr0 BPEMEHW MO
npuoputeTa MECTHOr 0 BpEMEHU No paboynM OHSAM) C MOMEHTA

paboynM OHSIM) C MOMEHTa
permctpaunn obpaleHums.
B nepvopn nposeneHus
n3bmpaTtenbHbIX KOMNAHUNA
PasnNYHOro YPOBHS U
nepuoabl NPOBeAEHNS
e[MHOro rocygapCTBeHHOro
aK3aMeHa - KpyrnocyTo4HO

pernctpaunn obpaueHus.

B nepuon
npoBeneHns
n3brpaTtenbHbIX KOMMAHWIA
pPas3nM4yHOro  YpPOBHA MU
nepvonbl npoBeneHns
eaNHOro
rocynapCTBEHHOro

aK3aMeHa - KpyrnocyTo4HO

Bpems pelweHuns
NHUNOEHTOB
TpeTbero
npuoputeta

24* yaca paboyero
BpemeHu (¢ 09:00 oo 18:00
MECTHOIr0 BPEMEHM Mo
pabounm OHsM). B nepuon
npoBeneHns n3bnpartenbHbIX
KOMMaHWn pasnnyHoro
YPOBHS- KPYr NOCY TOYHO

36* yacos pabo4ero
BpeMmeHu (¢ 09:00 oo 18:00
MECTHOr0 BPEMEHMU MO
pabouum gHsM). B nepron
npoBeaeHNs
n3bupatenbHbIX KOMNAHNIA
pPa3IMYHOr0 YPOBHS-




KPYrNIoCyTO4HO

40* yacoB paboyero
32* yaca pabouero

BpemeHu (¢ 09:00 oo 18:00
BpemeHun (¢ 09:00 no 18:00

Bpems peweHuns MECTHOI0 BPEMEHU MO
MECTHOIr0 BPEMEHM MO
NHUWOEHTOB pabouum OHsM) B nepuon

pabouynm gHsIM) B nepuon
4eTBEPTOro NpPoBeOEHUS

npoBeaeHns n3bvpartenbHbIX .
npuopuTeTa n3bmpaTtenbHbIX KOMNaHWi

KOMNaHWM pasnnu4yHoro
pas3/IM4YHOro YPOBHS-
YPOBHSA- KPYr1OCYTO4YHO
KPYrnocyTouHO

*) YkasaHO BpeMsi YCTpaHeHWs HeucrnpaBHOCTM 6e3 y4yeTa BPEMEHU
BOCCTaHOBNEHNS KabenbHON MHAPACTPYKTYpbl 1 3aMeHbl 0bopynosaHusa 8 C30. B
Cnyyae BOCCTAHOBNEHUS KabenbHON WHAPACTPYKTYpbl HOPMATUBHbLIE CPOKM
peWweHns WHUMOEHTa YBeNnuMyuBalTCA Ha 72 4aca. YkasaHo BpeMmMsa Aans
BOCCTaHOBUTENbHbIX paboT mHpacTpykTypbl NcnonHntens, 6e3 yyeta BpeMeHU
BOCCTaHOBUTESbHbIX pabot obopynoBaHns C30, NHPpPaACTPYKTYpPbI
MHJOPMALIMOHHBIX CcUCTeM, a Takxe Hannmuma C30 B TPyOHOOOCTYMHOM
HaceneHHOM MyHKTe

Ins 06bekToB, PaCnONOXEHHbIX B TPYAHOLOCTYMHbIX HACENEHHbIX MyHKTax
(TPYLHOOOCTYMNHbIA HACENEHHbIA MYHKT - 3TO HAaCEeNEeHHbIA MYHKT, KOTOPbIA B CUNY
NOroAHbIX, MPUPOAHbLIX, TEXHOrEHHbIX U NHbIX 06CTOATENLCTB U (MNK) OTCYTCTBMUA
S/IEMEHTOB MHPPACTPYKTYPbl CTAHOBUTCS HEOOCTYMNHbIM UAN TPYOHOLOCTUXNMbIM
0N TPAHCNOPTHbIX CPEACTB) CPOK peweHus WHUMOeHTa ONns BOCCTAHOBJIEHUS
kabenbHOW MHAPaACTPYKTYpbl unn Tpebytowero Boiesga Ha ob6bekt C30 mo 10
pabouunx OHe.

PernameHT TexHun4yeckou nopdepXKu nrpu okasaHum Ycnyrum [OONnXKeH
npegycmarpusaTthb nops.OoK B3aMMOAENCTBMA mexay  [loTpebutenem,
VicnonHnTtenem n 3aka34ymkom, B TOM YUCNe:

NOpSOOK pernctpaunn, oTKpbiTUs, 06paboTkM 1 3aKpbITUS obpalleHni
MNoTpebutenein no Bonpocam npepoctaBneHns Ycnyr Cnyxo6on
TexHu4ecko nopmepxkn 3akaszumka u  Cnyx6oi TexHuyYeckomn
nonnepXxkun McnonHnrtens;

nopspok B3aumogmencteusa [lotpebutenein, Cnyx60i TeXHUYECKOW



nopoepxky 3akasumka wun  Cnyx00M TEXHWYECKOW MomaepXKu
NcnonHuTtena npwu nnaHWpoBaHUM W MpOBeLeHUN TEeXHOOrMYyecKumx
nepepbIBOB.
MNopsanok oopMMpoBaHUA U NPefoCTaBNeHns 3akas4ymky OTHETHOCTM
no obpatieHusm Motpebutenei.

[NpnMevaHuns:

1) B cnyyasix, ecnu [Ons peweHns 3asBky TpebyeTcsa OOMONHUTENbHAS
nHpopmaums ot MNoTpebutensa nnmn nposepka padboTocnocoOHOCTM C ero CTOPOHbI,
BPEMS NMPOCTOS HE Y4MTbIBAETCH, [0 NONyYEeHUS 3anpoweHHOM NHGDOpMaLLMK.

2) OTknioyeHus (nepepbiBbl), Bbl3BaHHblE NOOOK N3 MEPEYMCNIEHHBIX HUXE
NPUYMH, HE KNAacCUgUUUPYOTCS Kak HeOCTYMNHOCTb U HENCNPABHOCTb:

- NpoBeLeHME MNaHOBbIX MNpodunakTuyecknx pabot ¢ yBeOOMIEHVNEM
npenctaButenen 3akasuvka w/unun lMotpedbuteneih B CPOK He MeHee
Tpex paboynx OHel 00 BpeMeHu npoBeaeHns pabor;

—  pabora Ha obopynosaHuu MicnonHutensa no 3anpocy Motpebutens;

— TecTupoBaHune Ycnyr cBs3u no 3anpocy lNMotpebutens B cnyvae, koraoa
He OblNo BbISBIEHO HUKAKON HEUCNPABHOCTM UM HEOOCTYMNHOCTK;

—  HemcnpasHOCTW nnn oedekTbl 0bopynosaHns Motpebutenei;

- nepepbiBbl B NpeOocTtaBneHun YCnyr, Bbi3BaHHbIE YMbIWAEHHBIMA UK
HEYMbILWNEHHbIMK aencTBuamMm Motpebutenei;

—  (pbopc-maxop.

3. CocTtaB Ycnyr cBsi3un
3.1 OkagzaHue Wcnonuutenem Ycnyr cessm ans C30 n Obbektos LMK,

PacnosioXeHHbIX Ha Tepputopusix cybbvektoB Poccuiickoin depepaunn (3a

nckntodeHnem Pecnybnukn Kpbim n r. Ceactonons) (anee — Ycnyru cBasm )
3KdvnoHeHT «[lpepoctaBneHne moctyna» obecneynBaeT npenocTaBneHune
noctyna C30, Ob6bektam LINK, pacnonoxeHHbIM HA TEPPUTOPUM CyObEKTOB
Poccuiickoin ®depepaumm (3a wuckniodeHmem Pecnybnukn KpbiMm un T,
Cesactonons) k ECIL B cny4ae ero otcytcteua (Lanee - lNpepnoctasnexHune

n0CTyna).



3.1.2. KomnoHeHT «[lepenaya naHHbIx» obecnedmBaeT nepenady AaHHbIX Npu
OCYILEeCTBNEeHUN  OOCTyrna K  roCyOapCTBEHHbIM,  MyHALMUMNANbHbIM,  WHbIM
NHCJOOPMALMOHHbBIM cuctemaM n k cetn "IHtepHeT" (danee - MNepepnaya paHHbIX )
B COCTaBe:

KomnoHeHT «3awmta paHHbix» obecneymBaeT 3aWnTy [OaHHbIX,
obpabaTbiBaeMblX W nepefaBaeMblX MNPW OCYWECTBAEHMM g[ocTyna K
FrOCy0apCTBEHHbIM,  MyHULUMNANbHbIM UM WHbIM  UHAPOPMALMOHHBLIM
cuctemam, a Takxe kK cetn «MHTepHeT» ([Hanee - 3awura BaHHbIX );

KomnoHeHT «OrpaHnyeHne pocTtyna K uHdopmaumm» obecneynsaet
orpaHnyeHve poctyna kK WHdopmauuu, pacnpoctpaHeHne KOTOpOW B
Poccuinckon ®epepaumm 3anpeweHo, M K MHopMauum, HaHoCSWeEWR
Bpen 3[00pPO0Bbi0 N Pa3BMTUIO OeTel, cogepXxauencsa B cetn «/IHTepHeT»
ons obpasoBaTtenbHbIX opraHnsaunii (Janee - OrpaHnyeHue pocTtyna K
MHpopmaLun )

KoMnoHeHT «MoHuTOpuMHr u obecneyeHne 6e30MacHOCTM CBSA3MW»
obecneynBaeT MOHUTOPUHI M obecnedyeHne 6e30NacHOCTU CBA3N Npw
npenocTaBfieHn 0oCTyna K rocy4apCTBEHHbIM, MyHULUMNAbHbIM U UHBIM
NHJOOPMALIMOHHbIM CUCTEMaM, a TakXxe K cetn «/HTepHeT» (Hanee -
MoHUTOpPUHI 1 obecneyeHne 6e30NacHOCTU CBSA3M )

3.1.3. KomnoHeHT «OpraHudaums kaHana L2» obecnednBaeT opraHu3auuio

KaHana CBS3W, BKAKWYas €ro cosgaHue unMm MOLepHU3auuio B crydae

BO3MOXHOCTU YNy4dlWeHNs napaMeTpoB KaHana cBs3n B COOTBETCTBUU C T3,

ons  C30, ObbektoB LMK, pacnonoXxeHHbIXx Ha TeppuTopun CybbekToB

Poccuiickoin  ®depepaumm  (3a  ucknodeHmem Pecnybnvkn  KpbiM  u

r. Cesactonong) ¢ uenoto nogknodeHnsa k ECIL (Hanee - OpraHnsauusa

KaHana L2);

3.1.4. KomnoHeHT «[lepepaya oaHHbix L 2» obecneuynBaeT nepenadvy OaHHbIX

mex gy C30, ObbektoMm LIMK, pacnonoXxeHHbIMN Ha TepPPUTOPUM CyObEKTOB

Poccuiickoin ®Pepepaumm (3a wuckniodeHvem Pecnybnukn Kpbim un T,

Cesactonong) n ECIL (Hanee - Nepepaya paHHbIX L 2);



4.1.

4. TpeboBaHus K Ycnyram
Ycnyrm cBA3W  OONXHbI MpenctaBnatb coboil  COBOKYMHOCTb

KOMMOHEHTOB C BO3MOXHOCTbIO WX KOMOMHaumm wun wnameHeHun. OCHOBHbIMU

npuHUnnamm obecnevyeHus YCJ'IyF CBA3N OOJIXHbl ABNATbCA YHUBEPCA/IbHOCTDb,

yrnpaBnsieMoCcTb U MaclTabnupyemocTb.

4.2.

YnpaeneHue Ycnyramuw.

1) MVcnonHnTenbo [OONXEH OCYWeCTBASATb YnNpaBfeHUe W3MEeHEeHUsIMU,

KOTOpbIE MOTYT BK/tO4aTb M3MEHEHNS NapaMeTpoB YChyr:

nHTepgencol obopynosaHns Todek npucoeanHeHms ECIL, k koTopomy

nookno4daetca KaHan L 2;

nHTepdericel 0bopynosaHma Touvek npucoennHeHnsa ECIIO, K KoTopbiM
nooknoyaetcsa obopynosaHme KCA O6bekToB LINK;
Tononornsa ECIMNAO;

IPapopeca v noncetu;
NPOTOKO/Ibl MAPLpPYTU3aLMNN;
npodonnu NOPTOB AOCTYNA,

MNponyckHass CrnocobHOCTb nepepayn Tpadomka pasHbiX TUMOB MO
npenoctaBnsemMblM kaHanam casm mMexagy C30, Obbektamu LUK B
30HE OTBETCTBEHHOCTN MicnonHuTens;

napameTpbl kadectea nepepauyn IP-naketoB un Ethernet kagpos C30
mexay C30 B 30He O0TBETCTBEHHOCTU VIcNONHUTENS;
nogknoyeHme C30 k cetn VicnonHnTtens npu M3MEHEHUM Konuyectea
C30, appeca wMectopacrnonoxeHns C30 B 30HE OTBETCTBEHHOCTMW
NcnonHutens:;
napameTpbl kKadecTBa nepepayn IP-naketo mMexay C30, Ob6bekTamu
LIK B 30He oTBeTcTBEHHOCTU icnonHutens;

nookntoyeHne Ob6bektoB UMK k ECIL npyn nameHeHWn konu4yectsa
O6bekToB LMK, appeca mectopacnonoxernns Ob6bekta LINK B 30HE
OTBETCTBEHHOCTU McnonHnTens (no AOMNONHUTENTIbHOMY COrfiacoBaHUIO C

3aKkas4mkom);



—  MPWOCTaHOBNEHMNE NN BO30OOHOBIEHME OKa3aHus YCnyr CcBSA3u;

— okasaHue Ycnyr cesasm gna C30, Ob6bektoB LMK no cornacosaHuto
Mexay 3akasynkom u MicnonHutenem;

—  npekpaleHne okasaHusg Ycnyr cBasu;

— WHblE cornacoBaHHble cnonHuTenem n 3akas34yvmkom napametpbl Ycnyr
CBA3N.

4.3. TpeboBaHus K NPON3BOANTENBHOCTM YCAyr.

1) [Mpow3BoaouTenbHOCTb YCNyr CBS3W OONXHA OblTb OOCTATOYHON ONS
BbINO/IHEHMSA BO3N0XEHHbIX HA Hee 3anad. B cnyyae HeobxoOMMOCTM yBENNYEHMUSA
npon3BoaAMTENbHOCTY ICNONHUTENb OONXEH NPedyCMOTPETb Takyt BO3MOXHOCTb
6e3 OOMONHUTENbHbBIX KanuTabHbIX 3aTpar.

2) YBenuyeHue rnponsBoaNTENIbHOCTU YCNyr CBA3U OOMXHO OOCTUraTbCs
cnepywowmmm cnocobamu:

—  3aMeHa unum MoaepHmn3aums annapaTHoro obecneyeHus;
—  3aMeHa unum MoaepHM3auns NpPorpaMMHOro obecneyeHuns:;
—  YyBENMYeHne NponyckHOM CNoCoOOHOCTM KaHanoB CBS3N.
5. TpeboBaHns K KomnoHeHTaM Ycnyr cBsi3u
51. Ycnyrn cBA3W [OONIXHbI MPeAcTaBnaTb coboi Habop cnepyrowmx
KOMMOHEHTOB N 9/IEMEHTOB:
1) KomnoHeHT Ycnyr cesasun «[lpenocTtasneHne nocrtynas.
2) KomnoHeHT Ycnyr ceasu «[lepenaya fgaHHbIX»:
onemeHT «[lepepavya paHHbix B BYC ¢  3apaHHbIMK
napameTpamm KayecTBa»;
onemeHT «[lepenaya oaHHbIX B CETb «VIHTEpHET».
3) KomnoHeHT Ycnyr cBaaun «3awmrta aHHbIX»:
onemeHT «KpunTtorpaguyeckas 3awmra KaHanos CBA3N».
4)  KomnoHeHT Ycnyr cBasn «OrpaHnyeHme noctyna K nHgpopmaumnm»:
onemMeHT «KOHTeHTHas ounbTpauns».
5) KomnoHeHT Ycnyr cBs3um  «MoHMTOpPUHT 1 obecneyeHne

6e30nacHOCTU CBA3U»:



ONEeMEHT «MOHUTOPUHI napameTpos Ka4yecTtBa
NpenocTaBNAEMbIX YCAYr»;
9nemeHT «3awmTta oT DDoS atak»;
OnemeHT «MexceTeBoe aKpaHUpOBaHME».
6) KomnoHeHT Ycnyr ceBasm «OpraHmsauunsa kaHana L2».
7)  KomnoHeHT Ycnyr cea3u «[lepenaya naHHbIX L2».
5.2. KowmnoHeHT Ycnyr cea3m «lpepocraBneHne gocryna»
1) KomnoHeHT Ycnyr cBasum «[lpepmoctaBneHve pocrtyna» OONXEH
ABNATLCS YHMBEPCANbHbIM, YyNPaBNSEMbIM U MACLITAbMPyEMBIM.
52.1. TpeboBaHms k apxutekType KomnoHeHTa Ycnyr  cBA3u
«[lpepocTaBneHne gocryna»
ApxutekTtypa KomnoHeHTa Ycnyr cBasm «[lpepgoctasneHne poctyna»

npuseneHa Ha pucyHkax 1 n 2.

Puc.1.Apxutektypa KomnoHeHTa Ycnyr ceaau «[penoctasnenne goctyna» gna C30

Puc.2.Apxutektypa KomnoHeHTa Ycnyr cBasn «[lpepoctaBneHve poctyna» Ans
O61bekToB LMK

5.2.2. TexHuyeckne cpencrtea peanmszaumm KomnoHeHTa Ycnyr cB&3u

«[1lpegocTtaBneHve gocryna»
1) MopkntoyeHme Kanana L 2 k Touke npucoeamHenns ECIM O, O6bekTos

LIMK k Touke npucoeanHenus ECI1L ocywectBngetcs B COOTBETCTBUM C
TpeboBaHnsmn T3.

5.2.3. YnpasneHue KomMnoHeHTOM Ycnyr cBs3u «[lpenocrtaBneHne nocryna»

Ins ykazaHHbix 3akasddynkom C30, Ob6bektoB LMK VicnonHntenb OonxeH
OCYWEeCTBNATb ynpaBneHne M3MEHEHUSMU, KOTOPbIE MOTYyT BKKOYATb M3MEHEHUS
napaMeTpoB okasaHus Ycnyr:

—MHTepdeinic Ha obopynoBaHun VcnonHMTEnsi, K KOTOPOMY MOAK/OYaeTcs

Kanan L 2;

—mMHTepdeinic Ha obopynoBaHun VcnonHMTEnsi, K KOTOPOMY MOAK/YaeTcs

obopynosaHne KCA ObbekTta LWK;



-Tononorunsa ECINO;

P appeca n nogcetu,

- IPOTOKONbI MAPLWPYTU3aLUmnK;

-fipodounm NOpPTOB OOCTYNa;

— nponyckHasi CcnocobHOCTb nepepayn Tpadpmka pasHbiX TUMOB MO

npenoctaBnsemMblM kaHanam ceasm mexay C30, Obbektammn LIMK B 30HE

OTBETCTBEHHOCTU VcnonHutens;

—-napameTpbl kadectBa nepenayn IP-naketoB n Ethernet kagpos C30 Mexnay

C30 B 30He oTBeTCcTBEHHOCTM VicnonHuTtens;

— nogknodyeHne C30 k cetn WcnonHuTensa npu W3MEHEHMW appeca

mecTtopacnonoxeHuns C30 B 30He OTBETCTBEHHOCTU VicnonHuTens;

—+IPMOCTAHOBNEHNE NN BO30OHOBNEHME OKa3aHust YCnyru cBsiau;

- nponyckHas cnocobHOCTb nepenayn Tpadomka pasHbiX TUMOB MO
npenocTaBnsieMblM kaHanam cesa3n mexnay Ob6bektamm LMK B 30HE
OTBETCTBEHHOCTU cnonHutens;

- nogknoyeHne O6bekta UMK «k ECIMLO npu wnameHeHunm appeca
Mectopacnonoxernns Ob6bekta LMWK B 30He OTBETCTBEHHOCTU
NcnonHutens;

— okasaHne Ycnyr cBsian ons HoBbix C30, O6bektoB LMK B 30HE

OTBETCTBEHHOCTU McrnonHuTens no cornacoBaHWio mMexnay 3akas3ynkom U

NcnonHutenew;

-fipekpauleHne okasaHns Ycnyr ces3m rno npenocTaBneHnto 0ocTyna;

—WHble cornacoBsaHHble VicnonHutenem u 3akasymMkoM napameTtpbl Ycnyr

CBA3MW.

5.2.4. TpeboBaHMa K OOMNONHUTENbHOMY (PYHKLMOHANY WU COMPSXEHUO CO
CMEXHbIMM CUCTEMaMN

1) KOMMNOHEHT [ONXEH WUMETb BO3MOXHOCTb PacWUpATb OYHKUMOHAnN
NOCPELACTBOM MOOK/OYEHUS K MHAOPMAUMOHHBIM pecypcaM M cuctemam, 6e3
CHUXEHMS YPOBHA WHAGOPMALMOHHOK 6e30nacHOCTX, eMKOCTU YCnyr CBS3WM U

NPOV3BOANTENIbHOCTMW.



2) K CMeXHbIM cuctemam OTHOCSATCS:

—  ceTb NIHTepHeT;

—  BHeWHMe UeHTpbl 06paboTkn aaHHbIX VcnonHntens w/vwnn Bnapenbues

NC.

5.2.5. TpeboBaHuUsl K NPON3BOANTENBHOCTH

1) [lpon3BoaoMTENbHOCTL AONXHA OblTb OOCTATOYHOW [ANS BbINONHEHUS
BO3/IOXEHHbIX HAa Hee 3apmay. B cnyyae HeobxoOmMOCTU yBeENUYEHWS
Npon3BOAMTENBHOCTM MICnonHMTENb OONXEH MpeaycMoTpeTb Takyto
BO3MOXHOCTb.

5.2.6. KomnoHeHT Ycnyr cBasum «[lpepnoctaBneHne poctyna» KaXOomy

nookntoyeHHomy C30 ponxeH obecneynTb MPOMYCKHYKD CNOCOOHOCTb B

COOTBETCTBUM C 3agBkamm

5.2.7. KomnoHeHT Ycnyr cBsisan «[lpegoctaBneHne goctyna» OONXeH obecneynTb
COBOKYMHYO MPOMYCKHYI0 CNOCOOHOCTb M3 pacyeTa HeobxoOmMMocTn obecneyeHns
Kaxxaomy nogkntodeHHomy Ob6bekTy LMK cnegyrowmx napameTpos:
—TUK — He MeHee 60 (wectbaecaTt) MOuT/c no HanpaBneHuaM «oT»/«k» TUK,
C Y4eTOM (BK/toyas) TpeboBaHNS K CKOPOCTM Nepenayn AaHHbIX AN AocTyna
K FTAC «Bblbopbl», ykasaHHbix B MNpunoxenun Ne 7 k T3 (3a ucknoyeHnem
TUK pacnonoXeHHbIX B YyOaneHHbIX W TPYOHOOOCTYMHbIX HAaCEeNeHHbIX
NyHKTax);
K CP® — He meHee 140 (cTo copok) MBUT/C NO HanNPaBNEHNAM «OT»/«K»
NK CP®, c yyeTom (BKNtoyast) TpeboBaHMA K CKOPOCTM nepenayn OaHHbIX
ons poctyna Kk TAC «Bbibopbl», ykadaHHbix B MNpunoxeHun Ne 7 k T3 (3a
ncknoveHnem MK CP® pacrnonoxeHHbIX B yaaneHHbIX U TPYAHOOOCTYMHbIX
HacenNeHHbIX NYHKTax);
—LINK Poccum — He mMeHee 40 000 (copok Tbicsid) MOuT/c No HanpaBneHUsIM
«0T»/«k» LMK Poccun, ¢ yyetom (Bkniouas) TpeboBaHMS K CKOPOCTM
nepepayn fHaHHbix ans poctyna k [AC  «Bblbopbl», yKa3aHHbIX B

MNpunoxeHnn Ne 7 k T3;



—Ons Ob6bekToB LMK, pacnonoXeHHbIXx B yAaneHHblX U TPYOHOOOCTYMHbIX
HaceneHHbIx NyHKTax (B ToM yucne n MK CP®, pacnonoxeHHon B HykoTCKOM
aBTOHOMHOM OKpyre, r. AHagblpb) - He MeHee 1 (ogHOro) MOuT/C «OT»/«K»
Ob6bekTy UMK c yyeToMm (Bknovasi) TpeboBaHMsi K CKOPOCTM nNepenadu
naHHblx ans poctyna Kk TAC «Bbibopbl», ykasaHHbix B lNpunoxeHun Ne 7 k
T3.

52.8. YsenuyeHne npoussogutenbHoctTn KomrnoHeHTa Ycnyr CBSA3M
«[lpenocrtaBneHne goctyna» AONXKHO OOCTUraTbCa CneayrowmMmn cnocobamm:
—  3aMeHa unv MoaepHu3aums annapaTHoro obecneyeHuns;

—  3aMmeHa unum MoaepHM3auns NpPorpaMMHOro obecneyeHns;

—  yBEJIMYEeHME MPOMYCKHOM CNOCOBHOCTM KaHanoB CBSA3W, MarucTpanbHbIX

N Ha YPOBHE ceTen JocTyna.

5.2.9. KomnoHeHT Ycnyr cBasum «[lpenoctaBneHve poctyna» [OOJNTXEH
obecneunBaTb OOCTYN K ceTn MIHTepHeT 1 Bo3MoXHocTb goctyna C30 k UC,
LONXeH obecneunBaTb OOCTYN K ceTh «VIHTepHeT» 1 goctyn O6bekTos LIMK

K TAC «Bbibopbl» B cooTBeTCTBUM C TpeboBaHusMn T3.

5.2.10. HasHauyeHune KomnoHeHTa Ycnyr cesA3u «[lpenocrtasneHne goctyna».

KomnoHeHT Ycnyr cBsaA3m «[llpenocTtaeBneHne poctyna» npenHasHayveH ans
opraHunzaumn nogknodeHms C30, ObbektoB LMK uyepes KaHan L 2 k Toykam
npucoeauHenns ECIM O, O6bekTtoB UMK k Toykam npucoeamnHenms k ECIL ons
O6bekTos LIMK.

5.2.11. TpeboBaHue k KomnoHeHTy Ycnyr cBsian «[penocrtasneHme goctyna»

1) ECIMM nonxHa npenctaBnsitb cobon BblAENEHHYIO CETb, MOCTPOEHHYIO
Ha obopynoBaHun VCMONHUTENS U MCNONb3YHOWY0 COOCTBEHHbIE KaHanbl CBA3W
NcnonHutens, ncknoyarouyo opraHn3aumio kaHanos nosepx cetu VIHTepHer.

2) ECMMO ponxHa ObiTb MOCTPOEHA C WCMNONb30BaHMEM TEXHONOrMn
MHOrOMPOTOKO/IbHOM KOMMyTauuu no Mmetkam IPIMPLS n uMeTb BO3MOXHOCTb
obecneyeHuns cepsucos L2/L3 MPLS VPN,



3) ECIO ponxHa nopoepXwuBaTb CTaTUYECKyld W OMHAMUYECKYIO
MapwpyTusaumio no npotokony BGPv4 (cneundgounkaumnsa IETF RFC 1771).

4) WcnonHutens  ponXxeH  MNpefocTtaBsuTb  MapLpyTU3Npyemyro
BMPTYyaNbHYK0 4acTHYKO ceTb 3-ro ypoBHS cornacHo knaccudoumkaumm [OCT P
NCO/MOBK 7498-1-99, npu aTOM ykasaHHas ceTb AonxHa obecneuymBatb nepenady
NHQopmMaumm no npotokony IP cornacHo cneundgoukaumm |ETF RFC 791 nu
obecneuymBaTtb MNPOXOXAEHME MexXay WHTepdbelricamm pocTtyna o0b6opynoBaHMs
MNoTtpebutenein IP-naketoB pasmepom 0o 1514 6ant BknountenoHo (MTU) 6e3 nx
doparMeHTaumn.

5) ECIJO pmonxHa no3BONATb CO3OaHME HECKONbKO BbloeneHHbix BYC,
KaX bl N3 KOTOPbIX M30MPOBaH Opyr OT Opyra Ha Nlorm4eckom ypoBHE.

6) ECMLO ponxHa MMeTb BO3MOXHOCTb OPraHm3oBaTb, Kak MUHUMYM,
cnenytowwne BYC:

— BYC nnsa B3aumopeicTema Mmexay obpasoBatenbHbIMU OpraHn3aunsamm
N LEHTPanM30BaHHOro pgoctyna B ceTb VIHTepHeT (Ha ypoBHe cybbekTa
Poccuiickon ®epepaumn), a TakxXe C BO3MOXHOCTb pgoctyna k WG Ha
doenepanbHOM N pernoHanbHOM YPOBHSIX.

— BYC gna UMK, MK CPd, TUIK gnsa nepenaymn gaHHbix TAC «Bbibopbl»,

— BYC ona UK CP®, TUK onsa poctyna B ceTb «/HTepHeT».

5.2.12. TpeboBaHUs K TONONOTNN CETU:

1) B ECINL VcnonHntenb OONXeEH opraHmM3oBaTb TOYKM NPUCOEONHEHUS
ECMO B aOMUHNCTPATMBHBIX UEHTpax cybbektoB P® (3a uMCKNOYEHMEM
Pecnybnukun Kpbim n r. CeBacTtonons).

2) Touka npucoeanHennss ECIMLO ponxHa ObiTb nogkao4eHa K
maructpanoHon cetun WcnonHutena npu nomowmn BOJIC (3a umckn4YeHMEM
HyKOoTCKOro aBTOHOMHOro okpyra). [lpeonoytuTenbHo nogknoyeHne Toyek
npucoeanHeHns ECIL k maructpanbHon cetn WcnonHutens npu  MNoOMoLm
pe3epBUPOBaHHbIX KaHAaNoB.

3) ECIMLO nonxHa obnagatb BO3MOXHOCTbIO OpraHu3auum cnepyowmx

TunoB cBsa3e ong BYC:



— «kaxnopim ¢ kaxnabim» (Full mesh) — mexay nwoboi naponn CE naket
NPOXO4NT MO ONTMMaNbHOMY C TOYKW 3peHus ceTu WcnonHutens
MapLpyTy,

— «3Be3ja» UM «4actmyHas cea3HocTb» (hub & spoke) — peanusyetcsa
CBSI3HOCTb Takum 06pas3oMm, 4TO y3nbl CeTWU, onpeneneHHble kak spoke
nony4yatT MapWpyTHYHO MHGopMauuio Tonbko OT hub, hub nonyvaer
MaplwpyTbl OT BCeX spoke. ITO O3HA4YaeT, 4TO Tpadok OT Spoke Moxet
ObITb HaNpaBneH ToNbko B cTOPOHY hub. Mocne nonyyeHns n obpaboTku
Tpadpuka hub MmoxeTt HanpaBnaTb Tpaduk Ha Opyron spoke, TeM cambiM
3amblikas Becb Tpadgmk B BYC Ha cebs; 3apayn mapwpyTtmsaumm
Tpadomka, npoxoasuero 4Yepea hub, bepeT Ha cebs 3akasuuk;

- «MPOM3BOJSIbHAs CBA3HOCTb» — Opyrue BapuaHTbl  TOMONOrnu
BUPTYyasbHOW YaCTHOM ceTu, Heobxoammble 3akasunky; AN peannsaumm
LAHHOTO BapuaHtTa B KaX[OM KOHKPETHOM cny4yae paspabartbiBaeTtcs
Cxema opraHusauumn ycnyru.

5.2.13. O6wwme npuHUMNbI POPMMPOBAHNS aAPECHOr0 NPOCTPaHCTBA

1) dopmmpoBaHne apgpecHoro npoctpaHctea B ECILO pgonxHa
OCHOBbIBATbCA Ha pekomMeHaaumax nokymeHta RFC 1918 «Address Allocation for
Private Internets» (pacnpeneneHne agpecos B 4acTHbIX |P-ceTsax), a TakXe OO0NXHO

yuntbiBaTb pekoMeHpaumm RFC 6890 «Special-Purpose |IP Address Registries» 1 RFC
2544 «Benchmarking Methodology for Network Interconnect Devices».

2) B BYC ECTI1O ponxHbl 1CNONb30BaTbCH ceTu knacca A n3 gnanasoHa,
paspeweHHoro kK npuMeHeHnto B 4YacTHblx IP-cetsax 10.0.0.0/8. Mcnonb3oBaHue
NHbIX CETEN COrnacoBbiBaeTCsa ¢ 3aKka34nkom.

3) Kpome OCHOBHOrO agpecHoro npoCcTpaHCTBa, B BUAE WCKYEHUS,
MOryT WCMONb30BaTbCA MOOMONHUTENbHO JAuanasoHbl [IP-ceten M OTAeNbHbIX
anpecos.

4)  TpaHcnaums ceTeBbiX adpecoB Mpuv B3auUMOLENCTBAN  MeXAay
MNoTpebutenamMmn OonxHa OTCyTCTBOBaTb. [lepeceyeHme agpecHbiX MPOCTPAHCTB

NCKNK4YaeTCAa WNCNnoNb30BaHNEM NErMTUMHbIX (Bbl,ﬂ,aHHbIX Ll,eHTpaJ'II/I3OBaHHO)



afpeCHbIX MynoB.
5.2.14. TpeboBaHus K Ka4yecTBy 06CNyX1NBaAHNS
1) ECMNLO ponxHa npenoctaBnaTb kak MUHUMYM 3 Kfacca KadvecTsa
obcnyxmeaHns Tpadpuka momenu DiffServ. o cornacoBaHuio ¢ 3aka34ynkom
LONyCKaeTCs UCNoNb30BaHWe MoAenen kadectsa obcnyxmeaHus ¢ 60MbWNM UK
MEHbLWMM KOIMYECTBOM KNacCCOB.
2) B pamkax mogenn c 3 knaccamm 06CnyXuBaHua npu nepepade
Tpadomka mexay Motpebutensmmn ECIN L gonxHa nooaoepXxmnBaTthb:
— Knacc 1 — Tpaduk npunoxeHui peanbHOro BPeEMeEHU (ronoc, BUOe0),
KPUTWYHBIV K MOTEPAM NaKeToB, 3a4ep>XKaM 1 KonebaHmsam 3anepxkm;
— Knacc 2 — Tpapuk koprnopaTuMBHbIX MWHAIOPMALMOHHbLIX CUCTEM,
KPUTUYHBIA K 3a4ep>XKaM 1 NoTepsam;
—  Knacc 3 — Tpadouk, HekpuTUYHbIR K 3agepxkam (VIHTepHeT, pasnnyHble
ceTeBble CNyXO0bl).
3) Knaccugomkaumsa Tpagomka OoNXHa OCYLWEeCTBNATbCA Ang Kaxoro IP-
naketra B oOTAeNnbHOCTW, nepepaBaemoro B IP/MPLS ceTtb WcnonHutens, B

COOTBETCTBMM CO 3Ha4YeHneM ero nons DSCP, kak ykasaHo B cnegytower tabnuue:

Tun Tpadgomka 3HavyeHne DSCP 3aronoska
Knacc 1 CH
Knacc 2 AF21
Knacc 3 Default (ntobble 3Ha4YEeHNS, OTNMYHbIE OT KNnaccoB 1 u
2)
[NpumMeyaHns:

- [Npn nepenadve paHHbIX Yepe3 IPIMPLS ceTb cnonHuTtens 3aronosku
IP-nakeToB MEHATBLCA HE OONIXHbI.

- MNpun npesblweHun TpadgukoMm Knacca 1 npomnyckHOW CnocobHOCTM,
yCcTaHoBneHHoOW Ha nopty ansa Knacca 1, nonxeH nponssoamTtbes cOpoc
IP-nakeToB ¢ ka4ectBoM Knacca 3; npu npesbiweHnn Tpadukom Knacca
2, NPOMNYCKHOWM cnocobHOCTK, ycTaHOBNEHHONM Ha nopTy ans Knacca 2, —

cbpoc IP-nakeToB ¢ ka4YecTBOM Knacca 3; npy npeBbllWeHNN TpadOukom



Knacca 3 nponyckHoi cnocobHocTn nopta — cbpoc |P-nakeTos .
5.3. KoMnoHeHT Ycnyr cBsi3u «lepenava gaHHbIX»
5.3.1. TpeboBaHus Kk apxutektype KomnoHeHTa Ycnyr ces3um «[lepepadva
OaHHbIX>.
ApxutekTypa KomnoHeHTa Ycnyr ceasu «[lepenaya naHHbIX» npveeneHa Ha

pucyHkax 3 u 4.

Puc.3.Apxntektypa KomnoHeHTa Ycnyr cBasu «[lepenaya gaHHbIX».

Puc.4.Apxutektypa KomnoHeHTa Ycnyr ceaau «[epenaya naHHbix» gng O6bekTtos LK.

53.2. OnemeHT «[llepepaya paHHbIX B YaCTHOM BUPTyaNbHOW CeTU C
3apaHHbIMM NapaMeTpaMm KadecTBa » (anee — 9nemeHT 11 8 BHC).

5.3.2.1. HazHavyeHune SnemenTa M1 B BYC.

onemeHT N0 B BYC npepnHasHavyeH Oong nepepayn OaHHbIX MOCPELCTBOM
ECMNLO mexny Toykamu npucoeauHeHus ECILO, npwu ocywectBneHun nocTtyna
C30 « rocynapCTBEHHbIM, MyHULMMNAbHLIM U MHBIM MHGOPMALMOHHbBIM CUCTEMAM,
n cetn VIHTepHer.

onemeHT N[ B BUYC npegHasHavyeH ona nepenayv gaHHolx no ECIMO mexay
Toukamn npucoeauHenus ECIMO npn ocywecTtBneHmnm poctyna Ob6bektos LMK k
"AC «Bbibopbi».

5.3.2.2. TpeboBaHUs K NPONYCKHO CNOCOOHOCTH

M4 s BYC ponxHa oOCywWeCcTBNATLCA C Y4ETOM Clenytowmx CKOPOCTHbIX

napameTpos nogknoyeHns C30 k ECI1M, B cooTBeTCTBUM C 3asiBKaMU:

CkopocTb gocTyna k ceTtu

NHTepHeT
Obpa3zoBaTenbHble opraHunsauuu,
PacrnofioXeHHble B TOPOACKMX HaCeNeHHbIX 1T 6ut/c
NyHKTax
Ob6pasoBaTebHble opraHmsauuu,
pacrnosioXeHHble B TOPOACKMX HaCeNeHHbIX 100 MéwuT/c
NyHKTax
Obpa3zoBaTenbHble opraHunsauuu, 50 MBu/c
pPacnonoXeHHbIE BHE FOPOLACKMX HACeNEHHbIX




NyHKTax
ObpazoBartesbHble opraHmaaumm,

NoaKno4yaemble c Mcnonb3oBaHvem | B COOTBETCTBUM C 3asiBKamu
CMYTHMKOBBIX JIMHUIA CBSA3W, Haxogswmecs B (He meree 1 M6ut/c)
TPYAHOOOCTYMHbIX HACENEHHbIX NMYHKTax

Obpa3zoBaTenbHble opraHunsauuu,

NOOKNIOYEHHbIE C  Mcnonb3oBaHuMeM VHbIX 1 MéuT/c
TEXHO/Ornn

Obpa3zoBaTenbHble opraHunsauuu,

NOOKNKOYEHHbIE C WCMONb30BaHUEM NHbIX 2 MéuT/c
TEXHOOornn

Obpa3zoBaTenbHble opraHunsauuu,

NOOKMIOYEHHbIE C WUCNONIb30BAHMEM NHbIX 5 MbéuTt/c
TEeXHOorumn

Obpa3zoBaTenbHble opraHunsauuu,

NOOKNIOYEHHbIE C  Mcnonb3oBaHuMeM VHbIX 10 MbuT/c
TEXHO/Ornn

ObpaszoBaTenbHble opraHunsauuu,

NOOK/OYEHHbIE C WNCMNOJIb30BAHUEM NHbIX 20 MéuT/c
TEXHOOornn

Obpa3zoBaTenbHble opraHmnsauum,

NOOKMIOYEHHBIE C WUCNONIb30BAHMEM NHbIX 30 Méut/c
TEeXHOorumn

Obpa3zoBaTenbHble opraHunsauuu,

NOOK/MIOYEHHbIE C WUCMNOJNIb30BAHMEM NHbIX 40 MéuT/c
TEXHO/Ornn

MO 8 BYC ponxHa OCywWeCTBAATLCA C Y4ETOM CHenytowmx CKOPOCTHbIX

napameTpoB noakntoyeHns obbektos LINK k ECIMA:

CkopocTb gocTyna k cetu
NHTepHeT "AC «Bbibopbl»

LleHTpanbHaa um3bupatenbHas  KOMUCCUS - 40T 6/c
Poccuiickon @enepauunm
N3bupatenbHble  komuccunm  CyOBEKTOB | 100 MBuT/c 40 M6uT/C
Poccuiickon depnepaumm
TepputopranbHble n3bupartenbHble 50 M6uT/C 10 M6uT/C
KOMUCCUM
O6bekThl LUK, pacnoioXeHHble B 512 K6UT/C 512 k6UT/C
TPYAHOOOCTYMHbIX  HACENIEHHbIX  MYyHKTax,




noOKnNK4YeHHble MO CNYyTHMKOBbIM KaHanam
CBA3N

5.3.2.3. TpeboBaHus K Ka4ecTBYy 06CNyXnBaHMS
1) Onewment IO B BYC ponxeH npenoctaBnaTb Kak MUHUMYM 3 Knacca
KayectBa obcnyxuBaHua Tpaduka wmomenu DiffServ. o cornacoBaHuto cC
3aka3ymkoM [onyckaeTcsi MCMNoNb30BaHMe Moaenen kadectsa obcnyXuBaHus C
60/blUNM NI MEHBLLUM KOIMYECTBOM KNaCCOB.
2) B pamkax Momenu c 3 knaccamm oOCnyXwuBaHus npu nepepadve
Tpaduka mexay C30 ECIL nonxHa nooaepxmearhb:
— Knacc 1 — Tpauk npunoxeHwnin peanbHOro BpeMeHU (ronoc, Bnaeo),
KPUTUYHbBIM K MOTEPSM NakeToB, 3afepXkam n konebaHmam 3anepxKku;
— Knacc 2 — T1papuk koprnopaTuMBHbIX WHJOPMALMOHHbLIX CUCTEM,
KPUTUYHBINA K 3afep>XKaM 1 NoTepsm;
—  Knacc 3 — Tpaduk, HeKpUTUYHBIN K 3anepxkam (HTepHeT, pasnuyHble
ceTeBble CNyXO0bl).
3) Knaccngomkaums tpadpuka gonxHa OCylWwecTBAATbCA Ang Kaxaoro |IP-
naketra B OTOENbHOCTW, nepenasaemoro B IP/MPLS cetb Wcnonuutens, B

COOTBETCTBMM CO 3Ha4YeHneM ero nons DSCP, kak ykasaHo B cnegytolwein Tabnuue:

Tuvn Tpadpuka | 3HaveHne DSCP 3aronoeka

Knacc 1 CHA

Knacc 2 AF21

Knacc 3 Default (ntobble 3Ha4YeHns, OTNNYHbIE OT KNnaccoB 1 u 2)
[NpnMevaHuns:

—  [lpn nepenaye paHHbIX Yyeped IPPIMPLS ceTb VicnonHutens 3aronoeku IP
- MAaKeTOB MEHATbLCS HE OONXHbI.

- Mpun npesblweHun Tpadgukom Knacca 1 npomnyckHOM CrnocobHOCTH,
yCcTaHoBNeHHOW Ha nopTy ansa Knacca 1, nonxeH npon3BoamTtbes copoc
IP - nmaketoB c kayectBoM Knacca 3; npu npesbleHUN Tpagukom
Knacca 2, nponyckHoW CnocoOHOCTW, YCTaHOBNEHHOW Ha nopTy Ans

Knacca 2, — cbpoc IP-nakeToB ¢ kayecTBoM Knacca 3; npu npeBbleHnn



Tpagmkom Knacca 3 nponyckHom crnocobHocTn nopTta — cbpoc |P-
nakeToB.
5.3.2.4. TpeboBaHus k kadyectBy OnemeHta [ 8 BYC

1) Tlpn okasaHum OnemeHta 1 B BYC WcnonHutens nOonxeH
OCyLeCTBNATbL MapwpyTudauunio IP-naketoB ¢ gaHHbiMu C30 m obecneuymBatb
nepenadvy IP-naketoB ¢ gaHHbiMn C30 Mexny noakntoydeHHbiMu kK cetn C30,
mexagy C30 u gpyrumm nogkntodeHHbiMn K ECIM L ceTsiMm n obbekTamu, a Takxe
MeXnay ceTbto VIHTepHer.

2) [lpn okazaHumnm Onementa 10 B BYC WcnonHuteno ponxeH
OCYWECTBNATb MapwpyTudaumio |P-naketoB ¢ paHHbiMM 06bekToB LMK 1
obecneunBaTtb nepepadvyy |IP-naketoB ¢ pOaHHbiMM 06bekToB LMK mexay
noOKnto4YeHHbIMK K ceTn obbekTamm UK.

3) [ponyckHas cnocobHOCTb Nepenayn AaHHbIX Mexay NobbiMu OByMS
C30, Obbvektammn LMK no kaHanam 4yepe3 ECIIL B 30He OTBETCTBEHHOCTU
NcnonHutens, oonxHa onpenensatbCs Kak HauMeHbllee 3Ha4YeHne 13 NpPonyCckHbIX
cnocobHOCTE NOAKNYEHNIA daHHbIX 06bekToB K ECI.

4) T[apaHTuM Ka4yecTBa nepepayn IP-naketoB ¢ OaHHbiMK [loTpebutens
Mexay nobbiMm Toukamm npucoeamHenns ECIML 0OnXHbl  yoOBNETBOPATb

cnenywowmm TpeboBaHNSM:

3Ha4eHns napameTpoB Ka4ecTBa rnepenaqn OaHHbIX Ha rPoOBOAHbIX KaHa/lax
mMexay Toqkamuy rnpucoeanHeHus, yaaneHHbIMu Apyr OT Apyra Ha paccrosiHne ro
npsiMovi Ha kapte He bonee 4000 kM -

XK
Tun [poueHT Sanepxka Bapwnauus
nepepnaiu IP -
noTepsHHbIX IP - 3a4epXxku, He
NakeToB B OOHY
Tpadwmka | nakeTtos, He bonee bonee
CTOPOHY, He bonee
Knacc 1 0,2% 75 MC 50 mMC
He
Knacc 2 0,2% 100 mMc
HOpMMpYyeTCS
He
Knacc 3 5% 125 mc
HOPMMpPYeTCS




3Ha4eHns napameTpoB Ka4ecTBa rnepenadqn gaHHbIX Ha MPoOBOAHbLIX KaHanax
mexay Toqkamuy rnpucoeanHeHus, yaaneHHbIMy Apyr OT Apyra Ha paccrosiHne ro

npsiMmovi Ha kapte bonee 4000 kM:

XK
Tun MNpoueHT Sanepxka Bapwnauus
nepepayn IP -
NOTEePSAHHbIX IP - 3a0epXKu, He
nakeToB B OOHY
Tpadgouka | nakeTtos, B He bonee bonee
CTOPOHY, He bonee
Knacc
1 0,2% 100 mc 50 mc
Knacc He
0,2% 150 mc
2 HOpMUpyeTCcA
Knacc He
5% 200 mc
3 HOpMMpyeTCs

3Ha4YeHns napameTpoB Ka4ecTBa nepeaayvn aHHbIX Ha COCTaBHbIX KaHanax c
y4eToM Hannyns 6ecrnpoBO4HOro y4Hactka Mexay Toqkamy npucoeanHeHus,
PAacron0XeHHbIMU Ha TEPPUTOPUN HyKOTCKOro aBTOHOMHOIO OKpyra:

Tun MpoueHT Sanepxka Bapnauus
nepepaiu IP -
NnoTepsaHHbIX IP - 3a4epxku, He
NakeToB B OOHY
Tpadgovka | nakeTtos, He bonee 6onee
CTOPOHY, He bonee
Knacc 1 0,5% 500 mc 50 mMc
Knacc 2 1% 550 mMc He HopMupyeTCcH
Knacc 3 5% 600 MC He HOpMUpPYyeTCH

5.3.3. dnemeHT «llepepaya paHHbIX B ceTb UHTepHeT (nanee —3neMeHT

MO B NHTepHeT)

5.3.3.1. TpeboBaHus k OnemeHTy NI B HTEpHET.

1)

OCYWECTBNSATbCS Ha pecypcax WMcnonHutens,
C30

agpecauum

[Mepepaya OaHHbIX

obopynoBaHns

TpaHcnaumm agpecos ( NAT).

2)

B CeTb

n KnCcnonb3oBaHMEM

NHTepHeT un3

pyHKUNK

AnemeHT ML B NHTEpHET AonXeH ObiTb LEHTPannM3oBaH Ha ypPOBHE

NHGPACTPYKTYpPbI
Poccuiickoin @ enepaunu, 3a nckntoveHmem Pecnybnmkm Kpeim u r. CeBactonons, B

NcnonHntena B AAMNHNCTPATUBHBIX LUEeHTpPax Cy6'beKTOB

ECIMO ponxHa
C MCnonb30BaHMEM YacTHOMN

ceTeBon



cooTBETCTBMM C TpeboBaHusmn T3. OnemeHt [ B WHTEpHeT [ONXeH
NPenoCcTaBNATbCA B reorpadomyeckmnx Toukax cybbektoB Poccuiickon denepaumm
(3a ucknoyeHmem Pecnybnukn Kpbim u r. Cesactonons), Haumbonee 6n13Ko
pacrnonoXxeHHbIx Kk Toykam npucoeamHenns ECIL, nu3 KOTOpbIX MHALUMPYETCA
Takon JOoCTyn.

3) [lepen Hayanom okaszaHus MM B NHTepHeT gna C30, O6bekToB LIMK,
yKasaHHblx 3asieBkax, lcnonHutenem OONXeH npenocTaBnATbCA BblOENEHHbIN
CUMMETPUYHbBIA  OYNNeKCHbIn  poctyn Kk cetn VIHTepHeT € nponyckHow
CNocobHOCTbIO, COOTBETCTBYOWEN TpebosaHmam T3.

4) Wcnonuntens gna  okasaHus 10 B  WVHTepHeT  ponxeH
3apes3epBupoBaTb O0OCTATO4YHOE KONMYECTBO BHewHux |Pv4 agpecoB U3
3aperncTpupoBaHHoro 3a icnonHmutenem B 6a3e gaHHbix RIPE NCC npocTtpaHcTBa
IPv4 appecoB. Obbem (konuyectBo) IPv4 apgpecoB VcnonHutens [onxHo 6biTb
LOCTaTO4YHbIM NS B3aumogenctems nonbsosatenen ECIL ¢ nHgpopMaunoHHbIMM
cCUCTEMaMN, pPasMelleHHbIMKM B ceTu VIHTepHeT, B T.4. C CUCTEMaMu, UMEKWNMM
XEeCTKMe orpaHnyeHns rno KonnmyecTBy CECCUi, yCcTaHaBIMBAEMbIX C 0OHOro |Pv 4-
ajepca.

5) WcnonHutenb gonxeH obecneunTb Cnenyowmne NOPOroBbie 3HAYEHUS
napaMeTpoB KayecTBa nepefayn AaHHbIX B 30HE OTBETCTBEHHOCTU McnonHutens
no kaHany cesasn mexay Toukon npucoeauHenus ECILO v pecypcamn cetu
NHTepHeT, Toukon npucoennHenma ECIM O nns O6bekta UMK n pecypcamn cetn
«/IHTEpHET», HENOCPEACTBEHHO NOAKOYEHHbIMYK K IP ceTn VicnonHutens:

—  MPOLEHT NOTEPSHHbIX NakeToB — He Bonee 5%;

—  3ajepxka nepenadyv nakeTos:

— MO0 NPOBOAHbIM KaHanam — He bonee 250 Mc;

— Ha COCTaBHbIX KaHanax C Yy4eTOM Hanmyiuss ogHoro 6ecnpoBOAHOr0

yyacTtka (04HOro CnyTHMKOBOro ckayka) — He 6onee 1000 mc.

5.4. KOMNOHeHT Ycnyr cBA3un «3aluta gaHHbIX»
5.4.1. HasHa4veHne KomnoHeHTa Ycnyr cBa3n «3awmra aHHbIX»

KoMMOHEHT YCJ'IyI' CBSA3M «3awmTa OaHHbIX» npenoHa3Ha4yeHa aonsa 3alnTbl



LOaHHbIX, obpabaTbiBaeMblXx W MNepenaBaeMbix MPU OCYWECTBAEHWM [ocTyna K
rOCyO0apCTBEHHbIM,  MYHUUMMNANbHbIM, WHbIM  MHJOOPMAUWNOHHLIM  CUCTEMaM,
Tpebyowunx 3awWwmnTbl nepefadn OaHHblX, PasMewaeMbiM B pPervoHanbHbIX WK
denepanoHom LIO Bnagenbues MC.

1) [Lna pocTnxXeHnsa uenen no 3awmte gaHHblx cnonHutenb OONXeEH
BbIMOMIHUTbL Criefylolme 3anayun:

—  3akasyuk cornacosbiBaeT, a VIcnonHMTeNb OCYLWECTBNASET pasMelleHne
obopynoBaHns  KpunTorpadouyeckon  3awmTbl  UMHAOpPMAUUKM  Ha
TeppuTopun penepanbHblX, PervoHanbHbiX N (UAKW) MyHUUMNANbHbIX
nnowankax Bnapenbues VC;

- Pa3mecTtntb 060pynoBaHne KpunTorpadouyeckorn 3awnTbl MHdopMaumnm
ECIMNL Ha doenepanbHbIX, pernoHanbHbIX U MyHULMNANbHbBIX MA0Wankax
Bnapenouee WC wn obecneuntb ero nogknoyeHme k ECIMA
CaMOCTOSITENIbHO M 3a CBOM CYeT.

—  OpraHuM3oBaTtb KpUnTtorpadouyeckyo 3awmTy nepenaBaeMblx OAHHbIX OT
nonb3osatenen C30 po denepanbHblX, pPeErvoHanbHbIX  UAU
MyHUuunanbHbix VIC;

—  OpraHu3oBaTb CBSA3HOCTb KpUNTOrpadounyecknx cpencts mexay cobori B
3a4aHHOW KoHdoUrypauuu.

5.4.2. TpeboBaHus kK apxmtekType KomnoHeHTa Ycnyr

ApxutekTypa KoMnoHeHTa Ycnyr cBa3n «3awmrta OaHHbIXx» onpenenseTcs
NcnonHutenem.

KoMnoHeHT Ycnyr cBa3n «3awmTa gaHHbIX» OO0NXeH ncrnonob3osatb ECIML B
KayecTBe TpaHcnopTa [Ons 3awumiaemMbix KpuntorpaduyecknMm cpencteamm
OaHHbIX. KOMNOHEHT Ycnyr cBa3n OonXeH obecneynBaTth 3alUWEHHbIA OOCTYN U3
C30 mno WC, pacnonoxeHHblx B doegepanbHOM, PErvoHanbHOM UK
MyHuumnanoHom LIOL Bnagensues VIC, B cooTBeTCcTBUM € TpeboBaHusamm T3.

KoMnoHeHT Ycnyr cBasn «3awmTa gaHHbIX» OOoNXeH ncrnono3osatb ECIML B
KayecTBe TpaHcnopTta [Ons 3awumiaemMbix KpuntorpadouyecknMm cpencteamu

LOaHHbIX, 3a ucknoyeHnem paHHbix TAC «Bblbopbl». KoMnoHeHT Ycnyr cBsiau



OONXeH obecneuynBaTtb 3awuieHHbln goctyn mn3 O6bektoB UMK po WUC,
pPacnonoXeHHbIX B pelepanbHOM N pernoHanbHOM unn MyHuuunansHom LIOLL
Bnanenbues VIC, B cooTBeTCTBUM C TpeboBaHusiMmn T3.

5.4.3. YnpasneHvne KomnoHeHTOM Ycnyr cBA3M «3awmnrta gaHHbIX»

Ons ykadaHHbix 3akasddynkom C30, Ob6bektoB LMK VcnonHntenb OonxeH
OCYWEeCTBNATb yNpaBNeHne M3MEHEHNSMU, KOTOPblE MOTYT BK/OYATb M3MEHEHUS
cnenyowmx napaMmeTpos:

— nHTepdoerica Ha obopymoBaHum McmonHuTtens, K  KOTOPOMY

noakntoyaetcsa obopynosaHme C30, ObbekTos LIMK;

—  TOMNOoNormsa Kpuntorpaguyeckomn cetu;

— IPanpeca v nogcetu;

—  NPOTOKOJbl MAPWPYTU3aunu;

- npodonnu NOPTOB AOCTYNA,

—  TOYKM MPUCOEOMHEHNS K KPUNTOrpamnyeckon ceTu;

— napameTpbl kadectea nepepauyn IP-naketoB un Ethernet kagpos C30

mex gy C30;

— nogknovyeHne C30 k cetun McnonHutens npu u3MeHeHUM agpeca

mecTtopacnonoxeHus C30;

- napameTpbl KayectBa nepepayn I[P-naketoB wn Ethernet kagpos

O6bekToB LIMK Mexny Ob6bektamu LINK;

— noaokntoyeHne Ob6bektoB LIMK k cetu VicnonHutenss npu na3meHeHun

agpeca MectopacnonoxeHns O6bvektos LIVK;

—  npuoCTaHOBNIEHME U BO30OHOBIEHME OKA3aHNS YCNyru;

— okazaHne ycnyrm pnsa Hoeblix C30 no cornacoBaHWio Mexay

3akas34mnkom n MicnonHutenewm;

—  MpeKkpaleHne oKkasaHus yCenyru;

— WHble cornacoBaHHble WcnonHutenem u 3akas4yMkoMm napameTpbl

ycnyru.

5.4.4. TpeboBaHus K npousBoamMTenbHOCT KomnoHeHTa Ycnyr cBs3u

«3awmrta gaHHbIX»



MNpounssoautenbHocTb KoMnoHeHTa Ycnyr cBa3mn «3awmuTta AaHHbIX» OOMXHa
OblTb [OCTATOYHOM, ONS BLIMOMHEHWS BO3NOXEHHbIX HA Hee 3amjady. B cnydae
HE0bX0OMMOCTN YBENNYEHUS NPON3BOANTENBHOCTMN.

5.4.4.2.YBenn4yeHve nponssoantenbHoCcT KOMNOHeHTa Ycnyr CBA3u OONXHO
LOCTUraTbCs Cneaywmmmn cnocobamu:

—  3aMeHa Uiy MoJepHM3aums annapaTHoro obecneyeHuns;

—  3aMeHa unum MoaepHMN3auns NPorpaMMHOro obecneyvyeHuns;

—  yBeJIM4YeHme NponyckHor cnocobHOCTN KaHanoB CBSA3W, MarncTpasbHbIX

n cetn gocTtyna.
5.4.5. AneMmeHT «Kpuntorpachuyeckas saLiuta KaHanoB CBA3N» (Oanee —
AnemeHT «Kpnntozawmrta»)

5.4.5.1Ha3HaveHne dnemeHTa «Kpuntosawmra».

OnemeHT «Kpunrtosawmta» npenHasHadeH Ans obecneyveHus nooaepXku
wnppoBaHns C UCNONb30BAHNEM POCCUNCKUX anropuTtMoB ANS 3aWUTbl OAHHbIX,
nepegaBaeMbix MO KaHanam CBA3W, He npefHasHayYeHHbIM onsg cetn «HTepHeT».
Mcnonb3yemble cpenctea  KpunTorpadouyeckon  3awmTtbl  OONXKHbI  UMETb
cepTudgmkar cootBeTcTBusa TpeboBaHuam DOCBE Poccnn K wWngpoBanbHbIM
(KpunTorpagunyeckmnm) cpeacTteam knacca He Huxe KC3.

OnemeHT «Kpunrtosawmta» npepHasHadeH Ans obecneyveHns nooaepXku
wnppoBaHNs C UCNONb30BAHNEM POCCUMCKUX anropuTtMoB ANS 3aWUTbl OAHHbIX,
nepegaBaeMbix MO KaHanam CBA3W, He NpefHasHayYeHHbIM onsg cetn «HTepHeT».
Ncnonb3yemble cpenctea  KpunTtorpadouyeckon  3awmTtbl  OONXKHbI  UMETb
cepTudgmkar cootBeTcTBusa TpeboBaHuamM DOCBE Poccnn K wWngpoBanbHbIM
(KpunTorpagunyecknm) cpeacTteam knacca He Huxe KC3.

5.4.5.2TpeboBaHnst K AneMeHTy «Kpunrtosawmra»

1) OnemeHT «Kpuntosawmrta» peanusyeTcs Ha OCHOBE MPOrpamMHoO-
annapaTHbIX CPeacTB.

2) LlwndpoBaHme nponxHo obecneymBaTb BO3MOXHOCTb MOAKIIOYEHMS
C30 «k WG, Tpebyowmm 3awmTbl OaHHbIX, Pa3MELAEeMbiM BO BHELWHUX

pernoHanbHbiX n goeaepanbHbix LOL.



3) LUWwndpoBaHne peanusyetcs Ha OCHOBE KpPUMNTOMapWpyTU3aTopos,
COOTBETCTBYOWNX TpebosaHmam T3.

4) lWndposaHne oonxHO obecneymBatb OYHKLMIO 3aWMThl Tpadmka npw
nepenaye nepcoHanbHbIX OaHHbIX.

5) O6s3aTenbHO HanMyne OEencTBYIOWMUX CEPTUAMKATOB COOTBETCTBUS
TpeboBaHmam PCHE Poccum Kk cpeactsam kpunTtorpadomyeckon 3awmTtbl Knacca
KCS.

6) LWugpoBaHne gonxHo obecrneynBaTtb nepenady Tpebyowmx 3awmTbl
naHHbix Ob6bekToB LINK

7) LWwndppoBaHne oonxHo obecneynmBaTtb (PyHKLUMIO 3aWmUTbl Tpaduka npu
nepenaye NepcoHanbHbIX AAaHHbIX, 3a UCKtoYeHneM gaHHbix TAC «Bbibopbi»

5.4.6. CpeactBa KpUNTo3awmThl MHpOpMaLUM OONXKHbI BbINOMHATD:

— WMdopoBaHNe OaHHbIX, NnepenaBaeMblX MO OTKPbITbIM KaHanam CBA3U
Mexay 3awuieHHbIMn cermeHTamm cetu L3VPN;

—  CKpbITME BHYTPEHHEN CTPYKTYpPbl NOKaNbHbIX BbIYUCUTENbHbBIX CeTEMN;

—  npuem n nepepnavy IP-nakeTos no npotokonam cemencrtea TCP/IP;

—  UeHTpann3oBaHHOe ynpasfieHue 3alMTOon CeTu;

- npuem n nepepaya |P-naketos no npotokonam cemencrea TCP/IP,

— kpuntorpaduyeckoe npeobpasoBaHne nepenaBaeMblX U MPUHUMaEMbIX |P-
nakeToB [MOOMXHbI cooTBeTcTBOoBath TpebosaHusiM: [TOCT 34.13-2018
«/IHdhopMaunoHHas TEXHONOorus. Kpuntorpadguyeckas 3awmTa
nHpopmauun. Pexumel paboTbl 6104HbIX wngppos» n FTOCT P 34.12-2015
"MIHghopmaumroHHas TexHonoruns. Kpuntorpaduyeckas sawmra nHdpopmauuu.
BnoyHble wudpsbl”;

- WwndgpoBaHmne NHgopMaLmm Ha CETEBOM YPOBHE,;

—  yBeNuYyeHve pasmepa nakerta c y4eToM OOMNOoNHUTEeNbHOro IP-3aronoeka
He [ON>XHO npesbilwaTtb 60 6aiT;

— BO3MOXHOCTb MOHUTOPUHra COCTOSHUSA KpunTomapupytusaropa W3
3almweHHbIX ceTe no npotokony SNMP,

— pexum  paboTbl  KpunTOMapwpyTM3atopa —  KPYrioCYyTOYHbIiA



HeobCny>XunBaeMmblii, Mo cxeme 24 yaca B CyTKMW, 7 OHEN B HEOENIO

— noonoepXmueatb CTaTUYECKYl0 W OUWHAMUYECKYKD MaplpyTusaumio Mo
npoTtokony BGPv4 (cneundomkaums IETF RFC 1771)

—  obecneuymBaTtb noponepxky He MeHee 3 (Tpex) KnaccoB 06CNyXuBaHUS
Tpadouka monenu DiffServ;

—  obecneunBaTtb NOOAEPXKY MAPKMPOBKUN BXOASAWEro Tpagumka Ha OCHOBE
IPappeca nonyyarens,

— obecneuymBaTtb NoAAepPXKy MapkKMPOBKU BXOASIEro Tpadguka Ha OCHOBe
IP appeca UctoyHuka,;

—  obecneunBatb NOOAEpPXKY MAPKUPOBKN WNEPOBAHHOIO Tpaduka.

5.4.7. [HononHutenbHble TpeboBaHMa K PYHKUMOHANBHOCTA CPEACTB
KpUNTO3awWwmnTbl MHGOPMAaLMK, YCTAHOBNEHHbLIX B LeHTpanbHoM LIOJ],
NcnonHuutens, a Takxe B pervoHanbHbix LUOL WcnonHutensa aong
cesas3m ¢ C30, Obbektammn LUK v BHewHuMmn NC:

— BO3MOXHOCTb «rops4ero» pe3epBupoBaHnS (B pexunme

0TKa30yCTOMYMBOro akTUBHO-MACCUBHOrO KnacTtepa);

— BO3MOXHOCTb 0ObecneymBatb MPOM3BOAUTENBHOCTL WNMPOBAHUSA He
MeHee 2,5 6uT/c;

— KaXabli 0ObekT 9TOro Tuna SBASETCA LEHTPaNbHbIM KacTepPoM
OTOENbHOI 3aWMIWEHHON CeTN; LEeHTP ynpaBNieHusl OaHHoW cetn bynet
pacnonaraTtbcs Ha nnowanke McnonHurtens.

5.4.8. [lononHuTtenbHble TpeboBaHUS K YHKUMOHANLHOCTM CPEeacTB

KpUNTO3aWwnTbl WUHGOPMaLMN, YCTAHOBMAEHHbIX B pernoHanbHbix LOL

NcnonHutensa ang ceasm ueHTpanbHbiM LOM NcnonHntens:

— BO3MOXHOCTb «rops4ero» pe3epBupoBaHnS (B pexunme
OTKa30yCTOMNYMBOro akTUBHO-MNACCUBHOMO KnacTtepa);

— BO3MOXHOCTb 0becne4ymBatb MNPOM3BOAUTENbHOCTb WWNAPOBAHMSA HE
mMeHee 500 MbuT/c.

5.4.9. JononHuTenbHble TpeboBaHWS K OYHKUMOHANbHOCTW CPeacTB

KpUnTo3awmnTbl MHgopMaumm, yctaHosneHHbix B C30:



—  BO3MOXHOCTb «XONOAHOr0» Pe3epBMPOBaHNS;

— BO3MOXHOCTb obecneymBatb MNPOM3BOAUTENbHOCTb WWUAPOBAHMSA He
MeHee 50 MbuT/c;

—  CKOPOCTb Nepepayv OaHHbiX npu pabote B cetsax L 3 VPN - mo 100
MoéuT/c.

55. KoMnoHeHT Ycnyr cBsi3nm «OrpaHuyeHue OocTyna K uMHcopmaumm

».

55.1. KomnoHeHT Ycnyr cBa3n «OrpaHumyeHue poctyna K uHdopmauumn»
nonxeH obecneynBatb OnokuposaHme poctyna K WHTepHeT-pecypcam B
cooTBeTCcTBMM C N.2 cT.5 PenepanbHoro 3akoHa Ne 436-P3 ot 29 nekabps 2010 r.
«O 3awute peten OT WHMOPMaUMW, MPUYUHSIOWEA Bped WX 300POBbI U
passuTUO», rOe onpegeneHbl BUObl  MHOPMauMW, 3anpeleHHoOn  Ans
pacnpocTpaHeHns cpeaou pneTel, a TakXe C WUCMNOSIb30BaHMEM MONOXEHUN
METOOMYECKUX  PEKOMeHOaumi Nno  OrpaHu4yeHnio B 0bpasoBaTefbHbIX
opraHmsaumsax goctyna obyyarowmxcsa K Bugam nHgopmaumm, pacnpocTpaHaIemon
NOCPeLCTBOM CeTU «/IHTepHeT», NPUYNHAIOWEN BpeL 300P0BbIO 1 (UNN) Pa3BUTUIO
neTel, a TakXe He COOTBETCTBYyHWLWEN 3amadyam obpasoBaHus, yTBEPXAEHHbIE
MwnHuctepcTeom npoceelleHns Poccurickon ®enepauum 28 anpensa 2014 r.

B pamkax OrpaHuyeHms goctyna K MHopMaumm OOAXHO OCYLWEeCTBAATbCA
perynspHoe (He pexe OOHOro pasa B [OeHb) OOHOBNeHMe 6a3 [OaHHbIX,
3anpeleHHbIx VIHTepHeT-pecypcos.

B pamkax OrpaHnyeHns noctyna K nHgopmaumm gonxHa 6biTb peannsoBaHa
dPyHKUMS aHanm3a cooepXmnMoro Bed cTpaHul ans onpeneneHns HeobxoamMocTu
6NOKMPOBKN MO KOHTEHTY, BK/Yas BeO pecypcbl UCNONb3ykowme CpencTsa
wudppoBaHns nepenasaemoro tpadgomka SSL / TLS.

KoMnoHeHT Ycnyr cBs3nM He [ONXeEH pacnpocTtpaHatbcs Ha APM

AOMUHUCTPATUBHO-XO3SMCTBEHHOIO 1 negarornyeckoro coctasa C30.

5.5.2. TpeboeaHus k apxutekType KomnoHeHTa Ycnyr

- OrpaHuyeHue pocTtyna K MHgopmaumm OONXHO 6biTb obecneyeHo Ha

OCHOBE MPOrpaMMHbIX 1 annapaTHbiX KOMMOHEHTOB, Pa3MelleHHbIX Ha



obbekTax VicnonHutens.

MNpeoycMoTpeTb  BO3MOXHOCTb  CO34aHWS  OBYX  (OU3NYECKM
pasneneHHblx cermeHToB cet B C30 ans pasfnenbHoro goctyna B CeTb
«/IHTepHeT»  ONs  yyYawmxcs W neparornyeckoro, a  Takxe

aAMVHMCTPATMBHO-X035CTBEHHOro coctasa C30.

5.5.3. YnpasneHne KomnoHeHToM Ycnyr

Insa ykasaHHbix 3akasuvkom C30 WcnonHutenb OONMXEH OCYWeCTBNATb

yrnpasneHne wn3aMeHeHnsaMn, KOTopble MOryT BKJ/IKOHATb WU3MEHEHUA Cliedyownx

napameTtpos kK KomnoHeHTy Ycnyr:

IPagpeca v nogcetu;

npasuna ounbTpaumm;

KNOYeBblE CNoBa M CNOBOCOYETAHMS AN OpraHM3aumn npaBua KOHTEHT
donnbTpaunu;

CMNCKWN PECYypPCOB OrpaHN4YeHHOro goCcTyna;

nogkntoyeHne C30 k cetn MVcnonHuTtens npu W3MEHEHUW appeca
pacnonoxenunsa C30;

NPMOCTaHOBNEHNE NN BO30OOHOBNEHNE OKa3aHUS YCNyTI;

okazaHve ycnyrm pna Hoeblix C30 no cornacoBaHWio Mexay
3akas4ynkom un VicnonHutenewm;

noaoknoyeHne Ob6bektoB LMK k cetu VicnonHutens npu nameHeHuu
agpeca pacnonoxenus Ob6bektos LINK;

okasaHue Ycnyr ces3n ons HoBbix O6bekToB LIMK no cornacoeaHuto
Mexay 3akasynkom n VicnonHuntenew;

npekpalleHne okazaHns ycnyru;

N WHble cOrnacoBaHHble McrnonHutenem n 3aka3ynkom napameTpbl

KomnoHeHTa Ycnyr.

5.5.4. TpeboBaHus K OOMOMHUTENbHBIM COYHKLMOHANY W COMPSIXXEHU CO

CMEXHbIMWN MNoACUCTEMAMU N DNEMEHTAMMU:

1)

KoMnoHeHT Ycnyr cBsi3W LOMXKEH MMETb BO3MOXHOCTb pPaclwuvpsTb

pyHKLUMOHAN MOCPENCTBOM TMOOKMOYEHUS K WHGOPMALMOHHLIM pecypcaMm U



CMeXHbIM noacucTemam, 6e3 CHUXEHNS YPOBHS MHAPOPMaLMOHHOK 6e30MmacHoCTMH,
€MKOCTU N NPOM3BOANTENBHOCTM.

2) K cMeXxHbIM noacucteMam OTHOCATCS crnegytowme:

—  OONOJIHUTENbHbIE UCTOYHUKW CMNCKOB OUNbTPALNN;

—  BHewHwe UOMO NcnonHuTtens.

3) LaHHble oyHKUMOHaNbHble BO3MOXHOCTU KOMMoOHeHTa Ycnyr cBSA3u
OONXHbl OblTb MCMONb30BaHbl ONS pPa3MeleHns PecypcoB, HEobXoOMMbIX ONs
obecneyeHnss KoMnoHeHTOB Ycnyr, a Takxe Ans MNoNyYeHUs OOMNONHUTENbHOMN
nHgopmaLnn rno punbTpaLnm.

5.5.5. TpeboBaHus kK nponssoantTenoHocTn KomnoHeHTa Ycnyr:

1) MpoussoantenbHocTb KomnoHeHTa Ycnyr cBs3au OonXHa ObiTb
OOCTaTO4YHOW, AN BbINOJIHEHUA BO3MIOXEHHbIX HAa Hee 3apmad. B cnydae
HEeoOXOAMMOCTN  yBENMYEHMS  MNPOM3BOAMTENbHOCTM  McnonHuTenb  [onXeH
NpeaycMoTpeTb Takyt BO3MOXHOCTb 6€3 JONOMHUTENbHbBIX KAanuTanbHbIX 3aTpar.

2) YBennyeHne npomsBoanTenbHOCTM KOMNOHeEHTa YCnyr CBS3U OOMXHO
OOCTUraTbCs cnenyrowmmm cnocobamu:

— 3amMeHa unm MoaepHM3aumsa annapaTtHoro obecneyeHus;

— 3aMeHa 1M MoaepHN3aLmsa NPorpamMMHOro obecneyeHns;

— yBenM4eHne NponyckHoM CnocobHOCTN KaHaNoB CBA3M, MarmcTpanbHbIX
n cetn Joctyna.

5.5.6. dnemeHT «KOHTeHTHaa dounbTpauns» (panee - NEMEHT)

5.5.6.1TpeboBaHuns K apxmTekType dnemeHTa

ApxuTekTypa pelweHnn Mo KOHTEHTHOW dounbTpaumn B pamkax ECIL,

npeacTasfieHa Ha pucyHkax 5 n 6.

Puc. 5. Obwas apxmTekTypa peweHnii No KOHTEHTHOW (oMnbTpaunn.

ObopynoBaHne K® nonxHo pacnonaratbCs B aOMMHUCTPATUBHBIX LIEHTpax
cybbektoB P® B coortBeTctBMM C TpeboBaHusmMm T3. (3a WUCKNOYEHUEM
Pecnybnukun Kpbim n r. CeBacTtonons).

OnemeHT Ycnyr cBasn «KoHTeHTHas cunbtpaums» ona Ob6bektos LMK



NpeLoCcTaBnsaeTCcs TONbKO Mo gononHuTenbHomy 3anpocy UMK Poccun.
5.5.6.2TpeboBaHns K dnemMeHTy

KoHTeHTHas punbTpaums oonxHa nogoepXxusatb cnegyrowme oyHKUnK:

—  KOHTpOSb Beb-Tpaduka no npotokonam HTTP, HTTPS;

—  610KMpOBKA 3T0HAMEPEHHBIX NHTEPHET-PECYPCOB;

—  nopnepxka YepHblx 1 6enbiX CMUCKOB UHTEPHET-PECYPCOB;

—  6nokmposka BpenoHocHoro MO n HexenaTenbHOW peknambl;

— obecneyeHne aHTMBUPYCHO 3awmnTtbl nonb3osateneir C30 npwm
B3aMMoOOencTemm c pecypcamm cetun VIHTepHeT (Be® aHTmMBMpYC),
BKJIH04as aHanma COLEPXNMOro Beb-pecypcoB "
nonyvyaembix/nepenaBaeMblx BMOXEHWN;

- NPUHYONTENbHOE BKJOYEeHMe 6e30macHOro noucka [ONnst MOMCKOBbIX
cuctem Google, Yandex, Yahoo, Bing, Rambler, Ask n noptana Y ouTube ons
6 NOKMPOBKUN HEXENATENbHOINO KOHTEHTA;

—  XypHanupoBaHue NONCKOBbIX 3arnpoCOB NONb30BaTeNEN;

- 6NOKMpOBKA MPUNOXEHWIA MONYNSAPHbIX  coumnanbHbIX CeTEen, C
BO3MOXHOCTbIO OTKPbITMS OocTyna, no 3anpocy [lotpebutens B
COOTBETCTBUM C 3anpawmBaeMbiMy LENCTBUAMU ONHA CTPAHUL, KaXaoWn
OTOENbHO B34TOMW couManbHOW CceTu, Npu YCNOBUW NOOLEPXKU
coumanbHOM CeTblo pa3rpaHnyeHns 0encTBU BHYTPU CepBUCa;

—  orpaHuyeHue no o6 bemMy NCnonb3oBaHUS BeH-Tpadurka;

— LeHTpann30BaHHOE pPacrnpocTpaHeHne NonnTuk 6e3onacHoOCTU Ha BCe
y3nbl KO;

— BegeHne pgocbe Ha C30, C BO3MOXHOCTbIO MPUBA3KK Tpadomka no
nocewaempim C30 pecypcam/kaTeropusiM pecypcoes, un 0b6beMy
MCNONb30BAHHOIO NHTEPHET-Tpagmka.

- nobaBneHne pecypcoB B CMMCOK AN KOHTEHTHOW dunbTpaumm no
3anpocy 3akasyuka

—  nobaBneHne cepBMCcOB B 00X04 KOHTEHTHOW cbunbTpauum no 3anpocy

3akasyumka



KoHTeHTHas dounbTpaumsa gonxHa obecneynsaTtb:

rmokyto dounbTtpaumnio HTTP Tpaduka;

dounbTpaunio HTTPS Tpadomka ¢ TOYHOCTbIO OO UMEHW 3anpallrBaemoro
pecypca Ha ocHoBaHUK 3Ha4yeHus SNI;

rmokyto dpunbTpauunio HTTPS Tpaduka cpeacTBaMm aHanm3a KOHTEHTa,
pasMelleHHOro Ha Beb pecypce Ha NpeaMeT 3anpeLlleHHbIX MaTepunanos
n (MnNKn) KN4YeBbIX ppas;

rmokyto dounbtpaunio HTTPS Tpadwuka, B cny4yae yCTaHOBKM Ha
KNMEeHTCKMe ycTponcTea ceptudpukara cnonHutens.

rmokyto comnbTpaumo HTTPS Tpadgumka Ha MOBUNbHbLIX YCTPOWKCTBaxX, B
cnyyae YCTaHOBKM Ha MobunbHble ycTpolhictBa WEB -6paysepa
NcnonHutens.

rmokyto comnbtpauunio HTTPS Tpadmka Ha MOBUNbHbLIX YCTPOMCTBAX B
NPUNOXEHNSAX, COrnacoBaHHbIX C 3aka34yMkKoM, B pamkax peannsauuu

npoekToB MuHucTepcTea 06pas3oBaHus.

5.5.6.3. TpeboBaHUS K NPUMEHSIEMbIM TEXHNYECKMM PELIEHNSM

Kd ponxHa ObiTb peann3oBaHa C WUCMNONb30BaHWEM NPOrpaMMHO-
annapaTtHbIX KOMMIEKCOB;

BO3MOXHOCTb, MO 3anpocy oT [loTpebutens, asTtomaTusauuu
NPOLECCOB, CBA3aHHbIX C npefocTaBneHnem ycnyru «OrpaHuyeHune
noctyna K uHdopmauum» nocpenctsoM anemeHta «KOHTEHTHas

dounbTpauns».

5.5.6.4. TpeboBaHWs K aBTOMaTM3aUUN

CpenctBa KOHTPONS OocTyna B CeTb VIHTEpHET u comnbTpaunn Tpaduka

ceTn IHTepHeT [onXHbl obecneynBaTb BbINOIHEHNE CNEOYIOWMNX COYHKLIWIA:

ObecneyeHne n KOHTPONb AOCTyna nonb3oBaTtenen B cetb VIHTEpHeT ¢
ounbTpaunen Bxopfwero u - ucxogswero WHTepHet-Tpaduka no
npotokonam HTTP/HTTPS.

YnpaeneHne OocTynom Kk cantam cetu VIHTepHeT Ha OCHOBE «4YepHbIX» U

«benbIx» CNnckKoB, COCTaBJIEHHbIX C WNCNOJ/Nb30OBAHMEM KaTteropmnsaunmn



cantoB. dDyHKUMOHAN HACTPOWKM  (punbTpaumm  BXOLSAWEro U
MCXomswero Tpadouka OONIXEH MNO3BONATb YyKadblBaTb B KayecTBe
onnbTpa Macky WM perynapHoe BbipaxeHue. Cnucku kateropum
CanToOB OOJIXHbI NPefoCTaBNATbCS NMPON3BOANTENIEM CPELACTB KOHTPOS
noctyna B cetb WHTepHer. [na agMuMHUCTPATOPOB MNPOrpaMMHOro
obecneyeHmss ponxHa ObiTb peanu3oBaHa (OYHKUMS  BHECEHUS
KOPPEKTUPOBOK B [HaHHble CMMUCKW, a TakXe co34aHMs COBCTBEHHbIX
kateropuin. Cnmcky OONXKHbI OOPMUPOBATLCSA MYTEM BHECEHUS He
TOJIbKO OAMHOYHbIX CaMTOB, HO N KX CMNUCKOB (B oopMarte TeKCTOBbIX
doannos C pasfenutensmm).

OTknoYeHne coyHKLUMOHANa KOHTPONS Ooctyna B ceTb «VHTepHeT» un
unbTpauun  Tpaduka  cetu NHTepHeT  ONs  KOHKPETHbIX
nonb3osBatenen/|P-anpecos.

YnpaeneHne OOCTYNoOM nonb30BaTtenern K pasfivMyHbiM - Tunam
nHpopmaunn B cetn NHTepHeT (BMOEO, ayano, ndodbpaxeHns n T1.4.).

YnpaeneHve OOCTYNoOM Mnonb3oBatener K BO3MOXHOCTW nepenadqn B
cetb VIHTepHeT wHoOpMaumm pasnuyHblXx TUMOB (BMOEO, ayauo,
n3obpaxeHns n T1.4.).

YBeOooMmneHne B OKHe Opay3epa nonb3oBartens cetun MHTepHeT o
6nokMpoBaHMM OOCTyna K 3anpawnBaeMoMmy mMofb3oBateneM web-
pecypcy B cnyyYae HapyweHuss TpeboBaHuii  MHAPOPMAaLMOHHON
6e30MacHOCTM, a TakXe Ha OCHOBaHUW HanMyins noTeHUManbHO
onacHoro koga (c pyHkUMen npaeBkun Kkoga 1 Tekcta yBeaoMIEeHNS).
ABTOMaTUYECKOE WM PYYHOE OOHOBNEHME MPOrpPamMMHbIX KOMMOHEHTOB
C cailTta npoussoauTens.

YnpaeneHne [OCTYNnoM K CpefacTBaM KOHTPONS jgocTyna B CeTb
NHTepHeT n dounbTpauum Tpadpuka cetn VIHTEpHET C NCMOIb30BaHUEM
pPONeBON MOLENN.

[MpoTokoNMpoBaHMe OENCTBUIA aOMUHUCTPATOPOB CUCTEMDI.

ObecneyeHne  OTKA30YCTOMYMBOCTM  MPOrpamMMHO-annapaTHbIX



KOMMOHEHTOB CUCTEMBbI.

5.6. KoMmnoHeHT Ycnyr cBs3aum «MOHUTOPUHI M obecneyeHn e

6e3onacHOCTU CBSA3MN»

5.6.1. 9nemeHT «MOHMTOPUHI napamMeTpoB KayecTBa NpenoCcTaBNSEMbIX

ycnyr»

5.6.1.1. TpeboBaHUs K oyHKLMOHANY CPEACTB MOHUTOPUHIA 1 OTHETHOCTU

CpencrtBa MOHUTOPMHra OYHKUMOHUPOBAHUS U ODOPMUPOBAHUS OTYETHOCTHU

LOONXHbl 0becneymBaTth BbiNONHEHNE CNenyoWwmx OyHKLWIA:

1) O0ODBEKTMBHbIA KOHTPONb PaboTOCNOCOOHOCTM CPEenCTB CBS3N U
cobniopeHms Tpebyemoro kayecTtBa YCNyr CBSI3W, LIENIOCTHOCTUM M YCTOWYMBOCTM
OYHKUMOHMPOBAHNSA CceTeil nepefadynM [LOaHHbIX MOCPELACTBOM UCMOSIb30BaHUS
METPONOrMYeckoro NporpamMMHo-annapaTHoOro KoMnnekca, a takxe 6e3onacHocTb
CBA3M NpWM NOOKMKYEeHUM w1 npepocTtasneHunm pgoctyna nana C30 K
roCyaapCTBEHHbIM, MyHMLMNANbHbIM, NHBIM WHGOPMAaLMOHHBIM CUCTEMAM U K CETU
«/IHTEepHeT»;

2) [llpoTtokonupoBaHue LOEWCTBUA NONb3oBaTenem n agMUHUCTPATOPOB
CUCTEMBbI.

3) dopmmpoBaHMe OTHETHOCTU C NPenoCcTaBneHneM oyHkUnoHana:

— 3agaHua UNbTPOB MO BCeM (NobbIM) nonsM, nNoaOepXMBaAEMbIM
cpeacTBamMm  MOHUTOPUHra (PYHKUMOHMPOBAHUSA U (POPMMPOBAHUS
OTYETHOCTW;

— oopMMUpPOBaHUS 3anpocoB k 6ase OaHHbIX;

— 3ajaHug oopmaTta OTYETOB.

5.6.1.2.OTnpaBky OTYETOB MO pacnucaHunio 1M no 3anpocy TpeboBaHus K

KomnoHeHTy Ycnyr cBs3an «MoHUTOpUHT ©n obecnevyeHne 6e30MacHOCTY

cBa3n» (panee — KOMMNOHEHT ycnyru):

1) KOMMNOHEHT Ycnyr cBsS3n OONXEH NpeactaBnssTb cobot COBOKYMHOCTb
ONEMEHTOB C BO3MOXHOCTbIO UX KOMOUHALNN 1 N3BMEHEHWIA.

2) OCHOBHbIMM NPUHLMNAMX MOHMUTOPUHra K obecrnevyeHns 6e30nacHoOCTU

CBA3N OOJI>KHblI ABNATbLCA YHNBEPCA/IbHOCTD, yrnpaBndemMocCTb 7



MaclTabupyemocTb.

3) KomnoHeHT Ycnyr cBA3u OONIXEH NO3BONATb 3aMyCK OOMNONHUTENbHbIX
OnemeHTOoB No TpeboBaHutio 3akazuymka n lMoTpebutens 6e3 AONONHUTENbHbIX
3artpar.

4) TexHn4eckune nporpamMMmHo-annapaTHbie CpeacTsa, UCNoNb3yemMble Npu
okagdaHun KomnoHeHTa Ycnyr, 4ONXHbI COOTBETCTBOBATb TPEOOBAHUSAM
rOCyoapCTBEHHONW  MEeTPONOrnM4ecKom  MU3MEPUTENIbHOW  CUCTEMbI
HaLMOHaNbHOr0 YPOBHS, 3a CHET BbINOIHEHNS cneayowmnx TpeboBaHwnii:

MCNONb30BAHUA  CPEACTB  WU3MEPEHUsi, BHECEHHbIX B
depepanbHbii  MHPOPMAUMOHHBLIA  (PoHA NO  obecneyvyeHunio
eoVHCTBA W3MEpeHun, a TakXe CBOEBPEMEHHO npoLweawmnx
NoBepky B COOTBeTCTBMM C TpeboBaHusiMm cTtatbn 13
depnepanbHoro 3akoHa ot 26 uoHsa 2008 r. Ne 102-d3 «0O6
obecneyeHnn eanHCTBA N3MEPEHNIN»;

COOTBETCTBMA BCEX MporpamMMHo-annapaTHbIX CpencTtsa
TpeboBaHNSAM K  M3MEPEHWsIM,  OTHOCAWMMCA K  cdoepe
rocyLapCTBEHHOrO  PEerynMpoBaHns obecrnevyeHnss ennHcTBa
N3MEPEHNI 1 BbINOSIHAEMbIM NpK obecneyYyeHnn LeNOCTHOCTM U
YyCTOMYMBOCTN  (PYHKUMOHUPOBAHUS  ceTu  cBA3n  obwero
NOfb30BaHNS, @ WMEHHO, B COOTBETCTBUM C MOCTAHOBMIEHNEM
MNpaBuTtenbctBa Poccuiickoih ®epepaunm o1 16 Hosibps 2020 r.
Ne 1847 «O6 yTBEPXAEHUN NEPEYHS N3MEPEHMIA, OTHOCSLLNXCS K
cdoepe  rocynapCTBEHHOrO  PEerynvMpoBaHus  obecneyeHus
e0VHCTBA N3MEPEHNI».

cepTugmkaums  obopynoBaHMs B COOTBETCTBMM  C
noctaHosneHueM lNpaesntenoctea Poccuinckon denepaumm ot 04
despana 2022 r. N2 113 «O6 yTBEpXOEHUN MEPEeYHs CPencTB
CBS3M, NOANeXalmx 0693aTenbHON ceptTudmkaumm»;

5.6.1.3TpeboBaHuns Kk apxmtekType KomnoHeHTa Ycnyr cBsian

ApxuTekTypa [OMXHa CTPOUTbCA Ha MpuHUMNAX  MOAYNbHOCTU W



MacwTabupyemMocTu, Ha NPOrpPamMMHbIX 1 annapaTHbIX KOMMOHEHTaXx.
TexHuyeckne peleHus, NpUMeHsieMble B paMkax okasaHusi KoMnoHeHTa
Ycnyr, DOnXHbl NpeactaBnsaTb cobol nepapxmyeckyto CUCTEMY C BO3MOXHOCTbIO

roOpn30oHTAaIbHOIro U BepTUKasrbHOrro MaCI.IJTa6VIpOBaHI/IF|.

Puc. 6. Obwas apxutektypa KomnoHeHTa Ycnyr

«MOHUTOPUHT 1 obecneyveHne 6€30MacHOCTM CBSA3UN».

LleHTpanbHbIM y3710M TEXHUYECKUX PELWEHUA, MPUMEHSEMbIX B pamKax
okazaHma KomnoHeHTa Ycnyr, OONXEH SBNSATbCS OTKA30YCTOMYMBBLIA KnacTtep
cepBepoB. YPOBHEM arperauum [ONXHbl SBAATbCA 30HAbl YPOBHS arperauuu,
pa3MellaeMble B 30HE OTBETCTBEHHOCTU McnonHutensi, obbekTamu KOHTPONS
OONXHbI 9BNsATbCA okaadbiBaeMmble C30 B COOTBETCTBMM C 3asiBKaMu yCNyru cBasu
C UCMNONb30BaHNEM 30HAO0B, pa3MellaemMbix Ha ykadaHHbix C30.

TexHnyeckne peweHns, npuMeHsemble Ons okasaHusa KomnoHeHTa Ycnyr,
OOJIXHbI MCMONb30BaTh TOMbLKO MPOrpaMMHo-annapaTtHble 30HAbl ON8 NOAy4YeHUs
MCXOOHbIX [HOaHHbIX O pPaboTocnocobHOCTN CPeacTB CBS3M U COONMOAEHMIO
TpebyemMoro kadecTBa NpenocTaBneHuMst ycnyr cBs3n. Mcnonb3oBaHWe WHbIX
Crnocob0oB MONYYEeHUS UCXOOHbIX OaHHbIX O PAaboTOCNOCOOHOCTN CPEACTB CBS3U U
cobniopeHnto  TpebyeMoro kayectBa NPenoCTaBfeHWs YCnyr CBS3U  He
npegycMatpusaeTcs.

N3mepeHus kadectBa ycnyr ons kaxaoro C30 OonXHbl NPoM3BOANTLCS ONS
OBYX Y4aCTKOB OTOENbHO:

oT C30, O6bekTa LMK oo Toykm npucoeanHeHms k ECIMI;
o1 C30, ObbekTa UMK oo MIHTepHeT-pecypcos.

5.6.1.4YnpasneHne KomnoHeHTOM Ycnyr

Ins ykazaHHbix 3akadunkom C30, Ob6bektoB LMK VcnonHntenb OonxeH
OCYWECTBNATb yNpaBNeHNe M3MEHEHUNSMU, KOTOPbIE MOTYyT BKKOYATb M3MEHEHUS
cnefyowmx napameTpoB OKalaHUsS MOHUTOPWUHra m obecrnedyeHnss 6e30nNacHOCTM
CBSA3U:

—  nepuwopg onpoca 060pynoBaHNS;



—  pacnucaHne MOHUTOPWUHra;

—  KONMYECTBO OLEHMBAEMbIX MAapaMeTPoB Ka4yecTBa yCnyru;

—  rnapameTpbl ONs OUEHKM KayecTsa yCnyr;

—  0b6beM napaMeTpoB OLIEHKM Ka4YecTBa;

— |Papgpeca n nogcetu;

—  npodomnmn NopToB OOCTYyNa;

— nponyckHas cnocobHoCTb nepenaynm Tpaduka pasHblX TWUMOB MO

npenocTasnsieMblM kKaHanam cesa3un mexay C30, Ob6bekTa LUWK;

— |Pagpec ona 3awmtbl oT DDoS aTak;

- nogknoyeHne C30, Ob6bekta UMK «k cetm WcnonHutens npw

N3MEHEHUN afpeca UX MECTOPACMONI0OXEHNS;

— NPUOCTAHOBNEHNE WM BO30OHOBMEHWE OKa3aHMS MOHUTOPUHra W

obecneyeHns 6e3onacHoOCTU CBA3MN;

— MoHuTOpMHr 1 obecnevyeHne 6e3onacHOCTU cBS3M ans Hoebix C30,

O6bekTta UMK no cornacoeaHuio mexay 3akasynkom u MicnonHutenewm;

—  npekpauleHne MOHNTOPUHra un obecnevyeHns 6€30nacHOCTY CBA3M;

— WHble cornacoBaHHble lMcnonHutenem n 3akas3ynkoM napameTpbl

MOHUTOPWHra n obecnevyeHnst 6e30NacHOCTN CBS3M.

5.6.1.5. TpeboBaHns K [OMNONHUTENbHbIM (OYHKUMOHANY M COMPSXEHUS CO

CMEXHbIMK CUCTEMAMN N DNEMEHTAMMU:

1) KomnoHeHT Ycnyr cBaA3W LOONXEH UMETb BO3MOXHOCTb PacCWUpATb
OyHKUMOHAN noCPeacTBOM MOOKMOYEHUS K WHGOPMAaUMOHHBIX pecypcaMm W
cuctemMaMm, 6e3 CHUXEHMSI YPOBHS MHAPOPMaUMOHHOW 6e30nacHOCTN, eMKOCTU U
NPON3BOAMNTENBHOCTMN.

2) JaHHble doyHKUMOHanbHble BO3MOXHOCTU KoMMnoHeHTa Ycnyr cBS3u
OONMXHbl  OblTb  MCMNONb30BaHbl ANl  MOHUTOPMHra napaMeTpoB Ka4yecTBa
npeaocTaBNgeMbIX YCNyr

5.6.1.6TpeboBaHns kK nponssoantTenbHocTn KomnoHeHTa Ycnyr

1) MNpoussoantenbHocTe KomnoHeHTa Ycnyr cBsi3u OofXHa ObiTb

OOCTaTO4YHOW, [ONS BbIMNONIHEHUST BO3/IOXEHHbIX Ha Hee 3agay. B cnyyae



HEeobXOAMMOCTU  YBENMYEHMS MPOM3BOAMTENbHOCTM  McnmonHuTenb  [ONXeH
NpeLyCcMOTPETb TaKyto BO3MOXHOCTb.
2) YBenundeHve nponssogutenbHocTu KoMmnoHeHTa Ycnyr cBa3n OONXHO
LOCTUraTbCs Cneaywmmmn cnocobamu:
— 3amMeHa unM MoaepHM3aumsa annapaTHoro obecneyeHus;
— 3aMeHa 1M MooepHU3aLms NPorpamMMHOro obecnevyeHns;
— yBENUYEHNE NPONYCKHOM CNOCOBHOCTM KaHanoB CBA3U, MarucTpasnbHbIX
N cetn JocTtyna.
5.6.1.7TpeboBaHnNs K HANNYMIO OTYETOB
KomnoHeHT Ycnyrm ponxeH obecneumBatb no kaxpgomy C30, B
COOTBETCTBUM C 3asBkamu, OopMuUpoBaHMe B 3NEKTPOHHOM Buae (3a
NCKNIOYEHMEM CNy4YaeB COAEPXaHUss B OT4YeTax CBEOEHWA, COCTaBASAOWNX
rOCYLapCTBEHHYIO TaWHy, WM CBEOEHUA OorpaHM4YeHHoro pgoctyna («[ns
cny>xebHOoro mnonib30oBaHMSA»)) MO 3anpocy YMNOSHOMOYEHHOro MpeacTaBUTENs
3akasyunka n B aBTOMaTN4YECKOM pexunme npenonpeneneHHon
(pernamMeHTUpPOBaHHON) CTATUCTMYECKON N aHANMTNYECKOM OTYETHOCTU O Ka4yeCcTBe
yCnyr CBSA3MU:
doopMunpoBaHue Mepnoany4ecKmnx CTaTUCTUYECKUX U aHaNUTUYeCKUX
OTYETOB O KayecTBe YCnyr CBS3W MO NPeOocCTaBfieHHbIM  3aka34ynMkoMm
npenonpeneneHHbiM oopMaM N UX aBTOMaTU3NMPOBAHHYIO PaCChifKy CpeacTBamMu
9NEKTPOHHOM NOYThI (3a UCK/TIIOYEHNEM ClyHaeB COAEPXAaHUSA B OTYETAX CBEOEHWUNA,
COCTaBNAOWMX rOCYQaPCTBEHHYIO TalHy, UM CBEOEHUA OrpaHUYeHHOro gocTyna
(«Ons  cnyxebHoro nonb30BaHMSA»))  YNONHOMOYEHHbIM  MPEeACTaBUTENSM
3akas4yunka;
doopMUpPOBaHNE B 3NEKTPOHHOM BMAE (3a WCKOYEHUEM CNy4aeB
cogepXxaHus B oTyeTax CBeOEeHW, COCTaBNSAOWNX roCYnapCTBEHHYIO TanlHy, U
CBEOEHUn orpaHuyeHHoro poctyna («IOns cnyxebHOro nonb30BaHUS»))
onepaTuBHbIX OTHETOB 3a NPOM3BOJIbHbIA NEpPUo BPEMEHN O KA4eCTBE KOHKPETHOM
ycnyrn cBs3nM Ons  KoHkpetHoro C30 npu camocTosATenbHOM obpalleHmm

3akasyuka kK KomnoHeHTe Ycnyru;



HakonneHne cOOPMUPOBAHHbIX OTYETOB B 6a3e AaHHbIX PernaMeHTHOM
OTYETHOCTN.

5.6.2 . 9neMeHT «3awuTta ot DDoS atak» (nanee — DEMEHT)

5.6.2.1Ha3Ha4yeHne OnemeHTa

OneMeHT npepgHasHavyeH ONs obecrneyeHns 3awuTbl OT pacnpeneneHHbIX
aTak TMna «oTka3 B obcnyxueaHum». B coctaBe AnemeHta «3awmTta oT DDOS
atak» lcnonHutenb OOMXEH okasdbliBaTb TenemMaTmnyeckme ycnyru cBasu.

5.6.2.2TpeboBaHns K DNeMeHTy:

1) 9NEMEHT [onXeH npepoctasnatbca ang Bcex IP - cetenm C30,
O6bekToB LMK KoTOpble UCNONb3YHOTCA OKOHEYHbIMU MONb30BaTENbCKUMM
ycTporictBamu [NoTpebutenei;

2) LOJIXEH NPOBOANTLCS aHanu3 VIHTepHeT-Tpadomka cnenyrowmx BULOB:

— CTaTW4YecKMin — Ha OCHOBAHMWN CpPaBHEHUN PaKTUYEeCKUX napameTpoB
NHTepHeT-Tpadbuka C  COOTBETCTBYWOIWMMM  3HAYEHUAMU  UHONBUAYANbHO
YCTAHOBJIEHHbIX MPAHNYHbIX 3HAYEHWIA;

— OVNHAMUYECKUIA — BbISIBNEHNE OTK/IOHEHWIA peanbHOro obbema Bcero
NHTepHeT-Tpadomka nonb3osatenen (PPS u BPS) OT cTatucTu4ecku
00ObIYHbIX 3HAYEHWNIA;

3) ponxeH npoBoautbCcs aHanma WHTepHeT-Tpaduka C  Yy4eToM
cnenyrowmnx Nnpn3Hakos VIHTepHeT-Tpadmka:

— OunanasoH IP-agpecos oTnpasutens/nonyyarensa VIHTepHeT-Tpaguka;

- onanasoH agpecos noptoe TCP/UDP otnpasutensa/nonyyarens
NHTepHeT-Tpaduka;

—  HauMeHoBaHuAa N napameTpbl NnpoTtokonos IP, DNS, TCP, UDP, ICMP, AH,
GRE, ESP (Hanpumep, 3Ha4eHus TCP-donaros gna npotokona TCP/1P);

4) ponxeH npoBoauTbCca aHanud VHTepHeT-Tpadhuka no cnegyrowmm
napameTpam:

—  Xapaktepuctukun MIHTepHeT-Tpadomnka (pacnpeneneHune rno npoTtokonam);

—  KonuyecTBO naketoB VIHTepHeT-Tpadomnka B cekyHay (PPS);

—  konuyecTtBo 6aiT NHTepHeT-Tpadmka B cekyHay (BPS).



5) Heobxoammo ornosewatb [MoTpebutens o HaNU4YMM HeXenaTtesibHOro
NHTepHeT-Tpadgmka npu ero nosisneHnn na cetun Notpebutens;

6) B TeyeHme 30 MUHYT nocne obBHapyXeHuss aHomanuii Heobxoaumo
HanpaBnsatb WHTepHeT-Tpaduk [loTpebutens Ha nporpaMmmHo-annapaTtHbINi
komnnekc WcnonHuTens, BbIMOAHSAOWWA C MOMOLWbK BEPOSATHOCTHbIX METOA0B
OYUCTKY nocTynawuwero Ha Hero VIHTepHeT-Tpadpmka B uensax dunbtpaumm
HexenatenbHoro VIHTepHeT-Tpadoumka.

5.6.2.3./icnonHntens gonxeH obecneuymBatb 3awmty oT DoS/DDoS-atak Ha

obopynosaHun icnonHurtens.

1) 3awmTta oTr D0S/DD0OS atak cpencrtsamu WcnonHutenss ponxHa

obecneynBaTbCs OT CliedylowWwmx TUMOB aTak:

— aTaku Ha nepenonHeHne kaHanos ceA3u (Volumetric Attacks);

— aTaku Ha ceTeBYIo MHQpacTpykTypy (State Exhaustion Attacks);

— ataku ypoBHS npunoxeHunin (Application Attacks).

2) dunbTpaumsa Tpaguka [ONXHA OCYWEeCTBAATbBCA MO Cneaylowum

KpUTEepusm:

— MO reorpaunyeckomy nNpu3sHaky;

— MO «YepHbIM» N «benbiM» cnmckam |P agpecos;

—  rpoTokonam;

—  ropTawm;

— C TNOMOLWbIO pPErynsapHbIX BblPAXEHUA OCHOBHbIX XapaKkTepUCTUK
NPOTOKONOB;

— C MNOMOLWbIO PErYNSAPHbIX BbIPaXEHUA pPasnUyHbIX XapakTepUCTUK
NPUNOXEHWNIA;

— C npuMeHeHueM challenge/response KOHTpPMeEp, ONS yOOCTOBEpeHus
XOCTOB UCTOYHUKA;

—  C OTCNneXwuBaHMWeM COedNHEHUI Ha Hannyne MeaneHHbIx aTak.

3) O6opynosaHne NcnonHntens, obecnednsatowee 3awmTty ot DoS/DDoS,
OOJTXHO MMETb TEXHNYECKYH BO3MOXHOCTb:

— nonasndATb ataku OO YPOBHSA NPUNOXeEeHUa cemMnyposHeson mooenn OS



€eMKOCTbIo He MeHee 150 buT/cek;

— noaaensaTb arakum OO TPaAHCMNOPTHOrO YPOBHS CEMWYPOBHEBOW MOLENN
OSl oo 2 TéuTt/c;

- npy HeobXo4MMOCTM U BO3MOXHOCTW B3aMMOOENCTBOBATb C CUCTEMOWA
dawmtbl  oT DoS/DDoS [Motpebutens B  uensx  06paboTku
aBTOMaTU4YeCKMX 3arpoCoB akTMBaUUW  OOMOSIHATENIbHOW  OYUCTKU
Tpadovka n nogaBneHns atak;

— B aBTOMATMYECKOM peXxume 3arpyxartb W MPUMEHSTb «benbie» W
«yepHble» cnnckn IP  agpecoB cetun «/HTepHeT» Onsg  To4ek
noakntoyeHns MNoTtpebntens, B KOTOPbIX OKa3biBAETCS ycayra no 3awmre
ot DoS/DDoS.

4) PeweHne 3awmtbl o1 DoSDDOS 0onXHO noogepXmsBatb BKAKOYEHUE
pexXnma o4MCTKM Tpadhuka nepevymcneHHbIMK HUXe cnocobamum:

— B aBTOMaTtM4yeCckOM pexume npu  MNONYyYEHUN CBELAEHUA  OT
obopynoBaHus nnowanku Motpebutens, roe okasbiBaetcs Ycnyra;

— B ABTOMATMYECKOM pexume npu obHapyXeHun obopynoBaHMEM
NcnonHutens aHoMmanum B Tpaduke MNoTpebutens;

- BPy4HYyt0, nyTeM obpaieHns MoTpebutenem B cnyxby TeXHUYECKOMN
noonepXkun Y4actHuka;

- BpyuyHyto WcnonHutenem npu  obHapyXxeHunm obopynoBaHUEM
NcnonHntens aHomanum B Tpaduke MNMotpebutens.

5.6.3. dnemeHT «MexceTeBoe aKpaHUpoOBaHue» (fanee — INEeMEeHT)

5.6.3.1Ha3HavyeHne dnemeHTa
OnemeHT npenHasHavyeH ans obecnevyeHms MHOPMALMOHHOW 6e30nacHOCTH
npu goctyne B ceTb VIHTepHeT, a Takxe npu obmeHe Tpadmkom mexay ECIMI un
nogknodaembiMn Kk  ECIMO  Kananamn L 2, nona  npenotBpaleHus
HeCaHKLMOHNPOBAHHOIo AocTyna kK BHYTpeHHMM cermeHtam ECIIL v nonbiTok
B3/10Ma.

OnemeHT nNpenHasHavyeH ans obecnevyeHms MHOPMAUMOHHOW 6e30nacHOCTH

Npwn gocTtyne B ceTb «/IHTepHeT», a Takxe npu obmeHe Tpadgmkom mexay ECIMIO un



Obbektamm UMK, ona npepoTBpaweHuss HecaHKUMOHMPOBAHHOrO [nOCTyna K
BHYTpeHHUM cermeHTam ECI1 L v nonbIToK B3noma
5.6.32eboBaHnsa K DNEMEHTY:
1) OneMeHT OONXEH pewartb cnegyrowme 3anadn:
—  pasrpaHu4yeHue CeTeBoro B3aMoOeNCTBMS MEX QY CEerMEHTaMMU;
—  B6noKupoBKa 3anpeLleHHbIX TUMOB B3aMMOOENCTBIIA;
- XypHanMpoBaHne WAM MOACYET 4Yucna MOMbITOK OCYLWEeCTBNEeHUS
3anpelleHHbIX B3anMoaencTBui;
—  6nokmpoBka obpalleHunii K U3BBECTHBLIM CEPBEPAM 3/10YMbILINEHHNKOB;
— noanepxka 6nokupoBku Tpadomka Ha OCHOBAHUW CUTHATYP.

2) MexceTeBble 3KpaHbl OONXHbI obecneyuBatb  3awuUTy OT
HeCaHKUMOHUPOBAHHOIO O0CTyna u3 ceTu VIHTepHeT unn BHEWHeW ceTu no
oTHoweHwuo kK ECII, a TakXe KOHTPONb U perynmpoBKy OOCTyna nonb3oBaTenen
BHYTPEHHEN ceTn K pecypcaMm cetn VIHTepHEeT © BblOENEHHbIM CErMeHTam
nHppacTpykTypbl [loTpebutena. MexceTeBoin akpaH p[onxeH obecneymBatb
KOHTPONb BCEro npoxonswero tpaduka u ObiTb YCTONYMBBIM K BO3OENCTBUIO
BHELWHNX aTak.

3) [Mpwn Bbibope MCO onpeneneHHOro knacca 3awntbl ons obecneyeHus
6e30nacHOCT B  WH(POPMALMOHHBLIX CUCTEMAxX COOTBETCTBYIOWEro Knacca
3aWKMWEHHOCT HeobXxoauMO PYKOBOACTBOBATbCS HOPMATMBHBLIMA  MPABOBbLIMY
aktamm ®CTOK Poccum.

4) Bblbop cepTMdUUMPOBAHHBLIX HA COOTBETCTBME TpeboBaHMAM MO
6e3onacHocT  UWHgopmaumm MCO, p[onxeH nNpPoOM3BOAMTLCA C  Y4ETOM
COBMECTMMOCTU C  MHM(OPMAUMOHHLIMA  TEXHOMNOIMSMMU N TEXHUYECKNMMU
cpeactBamu, yHkUmMiA 6e30macHOCTM 3TUX CPeAcTB M OCOBEHHOCTEeR  uX
peannaaumm, a TakXxe Knacca 3awmnweHHOCT MHPOPMaUNOHHON CUCTEMBI.

5) Ons obecneyeHnss HeobXoOMMOro YPOBHS  MHGOOPMALMOHHOW
6e3onacHOCTM HeobXxoOMMO MPUMEHATb B KayecTBe KJ/HOYEBOW HACTPOWNKM
MEXCETEBOro aKpaHa npuHumn «3anpeueHo sce». OTkpbiBatbcs HA MC3 [onXHbl

TONbKO T€ yCnyrun, XocCctbl, CE€T\ N NPOTOKONbl, KOTOPbIE HYXHbI ONA obecnevyeHus



paboTbl cuctem NoTpebutens. Bce Hencnonb3yemble agpeca, CeTu, NPOTOKOJbl U
ycnyrn Ha MC3 nonxHbl ObiTb 3anpeLleHbi.

6) MCO ponxeH comepxaTb cpencTsa, obecrnedmBarowme KOHTPONb 3a
LENOCTHOCTbID CBOEN NpOorpamMMHOn M WMHOpPMauMOHHOM 4YacTu. MexceTeson
9KpaH OONXEeH npemycMaTpmBaTb Mpouenypy BOCCTaHOBNEHWs nocne cboes w
0TKas3oB 000pynoBaHUS, KoTopas MOONXHa obecneynBaTb BOCCTaHOBMEHME
CBOWCTB MEXCEeTeBOro akpaHa. B mexceTeBOM akpaHe AonxHa obecneymBaTbCs
BO3MOXHOCTb perfnaMeHTHOro TeCTMpPOBaHUS.

7) B XxypHanax unu log-cpannax B o0b6si3aTenbHOM MOpsioke [OOJXHb
pPermcTpupoBaTbCcsl BCe COObITUSI O COeAMHEHMAX, YCTaHaBnMBaeMblx Yeped MC3.

8) [lpwm BO3MOXHOCTM pHoNxHa ObiTb obecrneyeHa aBToMaTuyeckas
permcTpaums cnenyrwmx cobbiTUin NHPOPMaLMOHHOK 6€30NacHOCTH:

- nobble MoMbITKM BXoAa/Bbixoja CyObekToB HocTyna B CUCTEMY/U3
CUCTEMbI;

- N3MEHEHNE MpaB W CUCTEMHbIX MNPUBUNETNA YYETHbIX 3anucen
nonb3oBaTeneu;

—  M3MeHeHue HacTpoek MCO.

9) SawwmTta Ha ocHoBe MCO ponxHa peanu3oBbiBaTb cnegytowme
BO3MOXHOCTM:

—  dounbTpaums Ha OCHOBE CETEBbIX aPECOB OTNPaBUTENSA NoNnydYaTens;
—  NoKanbHas curHanuMsauus nonbiTOK HapylweHus npasun unbTpaunm;
10) MC3 ponxeH 6bITb NCNONb30BaH ANS:
- OrpaHNYEeHNs U 3anpeleHns [ocTyna XOCTOB BHYTPEHHEN CeTu K
cepBucam BHewHen cetn VIHTepHeT;
— OrpaHn4yeHnss OOCTyna BHEWHWX MoNb3oBaTenen K BHYTPEHHUM
pecypcam KoprnopaTuBHOW ceTu;
- nooaepXxkn npeobpasoBaHns ceteBblx agpecoB (NAT), 4TO nNo3BonseT
NCNONb30BaHME BO BHYTPEHHEN ceTu npuBaTHbIX |P anpecos.
11) Ons obecneyeHns WHGOPMALMOHHOK 6e3onacHoCTU npu obmeHe

NHGOpMaumen Mexay BHYTpeHHumn noacetamu  ECIMIO  gonxHbl



yctaHaBnmBatbcd MCO Ha cTblike Y310B CeTW, co3gaBasi npu 3TOM
OOMONMHUTENbHBLIE  TOYKM  KOHTPONS  OOCTyna, KOTOpble  OONXKHbI
obecneymBaTb  OrpaHuyYeHne crnocoboB  B3aMMOOENCTBMS  Mexay

cerMeHTamu ceTn.

5.6.3.3TpeboBaHnNs K MPUMEHSEMBIM TEXHNYECKMM PELIEHMAM DNeMeEHTa

5.6.3.4TpeboBaHnst K NOCTaBKE:

obopynoBaHne dnemeHTa CMCTEMbl OONXHO ObiTb peann3oBaHo B BUAe
NporpamMMHO-anmnapaTHoro KkKommnfaekca Ansg opraHu3auumn knactepa
0TKa30yCTOMYMBOCTW active-passive nnu active-active;

NOCTaBNSIEMOE pPeleHne OOoNXHO ObiTb BHECEHO B EamHbIn peecTtp
POCCUIACKUX NPOrpamMMm 05 3NEeKTPOHHbIX BbIYUCINTENbHbBIX MalWH 1 6a3

OaHHbIX.

5.6.3.5TpeboBaHnNs K PyHKLMOHANY CPEACTB MOHUTOPMHIA N OTYETHOCTH:

DOJIXHO obecneynBaTbCs NpoTOKOMpoBaHne nencTeum

nonb3oBarenen n agMmHUCTpPaTopos CUCTEMBI;
OONXHO  obecneunBaTtbCs  (QOPMMPOBAHME  OTHYETHOCTM  C

npenocTasneHneM oyHkuuoHana:

LONXHO obecneynBaTbCsa 3ajaHme PunbTPoB Mo BCeM (NH0ObIM) NONsaM,
noogepXxvBaeMbiM CpeacTBaMn MOHUTOPUHra (PYHKUMOHMPOBAHUSA U
JoOpPMUNPOBAHNSA OTHETHOCTN,

0ONXHO obecneynBaTbCcs hOPMMPOBaHUE 3anpocoB K 6ase AaHHbIX;
LONXHO obecneynBaTbCs 3aaaHne oopMaTa OTHETOB;

nonxHa obecneymBaTbCs OTNpaBka OTYETOB MO PaCMMCaHUIO U MO
3anpocy aaMMHUCTPATOPOB CUCTEMDI;

OONXHO obecneynBaTbCs OTK/IOYEHNE MOHUTOPWHra
PYHKUMOHNPOBAHNA N (POPMUPOBAHNSA OTYETHOCTU ANA KOHKPETHbIX
nonb3osartenei/IP-anpecos;

OONXHO obecneymBatbCs ynpaBneHWe [OOCTYNOM K CpeacTBam

MOHWUTOPWHIra 1 OTYETHOCTM C UCMONb30BaHNEM PONIEBOI MOAENN.

5.6.3.6TpeboBaHns K N0Nb30BaTENIbCKOMY MHTEPAOENCY:



— NPOrpamMMHbIi MHTEPIENC KOMMOHEHTOB CUCTEMbI, BKIKOYas CpefcTsa
ynpasneHns, a Takxe JOOopMbl OMOBELWEHNA W1 yBeLOMIEHUN
afMVHMCTPATOPOB CUCTEMbl 1 Mofb3oBatenen cetn VIHTepHeT OONXeH
MNOMHOCTbIO NOAOEPXMBATbL PYCCKNA A3bIK, UCMONb3YS KOOUPOBKY TEKCTa
UTF-8;

— Hannune W eb-uHTepdperica ona poctyna K KOMMOHEHTaM y3na
unbTpauum VIHTepHeT-Tpadpuka, BkYas CcCpencrtesa  ynpaslieHUs,
MOMIHOCTbIO MOOLAEPXMBAIOWErO PYCCKUA SA3blK, UCMOJb3ys KOOUPOBKY
TekcTa UTF-8.

5.6.3.7TpeboBaHns K HANN4YMIO OTHETOB

OnemeHT nonxeH obecneynBaTb OOPMMPOBAHME OTYETHOCTU B TABNNYHOM ”

rpacpnyeckomM Buae O CoBeplaeMblx Nofb3oBaTensaMm OencTeusx B cetu HTepHeT
3a pasnun4yHble NepuoLbl BPEMEHMW.

5.7. KoMnoHeHT Ycnyr cBa3u «OpraHu3auuns KaHana L 2»

5.7.1. HasHa4eHune KoMmnoHeHTa Ycnyr

KomnoHeHT Ycnyr cBa3u gonxeH obecneymBaTtb opraHM3aumnio KaHana cBssu

oT C30, Ob6bektoB LMK k Toukam npucoeomHeHms ECIML no cetm MPLS
NcnonHutens.
5.7.2. TpeboBaHus Kk KomnoHeHTy Ycnyr
1) OpraHu3doBaHHblE KaHanbl CBS3M [OOJIXKHbl MNPeAcTaBnAaTb  CoboWA
BblAE/IEHHYI0 CETb, MOCTPOEHHY0 Ha obopyaoBaHun icnonHntens .
2) OpraHu3oBaHHble KaHanbl CBA3W [OONXHblI  ObITb  CO34aHbl €
NCNONb30BAHNEM TEXHOJIOMNIA:
— BOJIG;
— CMYTHWKOBbIA KaHan CBA3N;
— NHble TexHonoruu, obecneuuBatowme HanbonbLWyio
rapaHTUPOBaHHYIO CKOPOCTb MOOK/IOYEHMS.
MpuopunTeTHON TexHONOrnen noakntoyeHns obbektos sensetcsa BOJIC.
MNooknioyeHne OO6BEKTOB MO  CNYTHUKOBOW TEXHONOTMW WU WHbBIM

TexHonormaMm oTnamyHbiM ot  BOJIC ponxHo ©ObiTb  cornacosaHo



NcnonHntenem ¢ 3akasymkoM.

3)

4)

5)

6)

7)

8)

9)

OpraHn3oBaHHble KaHanbl CBS3M HAyMHAKTCA Ha 00opynoBaHUK
NcnonHntena B C30, Obbektax UMK wn 3akaHumBawTca B Touke
npucoenuHeHns ECIO.

OpraHun3oBaHHble KaHasnbl MOryT ObiTb YaCTUYHO OPraHM30BaHbl 4epe3
ceTn TpeTbUX OnepaTtopoB, MPW I3TOM TOYKU COMPSXEHUSA CeTen
NcnonHutensa n TpeTbux onepaTtopoB MOryT He cosnafjaTtb C Toykamu
npucoeanHeHns ECI1L.

OpraHn3oBaHHble KaHanbl CBA3W MOTyT OblTb NpenocTaBneHbl B BUIE:

a. BbloeneHHblX kaHanos ons ogHoro C30, ObbekTa LWK;

b. BYC obbeamnHsaowmx Heckonbko C30, Ob6bektoB LIMK. B pamkax
Takmx BYC ponxHo ObiTb wuckno4YeHo B3aumogpenictene C30,
O6bekToB UMK, mnHyst ECIMA.

OpraHusoBaHHble KaHanbl cBsA3n (BUYC) MoryT 6biTb peanvnsoBaHbl Ha
BTOPOM WM TpeTbeM YypoBHe ceteBon mogenn OSlI npu ycnosuu
cobniogeHns Bcex npoymx TpeboBaHnin HacTosiwero T3.
OpraHusoBaHHble ang goctyna k ECIL kaHanbl He NnpegHasHayYeHbl Ang
nepefayn BuOeo Tpagouka B  UHPOPMAUMOHHbIE CUCTEMbI, He
conpsixeHHble ¢ ECIMO. Ho, npy Hannunmn TexXHUYECKON BO3MOXHOCTH,
MOryT ObiTb WCMONb30BaHbl B LENsAX nepegayn BuOEO Tpadomka.
TexHnyeckas BO3MOXHOCTb onpenensetca ansa kaxgoro C30, ObbekTa
LIK B oToenbHoCTMW.

HanexHOCTb OpraHn3oBaHHbIX KaHANOB CBS3W He OOMNXHAa ObiTb HMXE
noctynHocTu ycnyrn ECIL B uenom, onpeneneHHon T3.

OpraHnzoBaHHble ¢ uncnonb3oBaHnem BOJIC «kaHanbl [OONXHbI
obecneymBaTb MNPOXOXJOEHWEe naketoB pasmepoM po 1514 6Gant

BK/IIOUYNTENBbHO (MTU) 6€3 1nx doparmeHTauuu.

10) OpraHn30BaHHble KaHanbl OOMXHbI MPEOOCTaBAATb Kak MUHUMYM 3

Kknacca kadectBsa ob6cnyxuBaHusi Tpadouka. [lo cornacoeaHuio c

3akasunkom aonyckaeTcs ncrosib3oBaHnme monenen Ka4dyecTBa



06CcnyXuBaHns ¢ 60bWUM UM MEHBLWUM KONMYECTBOM KJTACCOB.
5.7.3. TpeboBaHus K NPONYCKHON CNOCOBHOCTH
OpraHn3oBaHHble KaHanbl OOMXHbI obecnedymBaTb CRenyolWyd CKOPOCTb

nepenadn gaHHbIX, B COOTBETCTBUN C 3asiBKamu:

Ona C30
CkopocTb gocTyna

Ob6pa3soBatenbHble opraHunsauuu, 1T6uT/c
PacrnonoXeHHble B TFOPOACKUX HACENEHHbIX
NyHKTax
Ob6pa3soBatebHble opraHunsauuu, 100 M6uT/C
PacrnonoXeHHble B TFOPOACKUX HACENEHHbIX
MyHKTax
Ob6pasoBatenbHble opraHunsauuu, 50 M6uT/C
PacnonoXeHHble BHE TFOPOLACKUX HACENEHHbIX
MyHKTax
ObpazoBartesbHble opraHusauuu, | B cooTBeTtcTBUM C 3asBkamu
nooKnovyaemble c NCMNOJIb30BaHNEM (He meHee 1 MbuTt/c)

CNYTHUKOBbIX JIMHUA CBA3WN, HaxoOsWMecsa B
TPYAHOOOCTYMHbIX HACeNeHHbIX MyHKTax W He
MMEWMEe TEXHUYECKON BO3MOXHOCTW MO
NOOKMIOYEHNIO C  WUCMOJMIb30BAHMEM  UHbIX

TEeXHONorumn

ObpaszoBaTenbHble opraHmnsaumu, 1 M6ut/c
NOOK/IIOYEHHbIE C  Ucnonb3oBaHWeEM  VIHbIX

TEXHONOr it

Obpa3zoBaTenbHble opraHmnsauuu, 2 M6ut/c
NOOK/IIOYEHHbIE C  UCMoNb30BaHWEM  VIHbIX

TEXHONOrnit

ObpaszoBaTenbHble opraHunsaumu, 5 M6uT/C
NOOK/IIOYEHHbIE C  ucnofib3oBaHneM  MHbIx

TEXHONOrnit

Obpa3zoBaTenbHble opraHmnsaumm, 10 MéuT/c
NOOK/IIOYEHHbIE C  Mcnonb3oBaHWeM  VIHbIX

TEXHONOr it

Obpa3oBaTenbHble opraHmnsauuu, 20 M6uT/C
NOOK/IIOYEHHbIE C  UCMoNb30BaHWEM  VIHbIX

TEXHONOrnit

Ob6pasoBaTenbHbie opraHm3sauuu, 30 M6uT/C




NOOKNIOYEHHbIE C  UCNONb3oBaHMEM  WHbIX

TEXHOOornn

Obpa3zoBaTenbHble opraHmnsaumm, 40 M6uT/C
NOOKNIOYEHHbIE C  MCNONb3oBaHMEM  [HbIX

TEeXHOorumn

Nna ObbekToB UUK:

CkopocTb gocTyna k cetu

NHTepHeT "AC «Bbibopbl»

LleHTpanbHass  usbupartenbHas  KOMUCCUS - 40T 6/c
Poccuiickon depnepaumm

N3bupatenbHble  KOMUCCUM  CYOBEKTOB | 100 M6UT/C 40 M6uT/c
Poccuiickon @enepauunm

TepputopuanbHbie nsbupartenbHble | 50 M6uTt/c 10 M6uT/c
KOMMCCUW

O6bekthl LMK,  pacnonoxeHHole  B| 512 k6ut/c 512 K6UT/C

TPYAHOOOCTYMHbIX HaceJleHHbIX MNYHKTAax,
noaK/tO4YeHHble MO CNYyTHMKOBbLIM KaHallaM
CBA3N

5.8. KomnoHeHT Ycnyr cBa3u «lNepenaya paHHbIX L 2»

5.8.1. HasHayeHune KomrnoHeHTa Ycnyr

KoMnoHeHT Ycnyr cBs3n nonxeH obecneymBaTb nepenady naHHbix oT C30,
O6bekToB LMK k Toykam npucoenunHerHnst ECI .

5.8.2. TpeboBaHMs K NPOMYCKHOWN CNOCOBHOCTM

OpraHn3oBaHHble KaHanbl OOMXHbl obecneynBaTb CReOyrolWyl CKOPOCTb

nepenadn gaHHbIX, B COOTBETCTBUN C 3asBkamu:

Hna C30
CkopocTb gocTyna

ObpasoBaTenbHble opraHusauum, 1T6uT/C
PacnonoXeHHble B TFOPOACKMX HACENeHHbIX
NyHKTax
ObpasoBaTenbHble opraHusauum, 100 M6uT/C
PacnonoXeHHble B TFOPOACKMX HACENeHHbIX
NyHKTax
ObpasoBaTenbHble opraHusauum, 50 M6ut/c
PacrnonoXeHHble BHE TFOPOACKMX HAaCENeHHbIX
NyHKTax




ObpazoBartesbHble
MoK lo4aeMble

CMYyTHUKOBbIX NINHUA  CB4A3M,
TPYOHOOOCTYMNHbIX HACENEHHbIX MYHKTAaxX N He

opraHusauuu,
c NCMNONb30BaHUEM
HaxoOslwuecs B

B cootBeTCcTBUM C 3asBkamum
(He meHee 1 MbuT/c)

nMerlwme TexHM4Yeckom BO3MOXHOCTM  NO
MNOOKMIOYEHNIO C  WUCMONIb30BAHMEM  UHbIX
TEXHONOornmn
ObpasoBartesbHble opraHm3aumm, 1 M6ut/c
NOOKMOYEHHbIE C  WUCMNONb30BaHMEM  WHbIX
TEXHON0rnmn
ObpazoBartesbHble opraHm3aumm, 2 M6ut/c
NOOKMIOYEHHbIE C  WCMNONb30BaHMEM  WHbIX
TEXHONOrumn
ObpazoBartesbHble opraHnaaumm, 5 M6uT/C
NOOKNMIOYEHHbIE C  WUCMNONb30BaHMEM  WHbIX
TEXHONOrnit
ObpasoBaTtesbHble opraHm3aumm, 10 M6uT/C
NOOKMIOYEHHbIE C  WUCMNONb30BaHMEM  WHbIX
TEXHO0rnmn
ObpazoBartesbHble opraHm3aumm, 20 M6uT/c
NOOKMIOYEHHbIE C  WCMNONb30BaHMEM  WHbIX
TEXHONOrumn
ObpazoBartesbHble opraHnaaumm, 30 MéuT/c
NOOKNMIOYEHHbIE C  WCMNONb30BaHMEM  WHbIX
TEXHONOrnit
ObpasoBaTtesbHble opraHm3aumm, 40 MéuT/C
NOOKMIOYEHHbIE C  WUCMNONb30BaHMEM  WHbIX
TEXHON0rnmn
Ons Ob6bekToB LILK:
CkopocTb gocTyna k ceTtu
NHTepHeT "AC «Bbibopbl»

LleHTpanbHass wu3bupaTtenbHas  KoOMUCCUS - 40 T6/c
Poccuiickon depnepaumm
N3buvpaTtenbHble  KoMuccun  CyObekToB | 100 M6uT/c 40 M6uT/C
Poccuiickon @enepauunm
TeppuTopuanbHbie nsbupartenbHble | 50 M6UT/C 10 M6uT/C
KOMUCCUN
O6beKThl LK, pacnonoXeHHble B| 512 k6ut/c 512 K6UT/C
TPYOHOOOCTYMHbIX ~ HACENIEHHbIX  MYHKTAaXx,




noOKNKYEeHHbIE MO CNYTHUKOBbIM KaHalam
CBA3N

5.8.3. TpeboBaHus K ka4ecTBy 06CnyXnBaHus
B pamkax momenu ¢ 3 knaccamu o6cCnyxuBaHus nNpu nepepade Tpadguvka
mex gy C30 v y3nom VicnonHutens gonxHa noggoepXxusaTthb:
— Knacc 1 — Tpadpuk npunoxeHwin peanbHOro BpeMeHu (ronoc, Bnaeo),
KPUTUYHbI/A K MOTEPSIM NakeToB, 3aaepXkaMm n konebaHusam 3anepxKu;
— Knacc 2 — Tpaduk koprnopaTuMBHbIX WHAOPMALMOHHbLIX CUCTEM,
KPUTUYHBINA K 3a4ep>XKaM 1 NoTepsm;
—  Knacc 3 — Tpadouk, HekpuTUYHbIR K 3agepxkam (VIHTepHeT, pasnnyHble
ceTeBble CNyXO0bl).
Knaccudpukaumsa tpadoka OONIXHA OCYLWeCTBNATbLCA AN KaXaoro L2-naketa B
OTAE/IbHOCTU, B COOTBETCTBUM CO 3HA4YeHMeM ero 3aronoskos 802.1p, Kak ykaszaHo

B cneaytowen tabnuue:

Tun Tpaduka 3HayeHue 3aronoska
Knacc 1 5(VO)
Knacc 2 3 (CA)
Knacc 3 Default (ntobble 3HaYeHUS, OTNNYHbIE OT KNaccoB 1 u
2)
[MpnMevaHus:

— [Mpn nepenadve paHHbIX 4epe3 KaHan cBA3W 3aronoBok 802.1 p He
OOJIXEH U3MEHSATbLCA.

- MNpun npesblweHUn TpadgukoMm Knacca 1 npomnyckHOW crnocobHOCTH,
yCTaHOBNEHHOW Ha nopTy ans Knacca 1, 0onxeH npon3soanTbes cbpoc
nakeToB ¢ kayecTBoM Knacca 3; npu npesblweHun Tpadmkom Knacca 2,
NpPONyCcKHOM cnocobHOCTK, yCTaHOBNEHHOW Ha nopTy ons Knacca 2, —
cbpoc naketoB ¢ kayectBoM Knacca 3; npu npeBbiweHUn Tpadoukom
Knacca 3 nponyckHol cnocobHOCTU nopta — cOpoc NakeTos. .

— [MapameTpbl kayecTBa nepefadynm L 2-nakeToB 4Yepe3 kaHan CBSA3M

OONXHbl yOOBNEeTBOPATb cneayrwnm Tpe6OBaHVI$iMZ



I"apaHTpoBaHHbIE 3Ha4eHWs NapameTpoB Ka4ecTBa rnepeaayn AaHHbIX 10
kaHanam cBs3n ot C30, ObwektoB LMK k Toukam npucoeanHenns ECIIL,

opraHn3oBaHHbIM rno BOJIC -

Tun [poueHT 3anepxka Bapnauus
nepepaiun L 2 -
NOTEPSAHHbIX L 2 - NAKETOB B OOH 3a0epXKun, He
Tpadouka | naketos, He bonee ARy bonee
CTOPOHY, He bonee
Knacc 1 0,2% 15Mmc 10mMmc
He
Knacc 2 0,2% 20MC
HOPMMpYyeTCS
He
Knacc 3 5% 25 MC
HOPMMpPYEeTCS

CpenHecrtatucTtn4eckmne LieneBble 3Ha4eHUs napameTpoB Ka4ectsa rnepena4qu
AaHHbix no kaHanam ces3n ot C30, ObvektoB LMK k Toqkam npucoennHeHus
ECT1/L, opraHn3oBaHHbIM C NCrOb30BAHUEM CryTHUKOBbLIX INHUY CBS3U -

Tun [MpoueHT Sanepxka Bapuauns
nepepaiuv L 2 -
NOTEPSAHHbIX L 2 - NAKETOB B OOH 3a0epXKun, He
Tpadouka | naketos, He bonee ARy bonee
CTOPOHY, He bonee
Knacc 1 0,5% 500 mc 50 mc
He
Knacc 2 1% 550 mc
HOPMMpPYeTCH
He
Knacc 3 5% 600 Mc
HOPMUPYETCH

CpegHecTatncTn4eckme LeeBble 3Ha4eHns napamMmeTpoB Ka4ecTBa rnepenaqu
AaHHbix no kaHanam ces3n ot C30, ObvektoB LMK k Toqkam npucoennHeHus

ECI1/L, opraHn3oBaHHbIM 1o VIHbIM TEXHOMOMNsSM

XK
Tun [poueHT 3anepxka Bapwnauus
nepenauyn L 2 -
NOTEPSIHHBIX L 2 - 3a0epXKu, He
NakeToB B OAHY
Tpadwmka | nakeTtos, He bonee bonee
CTOPOHY, He bonee
Knacc 1 0,5% 100 mc 50mc
He
Knacc 2 1% 200 mc
HOPMUpPYEeTCS




He
Knacc 3 5% 300 Mc
HOPMUpPYETCH
6. Mopspok B3aumoaencteus CTOPOH B paMKax oKka3aHusi YCNyr CBsA3u

6.1. OkasaHue YCJ'IyF cBA3n icnonHntenem ocyuwectBndaeTcsda Ha OCHOBaHUN

3asBokK 3akasyuka no dpopme 3aasku (MpunoxerHune Ne 1).
6.20CcTaB 3as8BKN OOXEH BKKOYATb CNEayoWyo NHGopMaumio:
Howmep;
CopnepxaHwue;
CocTaB KOMMOHEHTOB YCNyr CBSA3W;
[MapameTpbl Ycnyr cBa3u;
Cpok okasaHus Ycnyr cBs3u;

Ctoumoctb cornacHo LleHam eguHuu Ycnyru (MNpunoxeHune Ne 2 «

rocynapCTBEHHOMY KOHTPaAKTYy) u 06beMy Ycnyr cBa3u;
AppecHbln nepedeHb C30.

6.3. 3asBka dopmupyeTtca 3akalynkoM B 3NEKTPOHHOM dopme (3a
NCKMIOYEHVEM Clly4aeB CcofepXaHus B 3asiBKe CBefeHW, COCTaBnsoWwmx
FrOCyLapCTBEHHYIO TaWHy, WUNN CBEOEHWA orpaHu4yeHHoro poctyna («Ing
cny>xebHoro nonb3oBaHWs»)) U HanpaBnseTcsa B agpec Wcnonuutens. B
yacTtn KomnoHeHTa Ycnyru ceasun «[penoctasneHne oCcTyna» HE MEHEE YEM
3a 15 paboumx gHein, ona KomnoHeHTa Ycnyru ceasm «OpraHndauuns kaHana
L2» 3asBkM HanpaBnalTCa B CPOK He MeHee 4yeM 3a 30 pabounx oHen oo
naTtbl HAYana okasaHusa Ycnyr cBsa3u, yCTaHOBMEHHON 3asBKOW.

6.4. 3asaBka gonxHa 6biTb NoANMcaHa YNoAHOMOYEHHbIM NMLOM 3akasynka
N HanpasneHa B agpec VicnonHntens ouumanbHbIM NMNCbMOM.

6.5. WcnonHutenb B CpoK He no3gHee 5 pabounx OHEN ¢ patbl NONyYEHUS
3asiBkn odouvumanbHbiM  MUCbMOM 32 MNOAMNWUCBLIO  YNOSIHOMOYEHHOrO  Nuua
nHpopmupyeT 3akaszymka o NPUHATUM 3asBku B paboTy 1 Havane ee UCNOHEHUSI.

6.6. VicnonHnTenb nNo mMtoram npopaboTkyM BO3MOXHOCTU OKalaHus YCnyru no

KomnoHeHTy Ycnyrn cBsasn «OpraHmsauusa kaHana L2» B COOTBETCTBMM C



3asiBkoli, B Cpok He no3aoHee 15 paboumx OHein ¢ matbl NOnyyYeHUs 3asiBku

MOXEeT HanpasuTb  3akas3uyuky YyBedOM/IeHWe, O  HEBO3MOXHOCTU

noOkntoYyeHns obbekta ¢ TpebyembiMy napametTpamm U HeobXOoOMMOCTbIO

NPOBECTN MEPONPUATUS ONS  U3bICKAHWSA BO3MOXHOCTU  MOOKJIHOYEHUS

06bekTa, a TakXe BHECEHMS M3MEHEHWIA B 3asBKYy B Cllyyae eCcnv oKasaHus

OAHHOW Ycnyryu BO3MOXHO MO MHOM TEXHONOMMKN, OTAINYHON OT 3asiBKU

6.7. NcnonHnteno o06s3aH yBenoMnTb 3akasumka O HeobxoOmMocTu
BHECEHUNS N3MEHEHWN B 3as1BKY B CNeayloWwmnx cnydyasx:

— ecnn HammeHoBaHus n (unn) agpeca C30 u Ob6bekto LUK,
yKkasaHHble B agpecHOM nepevyHe K 3asiBKe He COOTBETCTBYIOT
doaKTU4eCKnM;

— ecnmm C30 n (nnn) O6bekT UMK npekpatnnn/mpnocTaHoBMAN CBOHO
0esATEeNbHOCTb;

— npu nepemeweHnn C30 u (nnm) Obbekta LMK Ha HoBbi appec
pasMeLlleHns opraHn3aunmn B npegenax HaceneHHoro nyHkTa.

6.8. [lpn HeobxooMMOCTU BHECEHWS U3MeHeHWun B 3asBky VicnonHutenb
HanpaBnseTt B agpec 3akasynMka COOTBETCTBYIOWeEe yBeOOMeHUe, nognnucaHHoe
YNOMHOMOYEHHbIX NINLOM.

7. NMopsamok KOHTpONsA, nMPUEMKM U U3MepeHusi KauyecTBa

npenocrtaBneHus Ycnyr cBasu

7.1. WcnonHutenb He nosgHee 30 paboumx OHEW CO OHS NOAMUCAHUA
KoHTpakTa npenoctaBnseTt Ha yTBepXaeHne 3akasymky:

[MnaH opraHmsauumn Touvek npucoeamHenns ECIO no doopme B
cooTtBeTCcTBUM C [MpunoxeHnem N 4 Kk TexHNYeCKOMy 3afaHuIo ;
dopmy otyeta 06 wcnonb3oBaHMM 0O0PYLOBAHUS POCCUIACKOrO
NPONCXOX OEHUS;
dopmy oTyeTa 0 NpucoeanHeHHbIx VIC;
MeToauKy npoBefeHUs NPUEMO-CAATOYHbIX UCMbITaHUN;
PernaMeHT TexHU4eckom nogaepXKu npu okasaHum Ycnyru;

dopmy CBOOHOrO akta O npepbiBaHUMM B npepoctasneHun Ycnyr



(copepxauwero B TOM 4ucne nepevyeHb 0OBHEKTOB, ONNTENBHOCTb MEPEPBLIBOB B
npenocTasneHnn Ycnyr)

7.2. B cpok no:

- 15 Hos1I6ps 2023 ropma BKNOYUTENBHO cnonHUTenb HanpasnseT 3akasyuky
OOKYMEeHTbl B cooTeBeTctBuM ¢ n. 7.11.1. T3 no wutoram okasaHus B
cooTBeTCTBMM C 3asBkamum B pamkax KoHTpakTa Ycnyr ceasm C30, Obbektam
LIMK yka3aHHbIM B 3asiBkax 3akas4uka;

- B cpok, ykazaHHbIn B HacTosweMm nyHkTe T3, MicnonHntenb npenoctasnset
CcBeLleHus 06 NCNONb30BaHUN KpUNTOMapLpyTM3aTopos, cTpaHom
npoucxoxngeHus kortoporo sasnsetca Poccuiickas ®epepauusa no dopme,
pa3paboTaHHOM B COOTBETCTBUM C M. 7.1 1 yTBEPXAEHHOM 3aKa34nKOM.

7.3. B cpok, ykazaHHbiin B n1. 7.2. T3, icnonHnTenb npenocTaBnser oT4yeT o
npucoednHénHblx kK ECIMLO WC wn pernoHanbHblX ceTen nepenayn [aHHbIX
cybbekToB Poccuitickon denepaunn, B cootBeTcTBUmM ¢ n. 2.32. n n. 2.33. T3.

7.4. B cpok, ykasaHHbii B n. 7.2. T3, VicnonHuTtenb npepocraesngeT Konuu
cornaweHnn ¢ onepatopom CK3W, 3aeepeHHbix Wcnonuutenem, nna C30,
npucoeamHeHHblx kK ECI, B cooTBeTCcTBUM C N. 2.42.2 T3.

75. B cpok, ykazaHHbin B n. 7.2. T3, B pamkax KoMmnoHeHTa Ycnyr
«MoHnTOpMHr 1 obecneyeHne  6e3onmacHocTM  cBA3W»  VicnonHuTenb
npenocTaBnseT:

Konuio CeBnpetenbctBa 06 yTBEPXAEHWM TuMa CPEACTB U3MEPEHWIA
MNN  PEerucTpauuoHHbI  HOMEp cpeacTBa u3MepeHun B DenepasbHOM
MHpopMaUMOHHOM  ooHOe NOo  obecneyeHuto  eOMHCTBA  M3MEPEHUNA.
[NpenoctaBngeTcs Ang Kaxnoro Tuna CpeacTs U3MepeHui, ons:
- CUCTEMbI B LLe/IOM (TEXHUYECKOro pewweHuns);
- annapaTtHblX CPeACTB KOHTPONS YPOBHS arperaumu;
- annapartHbIX cpeactea KoHTpons yposHsa C30;
- paboyero aTanoHa — cepepa TOYHOrO BPEMEHM.
Konuio gencteytowero Cenagetenbctea 0 NOBEPKE CPEACTB N3MEPEHU

(NnpenocTaBngeTcs onsg Kaxnoro CpencTsa N3MepeHuin).



7.6. Ona C30, O6bektoB LINK, koTOpbiM OKasbiBalOTCS YCNyru CBA3MW,
Hanuyne [OocTyna K WMHAOpPMaUMOHHbIM cuctemam un cetn MHTepHeT Ha C30,
Obbvektax UMK onpepensetcs 3akasunkom nocpeactsom KomnoHeHTa Ycnyr

cBsA3n «MoHUTOPUHI 1 obecnevyeHne 6e30nacHOCTN CBA3N».

7.8. 3akasunk MMeeT npaBO NPOBOOUTb  BbIOBOPOYHYIO MPOBEPKY
okasblBaeMbix Ycnyr cBsisn. BbibopoyHass nposepka nposoamtcs Ha C30,
Obbektax UMK B cooteBetctBum c [lporpammoii M METOAMKOW WCMbITaHWNA
(MpunoxeHue Ne 2).

7.9. Mo wrtoram npoBedeHus WUCMbITaHUA cocTasnaTca [lpoTokon
nposeneHns TectuposaHnsa Ycnyru ceasu (oanee — Npotokon) (MpunoxeHne N2 6)
C yKasaHMeMm pe3ynbTaToB WCMbITAHMIA MO KaXOAoMy napaMeTpy 3akasaHHblX
KomnoHeHtoB  Ycnyru  cBsaA3u.  [lpotokon  3aBepsietca  McnonHutenem,
YyrNO/HOMOYEHHbIM NpeacTaBnTenemM 3akasyuka, OTBETCTBEHHbIM NpeacTtaBnuTenem
MwuHuctepctBa  npocseweHns  Poccuitickon — Pepepaumn  (ans  C30),
npenctasutenem UMK (ons  obvektoe UWK), npeacrtaButenem opraHa
rocynapctBeHHo Bnactm cybbvekta Poccuiickorn  dPepepaumm  un - (Unwn)
NpeacTaBMTeNEeM oOpraHa MeCTHOro camoynpasfieHUs, MO COrnacoBaHui -
npeacTaBuTenem TeppuTopmanbHoOro opraHa doenepanbHOro opraHa
MCMONHUTENBbHOW BNACTW, OCYLECTBASOWEro (PYHKUUM MO KOHTPONKO B cdoepe
CBSA3N.

7.10. Ha ocHoBaHun [lpoTtokona cocTtaBnsetca AKT NPOBEPKM OKa3aHus
Yenyr (Mpunoxexne Ne 3), noonuceiBaemblr VicnonHutenem, ynonHOMOYEHHbIM
npeacrtaBntTeneM 3akasyuka, OTBETCTBEHHbIM npeacTtasutenem MuHUCTepcTBa
npocseweHns  Poccuickon — Pepepaummn  (ongd C30), OTBETCTBEHHbIM
npeactaeutenem UWNK (ons  obbektoB LK), npenctasutenem opraHa
rocynapcTBeHHol Bnactm cybbvekta Poccuiickorr  depepaumm  un - (Unn)
NpefAcTaBMTENEM oOpraHa MeCTHOro camMoynpaB/ieHUsl, MO COrnacoBaHui —
npeacTaBuTenem TeppuTopmanbHoOro opraHa doenepanbHOro opraHa

NCMNOSIHUTENbHOW BNAcTWU, OCYLECTBAAIOWEro YHKUUW MO KOHTPONK B cdoepe



CBA3W.

7.11. 3akasyuk Npou3BOAMT NPUEMKY OKasaHHbIX YCnyr CBA3u B CneayioLei
nocnenoBaTefibHOCTU:

7.11.1./icnonHuTenb npenoctaBngeT 3akasyunky:

— AxTbl 06 okasaHum Ycnyr cesidau (MpunoxeHue Ne 5), nognucaHHble
NcnonHntenem n ynonHomMo4YeHHbIM npencrtasutenem kaxpgoro C30,
Ob6bekTa UMK

- CBogHble akTbl O nMpepblBaHMM B nNpegoctaBneHun  Ycnyr
(nocybbekTHO).

7.11.2. KOHTpONb OKadaHug Ycnyr CBA3M OCYLWeEeCTBASEeTCH 3akas3ynmkoM Ha
ocHoBaHuM oT4eToB CnyX6bl TEXHNYECKOWN Noaaep Xk 3akasymka

7.11.3. [lokyMeHT 0 npuemke nognucbiBaeTcs MicnonHutenem n 3akasynkom
Ha OCHOBaHUWM NpeaocTaBneHHblx icnonHmutenem AKToB 06 okasaHun Ycnyr cBsiau,
oT4yeToB Cnyx6bl TexHMYeckon nopaepxkn 3akasunka n (nnn) CeoaHbix AKTOB O
npepbliBaHNSAX B NpenocTasneHmm Ycnyr.

7.11.4. Onnata Ycnyr cB&3W OCYWeECTBNSETCA 3a (PaKTUYECKM OKa3aHHble
Ycnyrm cBa3n B cooTBeTCTBUM C 3asskamm u  LleHamm epuHuy  Ycnyru
(MpwnnoxeHune Ne 2 k rocynapcTBEHHOMY KOHTPakTy). [pn aTOM pacyeT CTOMMOCTU
dpakTMyYeckmn okasaHHbIX YCnyru cBs3m rno KOMnoHeHTam Ycnyru ceasu «[lepenaya
OaHHbIX» N Ycnyrn cBaA3u  «[lepepada paHHbIX L2» (manee — Ycnyrn)
ocyuwecTBnsercsa cornacHo LUeHam eguHuy Ycnyru ([MpunoxeHne Ne 2 k
rocynapCTBEHHOMY KOHTPakTy), npenycMatpuBarowmM abOHEHTCKYIO CUCTEMY
onnatbl M3 pacyeta 3a 1 kKaneHgmapHblin Mecsu. B cnyyae, ecnu Ycnyru
JoakTUYyeCcky OKasblBanuUCb He MOJHbIA KaneHgapHbl Mecsl, CTOMMOCTb Ycnyr
nognexuT nepepacyeTy no cnepyrowen gpopmyne:

C=T-(T/0Mm)x OH), roe:

C — ctoumocTb Ycnyru B pacCHnTbIBAEMOM MECSLLE;

T — LleHa eguHnubl Yenyru;

M — Konn4yecTBO OHEN B Mecsue, 3a KOTOPbIN NPON3BOOUTCH pacyerT;

IH — KonnyecTBO OHeNn, koraa YCcnyrn He okasbiBasnch.



B cnydae, ecnu «koadpdpmumeHT OOCTYNHOCTU YCNyr B  OTHOLWEHUM
KoHkpeTHoro C30 wnm obbekta UMK (Kg) 3a kaneHoapHblii Mecsil COCTaBuWN
MeHee 0,98, Ycnyru gnsa takoro C30 mnnm obbvekta LMK 3a naHHbIi KaneHaapHbii
MecsL, He nognexar onnare.

7.12.  VicnonHeHne o00sA3aTenbCTB MO  OKasaHWt YCnyr CcyYMTaeTcs
HeHaanexauwum B cneyrowmx cnyyasx.

7.12.1.VicnonHntenb oonxeH obecneymsatb KoadodpmUMEHT OOCTYMHOCTU HE
MeHee 0,98 oT obwero konmyectea npenoctasnsemolx no KoHtpakty Ycnyr (Kg
obwmin), B KaxOplA KaneHaapHbIi Mecsu.

7.12.1.XoadbpumumeHT goctynHoctn Ycnyr Ko-obwmii meHee 0,98 cumtaetcs
HeHaanexawum okasaHuem Ycnyr u ¢ VicnonHnTens B COOTBETCTBMN C YCIOBUSIMU
KoHTpakTa B3umaeTcs wrpad B pas3mepe, npeaycMoTpeHHom n. 6.3 K.

7.12.1.20na pacydeta koaddpuumeHTa poctynHoctn Ycnyr Ko obwwii
MCrnonb3yeTcs cnenyrowas gpopmyna:

roe:

Ko - koadodpuumeHT goctynHoctn Yenyrmn no kaxaomy C30 mnnm o6bekTy
LIMK 3a kaneHoapHbIil Mecsu, paccynTbiBaeMbln Mo doopmMyne:

A1 —KonnyecTBO KaneHaapHbIX gHen okasaHus YCnyr B Mecsue;

M — KonnyectBo 06bEKTOB, KOTOPbIM OKa3blBAOTCS YCNyrn B pacyeTHOM
KaneHoapHoM mecsue B cooTeetcteme ¢ 'K

B1 - obwee dakTu4yeckoe BpPeEMS TEXHONOrMYEeCKUX MNepepbIBOB 3a
KasfieHOapHbliA Mecsil, B Yacax, Bbi3BaHHbIX:

- NPOBEAEHNEM MNTAHOBbIX MPOGUIAKTUYECKMX PaboT;

- pabotamn Ha obopynoBaHun MCnonHWTEnNs, BbLIMNOMHSEMbIMKA MO 3anpocy

3akasyuka;

- HemcnpaeHocTaMK obopynosaHus MNotpebutens;

- peicteusmn MNoTpebutenein, B TOM YUCNe OTKOYEHNEM 3EKTPOMNUTaHUS

obopynoBaHus VicnonHutens.

NcnonHntenb nNpoBOOMT  TEXHOJIOrMYyeckme rnepepbiBbl B MOPSIKE,



npeLyCcMOTPEHHOM PernameHTOM TexHUYecKomn nogmepXku npu okasaHuu Ycnyr,
pa3paboTaHHOro B COOTBETCTBMM C MyHKTOM 7.1. T3 u© yTBEPXAEHHOro
3aka3umkoMm. CymMMapHOe BpPeMS TEXHONOrMYeckKux MepepbiBOB HE OONXHO
npesblWwaTb Ans nobdo Ycnyru 6 (wecTb) 4YacoB B TEYEHUE KaneH4apHoro Mecsua.

B2 - obwee dhakTnyeckoe BpeMs nepepbiBa B NpenocTaBneHun Ycnyr B
KaneHoapHoM Mecsiue B pabouyMx 4Yacax, KOTOPOEe pPaBHAETCA BPEMEHU
HeLOCTynHOCTN 6e3 yyeTa TexXHONOrM4eckux nepepbiBoB. Mpn noacyeTe BpeMeHu
HeOOCTYMHOCTU y4YuUTbIBAETCH BPEMSA BOCCTAHOBNEHUS, onpeneneHHoe B n. 2.50.6.
TexHnyeckoro 3apaHug. [lopsagok OTKPbITUS M 3aKPbITUS WHUMAOEHTOB AN
nogcyeta BPEMEHM HenoCTyrnHocTu Ycnyr onpenensercsa B COOTBETCTBUM C
PernameHTOM TeXHMYecKoi nogmdepXku npu okasaHum Ycnyr, pa3paboTaHHbIM B
COOTBETCTBUM C NyHKTOM 7.1. T3 1 yTBEpX OEHHbIM 3aKka34ymkoM. B cnyyae, ecnum B
TeyeHMe OOHOro KafeHoapHoro Mecsua OTKPbITO MHUWOEHTOB B 30HE
OTBETCTBEHHOCTU CNONHMTENS C NPEBLILEHNEM BPEMEHUN PELIEHNS NHUMOEHTOB B
Konuyectee 3 (Tpex) n bonee nNPoUEHTOB OOWEro KoAM4YecTsa nNpeanocTaBnsieMbIX
no KoHTtpakTty Ycnyr, obsizatenbctea lcnonHuTens cumtaloTcsl HeHannexalle
NCroNHeHHbIMM 1 ¢ WcnonHuTtens B cooTBeTcTBMM C ycnosumsamm KoHTpakTa
B3MMaeTCcs wrpadg B pasmepe, npenycMotpeHHoMm n. 6.3 K.

7.12.2. B cny4yae eOWHOBPEMEHHOrO (B TEeYeHWe OOHUX KaneHOapHbIX CYTOK)
oTkasza 8 (BocbMu) u 6onee npoueHToB Ycnyr obsisatenbctBa McnonHutens
cyMTalTCa HeHagnexauwee UCMOMHEHHbIMU U ¢ VicnonHuTens B COOTBETCTBUN C
ycnosusamMmn KoHTpakTa BaumaeTcs wrpad B pasmepe, npeaycMoTpeHHoM . 6.3 K.
[MpoueHT Ycnyr paccymTbiBaeTCd Kak BenuynHa OTHOWEHUS CcTouMocTu Ycnyr,
oKasblBaEMbIX C OTK/IOHEHMEM OT 3afaHHblX MNapameTpoB Ycnyr, K CTOMMOCTU
Ycnyr, 3akas3aHHblX MO COCTOSIHMIO Ha [OaTy, B KOTOpYyl Obll 3adomKcuMpoBaH
COOTBETCTBYIOWMIA OTKa3 Ycnyr.

7.12.3. B cnyyae, ecnm B TeyeHne omHoro Mmecsua 6onee 20% o1 obuero
KonuyectBa npepoctaesnsemblx no KoHTpakty Ycnyr wumeior KoadpdpuumeHTt
nocTtynHoctn meHee 0,98, To Ycnyrm ons obuwero Konnmyectsa npenocTaBNsieMblX

no KoHTpakTy Ycnyr B 4aHHOM KaneHOapHOM MECSILIE CHMTAIOTCS HE OKa3aHHbIMU U



HEe noanexartr onnarte, npum 3STOM B COOTBETCTBUMA C YCNOBUAMU

B3MMaeTcH wrpad B pas3mepe, npenycMotTpeHHom n. 6.3 K.

[MpnnoxeHus:

ok wDdPE

202 r. (dPopma);

o

3asBka Ha okasaHue Ycnyr cesa3u (Popma);

[MporpamMma 1 MeToamKa UCnbITaHWi;

AKT npoBepkun okasaHusa Ycnyr ceasu (Popma)

[MnaH opraHunsaumn Tovek npucoeauHeHus (Popma);

AkT 006 okazaHuum Ycnyr ces3am 3anepuon c«  » 202 r.no «___ »

[MpoTokon npoBeneHnsa TectuposaHns Ycnyr ceasm (Popma);

7. TexHnyeckne TpeboBaHMSI Ha okasaHue Ycnyr TeppuTopuanbHbIM
n3brnpatenbHbiM KOMUCCUSAM N M3bupaTenbHbIM KOMUCCUSM CyObHekToB

Poccuinickon  ®depepaunn
TAC «Bbibopbl».
oT 3aKa3uyuka:
3amectuteno MuHucrpa
LUchpoBOro pa3snuTusi, CBA3N U
MacCOBbIX KOMMYHMKaL U
Poccuickon depepauumn
[ O0.M. Kum /

ans

M.T1.

obecneyeHnss  PYHKLMOHMPOBAHMSA
oT UcnonHutens:

Crapwuin Buue-lNpe3uneHT no
paboTte ¢ KOpnopaTUBHbLIM U
rocynapCcTBeHHbIM CermeHTamu
NAO «PocTtenekom»

/B.B. Epmakos/

M.I. (npyn Hann4um)

JaHHble 3NeKTPOHHON noanucu

Bnageneu: Kum OMutpuin Mateseesny
3amecTutens MuHucTpa UMgpPoBOro pasBrUTmMS, CBA3M
1 MaccoBbIX KOMMyHUKauun Poccuiickon ®enepaumu

Opranunaaumsa: MMUHNCTEPCTBO
LNDPOBOIO PA3BUTUA, CBA3N N MACCOBBbIX
KOMMYHWKALIMIA POCCUNCKON ®ELEPALINA
7710474375

Mopnucaxo: 27.02.2023 18:10:22 (MCK)

JdaHHble cepTUcpukarta

CepuiiHbiin Homep: 418471
D5027A0A1CA94C2B7B8D340AF69C1C0OB85

Cpok pewcteus: 10.01.2022 15:31:56 -
10.04.2023 15:31:56

J.aHHble 3NeKTPOHHOM noanucu

Bnaneneu: Epmakos Banepuin Buktoposuy
Crapwwuin Buue-MpeanaeHT no paboTe ¢
KOpNopaTMBHbBIM 1 FOC. CErMeHTaMu

Opranmsauums: NAO "POCTEJIEKOM"
7707049388

MomnucaHo: 27.02.2023 18:34:56 (MCK)

JdaHHble cepTuchukara

CepuiiHbiii Homep: 01
B3DOBEOOD2AEGEA C4306FFA68562DAB7

Cpok peincteug: 14.07.2022 14:24:44 -
14.07.2023 14:34:44

KoHTpakTa

J OKYMeHT nognucaH 3/1IeKTPOHHOW NOANUCBIO U NepenaH Yepes onepartopa 340

000 «®PuHTEeHaep KpUnTo»



