«OCTOPOXKHO, MOILIEHHUKH ! »

B ycnoBusix pa3zButus 1mudpoBoil SJKOHOMUKH, JIEKTPOHHBIX TIATEKHBIX CHCTEM
NEPCOHANIBHBIX DJIEKTPOHHBIX YCTPOHMCTB M MHTEpHETa CTPEMHTEIBHO BO3POCIIO
KOJIMYECTBO COBEPIICHHBIX C UX UCIOJIb30BAHUEM MIPECTYIJICHUM.
CoBeplIeHUIO0 JTaHHON KaTeropuM MPECTYIUICHUH CHOCOOCTBYIOT JOBEPUYHMBOCTH
rpaKJaaH, HEJOCTATOYHAsT MX OCBEIOMJICHHOCTb M MPEHEOPEKUTETHbHOE OTHOILICHUE
K 3JIEMEHTapHbBIM ITpaBuiIaM 0€30MacHOCTH.
JUist  mpenynpekaeHuss MPOTUBONMPABHBIX JEUCTBUH 1O JIMCTAHIIMOHHOMY
XUIICHHUIO JCHEKHBIX CPEJICTB BAKHO 3aIIOMHUTH CIIEAYIOMIEE.
Cotpynuuku 0aHka mo TenedoHy WIH B JIEKTPOHHOM MHChME HE 3aIpalIfnBaioT:
® TIEPCOHAJIbHBIE CBEJCHUS (Cepuss WU HOMEpP IMacIopTa, aapec PErHCTPaIlnd,
UM 1 (haMHIITHS BIIQJENbIla KapThl);

e pekBu3uTHI, cpok neictBusd, [IMH- u CVV-koap1 0aHKOBCKUX KapT;

e maposu Wik Kojbl U3 CMC-cooOmeHnid uisi MOATBEPKACHUS (PUHAHCOBBIX
Omnepalnii Ui UX OTMEHBI,

® JIOTHH W TapoJib IS BXO/a B IWYHBIA KAOWMHET KIIMEHTa OaHKa.

CoTpyaHuku O0aHKa TaKXKe He MpPeJararT:

® VYCTaHOBUTH MPOTPaMMbl yAAJEHHOTO JIOCTyna (WJIA WHBIE CTOPOHHUE
MPWIOKEHUS) HAa MOOMJIBHOE YCTPOMCTBO M pa3pelIuTh MOAKIIOYCHHE K HUM
MOJ1 MPEAJIOrOM TEXHUYECKOM MOJEPKKH (HapuMep, yIaJleHHe BUPYCOB);

e nepeitu no cebuike u3 CMC-coobtieHus;

e BKIIOYUTH TIepeajmpecanuio Ha TeledoHEe KIWEHTAa IS COBEPIICHUS
B JJATbHEHIIIEM 3BOHKA OT €T0 UMEHHU B OaHK;

® 0] MX PYKOBOJCTBOM TIEPEBECTH JJISI COXPAHHOCTH JCHEKHBIC CPEICTBa
Ha «3alUAIIEHHBIEY) W «0€30ITaCHbBIE» CUETA;

e 3aiiTh B OHJIaliH-KaOuHeT 10 cchiike n3 CMC-coo0tmeHns uiv AIeKTPOHHOTO
MUChMa.

bank MOXET MHUIMUPOBATh OOIIEHHWE C KJIMEHTOM TOJBKO ISl KOHCYJIBTAIIHHA
MO0 TPEIOCTaBIsIeMbIM yciyraMm. llpwm 3TOM 3BOHKH COBEpIIAIOTCS C HOMEPOB,
yKa3aHHBIX Ha OOOPOTHOM CTOpPOHE KapThl, Ha OQUIMAIBHBIX caliTax U OAHKOBCKUX
nokymeHTaX. IHbIe HoMepa He UMEIOT HUKAKOTO OTHOIIICHHUS K OaHKY.

UtoObl HE cCcTaTh JKEPTBOW JUCTAHIIMOHHOTO MOIICHHHYECTBA CJIEIYET
UCITIOJI30BATh TOJIBKO O(QUIIUATIEHBIC KAHAIBI CBS3U:

e (opmbl 0OpaTHOM CBSA3M Ha caliTe OaHKa U B MOOMILHOM IIPHJIOKCHHH;

e TesnedOHbI TOPSAYUX JIMHUM;

® TPYIIBEI WX 9aT-00ThI B MECCCHKEpaX (€CIM TAaKOBBIC HMEIOTCH ).

Ba)kHO TIOMHUTB, YTO MOOWJIbHBIC TPHUJIOKCHHS OaHKOB CJIEAyeT CKauyWuBaTh
yepes odunmanbHabie Marasunsl (App Store, Google Play u T.1m.).

HeoOxoaumo y4uThIBaTh, 4YTO Jep’KaTelb KapThl 00s3aH CaMOCTOSITEIHHO
obecreunTh KOH(DUICHIIUATLHOCTh €€ PEeKBU3UTOB U B OTOM CBSI3M M30€TaTh:

® TOJKIIOUCHHS K oOI1eocTynHbiM cetsim Wi-Fi;

e ucnosb3oBanus [IMH- wunmu CVV-komoB mnpu 3akaze TOBApOB U YCIYyT

yepes ceTb «MIHTepHeTY, a Takxke no tenedony (dakcy);
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® COOOIIEHUSI Ha3BaHHBIX KOJOB TPETHbUM JIMIIAM (B MPOTHUBHOM cllydae JitoOble
OMepalnu, COBEPUIEHHBIE C UX MCIIOJIB30BAHUEM, CUUTAIOTCS BBINOJIHEHHBIMHU
caMuM Jiep>KaTeieM KapThl U He MOTYT ObITh OIPOTECTOBAHBI).

[Ipu wucnonb3zoBaHWM OAHKOMATOB OTJaBalTe MPEANOYTEHUE TEM, KOTOphIC
YCTaHOBJICHBI B 3aIIMIIEHHBIX MECTaX (HApPUMEP, B TOCYUPEKICHUAX, opucax OAHKOB,
KPYITHBIX TOPTOBBIX ILIeHTpax). llepen ero mcmnonp3oBaHUMEM, OCMOTPUTE U YOEIUTECH,
4TO:

® BCE Omepaluu, COBEpIIaeMbIe TPEABIIYIIIUM KIMEHTOM, 3aBEPILICHBIL;

® Ha KJIaBHATYpE U B MECTE JJI IpUEMa KapT HET JOTOJHUTEIbHBIX YCTPOUCTB;

® OTCYTCTBYIOT HEUMCIIPABHOCTH U UHBIC TIOBPEIKICHHUSI.

CoBepiiiasi ornepanuu, HE MNPUCTYIIMBAUTECh K COBETaM HE3HAKOMBIX JIIOJEH
Y HE IPUHUMANTE UX TOMOIIIb.

[Ipu wucnonb3oBaHUU COTOBBIX  TenedoHOB (cMapThOHOB)  cOOJIO/IANTE
CJHEYIOIINE TTpaBUIIA;

® [IpM YCTAaHOBKE MOOWIBHBIX TPWIOKEHUM oOpaimiaiiTe BHUMaHHUE Ha
MOJIHOMOYHMSI, KOTOphIE OHHU 3ampamuBaioT. bynbre 0COOEHHO OCTOPOXKHHBI,
€CIM TPUIOKEHUE MPOCUT IpaBa Ha YTEHUE AJPECHOM KHUTH, OTIPABKY
CMC-coo01ieHnii 1 MHBIX YBEIOMIICHUH, TOCTYI K ceTH «MIHTepHETY;

® OTKJIIOYUTE B HACTPOMKaX BO3MOXKHOCTh HCIOJB30BAaHUSA TOJOCOBOTO
yIpaBJeHuUs pU 3a0JIOKUPOBAHHOM JKPAHE,;

e He mepexomuTe mO ccbuikam u3 CMC-yBemomiieHu#, pa3IWYHBIX YaTOB
U MECCEH/KEpOB, HE YOEAMBIIHNCH B HMX JOCTOBEPHOCTH (TE€pe3BaHUBANTE
JIOJISIM X TIPUCIIABIIINM);

® HE [IEPEUUCIANTE JIEHEXKHBIE CpPEICTBA 3HAKOMBIM, POJCTBEHHUKAMU
u OJM3KMM JIMIIaM Ha HMX IHPOCKOBI O TMEPEeBOJIC JCHEKHBIX CPEJICTB
u3 CMC-yBenomieHuii, pa3IUYHBIX 4aToB u MECCEHKEPOB,
He yOemuBIIMCh B  HMX  JOCTOBEPHOCTH  (M€pe3BaHUBANTE  JIFOJSAM
UX MPUCTABIIUM);

[Ipu KCnoJIb30BaHUM UHTEPHET-CEPBUCOB, B TO YHUCJE IS MOKYNKUA U MPOJAKH

TOBapOB U OKazaHus yciayr (ABuTo, FOna u T.11.) 3alOMHUTE Psii MPOCTHIX MPABUIT:

® UCIIOJIB3YUTE Cpe/ICTBA OOIIEHNUS, TPEAOCTABIEHHBIC IAHHBIMU CalTaMU;

® HE NEPEeXOJWTh Ha «HHAMBHUAYAJbHOE» OOIEHHWE C MOCTOPOHHUMHU JIHUIIAMHU
C MCTIOJIb30BAaHUEM JINYHBIX HOMEPOB TeNe(OHOB;

e HE [EepeNaBaiTe CBOM MEPCOHAIBHBIE JAaHHBIC, B TOM 4YHCIA aJpPeC
MPOKUBAHUSI, KOHTAKTHbIE TeiedOHbl, OAHKOBCKHE PEKBU3UTHI U KObI
MOATBEPKACHUS 0AHKOBCKHUX OIEpalnii;

® UCIOJB3YUTE TONBKO TMOPSAOK H (OPMBI OIUIATHI, TOITYYEHUS TOBApOB,
MPEAYCMOTPEHHbBIEC TAHHBIMH UHTEPHET-CEPBUCAMM.

[Ipu omutate ToBapa m ycnyr B cetu «MHTepHET» (O0COOCHHO TpU MPUBS3KE

K peryasipHbIM IUIaTeXaM WIM aKKayHTaM) TpeOyeTcsi Bcerja YYUTHIBATh BBICOKYIO
BEPOSITHOCTh MEPEX0Ja Ha NOAAECIbHBIA CAUT, CO3IAaHHBIA Ui KOMIIPOMETAIUU
KJIMEHTCKUX JAHHBIX, BKIIIOYAsl TUIATEKHbIE KAPTOUHbBIC JTAHHBIC.

Jnd MUHUMM3alMM  BO3MOJKHBIX XMUIIEHWM [pPU NPOBEACHUU OIllepalui

C UCIOJIb30BaHuEM ceTu «ITHTepHEeT» pEeKOMEHT1yeTCs:
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e 0(QOpMUTH BUPTYAJIBbHYIO KapTy C YCTAaHOBJIEHHEM pa3Mepa MHAUBUAYAIBHOIO
JUMHTA, OrPAaHUYMBAIOLIETO ONEpaldd, B TOM YHUCJIE C HCIOJIb30BAHUEM
Opyrux OaHKOBCKHUX KapT;

e BHUMAaTeNbHO YHTaTh TeKCThl CMC-cooOmeHnii 1 WHBIX yBEIOMIJICHUN
C KOJaMH MOJATBEPKICHNUM, IPOBEPSATh PEKBU3UTHI Ollepanvii. ECiin peKBU3UTHI
HE COBNAAAIOT, TO TAKOW MApOJIb BBOJUTH HENb3A.

Kormga ©0ank cuMTaer coBeplIaeMble OT HMMEHM KJIMEHTa ONEpaLHNH
MOJI03PUTEIBHBIMH, OH MOXET IO CBOEM MHUIIMATUBE BPEMEHHO 3a0JIOKUPOBATh JOCTYI
k cepBucam CMC-6anka u onnaiiH-kabuneTta. Ecim omepaiinuy coBepIIeHbI JepKaTeeM
KapThl, 151 OBICTPOrO BO30OHOBJIEHUS JOCTYIA K JACHEKHBIM CPEACTBAM JOCTATOYHO
MO3BOHUTH B KOHTAKTHBIN LIEHTp OaHKa.

B cinyuae yrepu unm cMeHbl HOMepa TenedoHa, HMPUBSI3aHHOIO K OaHKOBCKOMN
KapTe, He00X0IUMO:

e cCBs3aThbes ¢ OaHKOM it oTKIroueHus yciayru CMC-yBenomienust;

e 3a0J0KMPOBaTh CUM-KapTy, 0OpaTUBIIMCH K COTOBOMY OIIEPATOPY.

[Ipy BO3HMKHOBEHMM MAJIECUIIMX NOJO3PEHUM HACUET MPEAIPUHUMAEMBIX
NOMNBITOK COBEPUICHUS MOIICHHMYECKUX JEHCTBUUM CIEAyeT He3aMeIIUTEIbHO
YBEJIOMJISITH 00 ATOM OaHK.

CoOmoieHne MPUBEACHHBIX MEP W PEKOMEHAALMNA MO3BOJUT TNPEAOTBPATUTH
CJIy4au TACTAHIIMOHHOTO XMILEHUS JEHEKHBIX CPEJICTB.

IIpokyparypa bakanuHckoro pamosa



