3. PEKOMEHAAUWN ANA POAVTENEIA
(3AKOHHbIX NPEACTABUTENEN)
NO KMBEPBE3OMNACHOCTW AETEA N NOAPOCTKOB

YBa)kaemble poautenu!

B coBpeMEHHOM Mupe, HaCbIWEHHOM UMPPOBbIMM TEXHOMOrMAMK, BOMPOC KuUbepbe3onacHOCTU CTaHOBUTCA Bce 6o0nee akTyanbHbIM.
[eTn n nogpocTku akTUBHO MUCNONb3yloT NHTepHeT anA obweHuA, yd4ebbl U pasBiedeHuin, U BaXKHO, YTOObl OHM MOHMMASIM PUCKU U yMenu
3awmwaTtb cebA B BUPTYasrlbHOM NPOCTPAHCTBE.

Mpobnema knbepbesonacHOCTU 3aKOYaEeTCA B TOM, YTO VIHTEPHET MOXET ObiTb MCTOYHUKOM HE TONbKO MONE3HOW WMHGOPMauUUn, HO U Yrpos.
[eTn n NnogpoCTKU MOryT CTONKHYTLCA B OHMAWH C MOLIEHHUYECTBOM, KUOEPOYNNMHIOM, BPEAOHOCHBIM KOHTEHTOM W APYrMMW ONAacHOCTAMMW.
OTO MOXET NPUBECTU K HEraTUBHbLIM NOCNEACTBUAM OJ1A UX NCUXNUYECKOro 300p0BbA, penyTaunmn 1 gaxe gmusandeckon 6e30nacHoOCTU.

Hawm, B3pocnbiM, Heo6xoouMoO yaenATb BHUMaHWe BornpocaMm kubepbesonacHocTu Hawwumx peten. O6cyxpaAa ¢ HUMKM npasBuna 6e3onacHoro
noBeOeHUA U MNCMNOSMb30BaHNA OHMANH-MPOCTPaHCTBA, OOBACHAA, KakK pacro3HaBaTb Te WIN UHble PUCKW, Mbl MOXEM HayyduTb geTten ObiTb
YCTONYMBBIMU U 3aLUMLLEHHBbIMU B CeTU VIHTepHeT.

MeaonumHCcKMe 1 MCUXO0ro-negarornyeckmue nccnenoBaHuA, a Takke pekomeHpaumm CadlvH nokasbiBaloT, YTO WCMONb30BaHUE 3/1EKTPOHHBIX YCTPONCTB
2.9, 4 [0 1 MHTepHeTa nyylle NONHOCTBLIO UCKIIOYMTL B paHHeM aeTcTse (Ao 3 net). HamHoro nonesHee AnA geTeli xmBoe obLieHWe, NPOAYKTUBHAA pasBMBaloLLan
OEeATENbHOCTb, YTEHNE, PUCOBaHNE N UMPbl CO CBEPCTHUKAMM.

B cTapwem AOWKOJIBHOM BO3pacTe 3KpaHHOE BPEMA MOXET COCTaBNATb He 6oniee 1 Yaca B AeHb U TONbKO B MPUCYTCTBUM B3pocibix. B mnapwem
WKOJZIbHOM BO3pacTe Mnpoao/n»KUTEesIbHOCTb MUCMNOJIb30OBaHUA LI,VIdeOBbIX yCTpOVICTB He AOJIXXKHa npesBbillaTtb 1,5 yacosB. B noapoOCTKOBOM U HHOLUECKOM
BO3pacTax — He 60Jiee 2 YacoOB B AiEHb.

Mpn 3TOM BO BCEX BO3pacTax HEMNpPepbiBHbIM MPOCMOTP WNW OHMAMH-aKTMBHOCTb OO/MKHbI YepenoBaTbCA C MMMHACTUKOW OJ1A rna3 v gpyrumm Buoamm
MHTeﬂﬂeKTyaﬂbHOﬁ n CbI/I3I/ILIeCK0I7I neATenbHOCTU. Ka)K,D,bIIZ poauTenb, onmpaAcb Ha pekoMeHaaunn, CToOUT nepen cepbe3HbliM pelleHnem: onpenenintb, CKObKO
BpeMeHN NoNaeT ero pebeHKy Ha Nosb3y C y4eTOM Bo3pacTa, y4ebbl, o6LeHNA 1 OTObIXa.

Bbl MO)XeTe BOCMO/b30BaTbCA ClieAyoWMMU NPOCTbIMU PeKoOMeHAauUAMU, YToOGbl MOMOYb AETAM M NOoAPOCTKam @
ObITb 60/1€e KOMNEeTEeHTHbIMW, OCO3HAHHbIMU, BHUMATENIbHbIMU U ocMOoTpuUTEeJibHbIMU B UHTEPHEeT-Cpeae.
o OGyuanTe aeten M NOAPOCTKOB OCHOBaM Knbep6e3onacHOCTH %

MoroBopuTe ¢ AeTbMM O TOM, NOYEMY BaXKHO 3almaTh IMYHbIE AAHHbBIE N KaK 3TO MOXET NOMOYb n3bexkaTtb Npobnem.
[MpoBepAnTe HACTPOMKM KOHMOUOEHUMANBbHOCTM W HayyuTe [OeTen co3gaBaTb HaAeXHble Naponu, WUcnonb3oBaTb [ABYX(AKTOPHYHO
ayTeHTUPUKaLNIO N He OeNNUTLCA C He3HaKoMUaMU JIMYHON Hpopmaumen B IHTepHeTe.

+ HapgeXxHbI naponb — 3TO CMOXHbIA Naposib, COCTOAWMIA U3 ByKB, undp 1 cumBonoB. O6bIMHO ero TpyaHO yragaTtb unn nogobpatb.
Ba)kHO nepuoanyeckn MEHATb NAPOIN B MECCEHO)KEPaX, 3NIEKTPOHHOM NOYTE 1 COuManbHbIX CETAX.

+ JlnyHaa uHdopmauma — dammnua U UMA, NosHaA gaTta poXXOeHWA, AOMalHUA agpec, HoMmep TenedoHa, HOMep LWKOMbl N Knacca,
WHpopmaumAa O cembe, apyrasa nnMyHaa uHdopmauma (HanpumMep, NacnopTHble OaHHble, AaHHble MeanuuHekoro nonuca, CHUIIC v gp.).
OTUMUN CBEAEHWAMU MOTYT BOCMOMb30BATbCA 3N0YyMbIWAEHHUKN. [daxe ¢OoTo, BUAEO U rOSIOCOBble COOBWEHUA MOryT ObITb
MMU NCNONb30BaHbI.

Vcnonb3ynte HageXxHoe aHTMBUPYCHOE nporpamMmHoe obecnedveHve Ha Bawwux yctpomctBax u perynapHo obHosnante ero. O6cyxxpanTte
€ pebeHKOM MM NOAPOCTKOM BaXXHOCTb 3aLUTbl OT BPEAOHOCHbIX NPOrpamMm.

PacckasbiBanTe 0 nogosputenbHbix noaax B MHTepHete. O6bACHUTE pebeHKy nnu nogpocTKy, YTO He CTOUT obwaTbCA C He3HaKoMuamm
B ceTu VIHTepHeT, 1 4YTO genaTb, eCnuv KTO-TO BefeT cebA CTpaHHO UK MbiTaeTcA 3aCTaBUTb enaTbh YTO-TO HEMPUEMSIEMOE.

MomornTe pgetAM M NOOPOCTKaM MOHATb M OCO3HATb, MOYEMYy He CTOUT OTBeYaTb Ha COOOLWEHWA U 3BOHKWM C HE3HaKOMbIX HOMEPOB
No MOOGWIBHOW CBA3W, B MecceHaXxepax WM coumanbHbiX ceTAax. OObACHUTE, YTO 3TO MOXET MPUBECTU K HeXenaTeflbHblM KOHTakKTam
1N ONacHOCTW.

O6y4anTe pacno3HaBaHUIO MOAO3PUTENbHbIX CCbIMOK. Pacckakmute pebeHky wunu nogpocTky O puckax nepexoga no  Ceblikam
N3 HEU3BECTHbIX MICTOYHUKOB U Hay4uTe ero NpoBepATb CCbIIKU nepen nepexonom.

e OGcyxpaiTe u yctaHaBNMBanTe ceMeliHble NpaBuiia ucnosb3oBaHuA MHTepHeTa U KWGeprurneHbl

Onpepenvte BMecTe ¢ pebeHKOM M NoaPOCTKOM, CKOJIbKO BPEMEHM OH MOXXET NMPOBOAMTL B VIHTEpPHETE, Kakne canTbl OH MOXKET nocewatb
N ¢ Kem obLaTbCA, Kakmne MeCcCeHaKepbl N coumarnbHble CETU OH MOXKET UCNOob30BaTh.

Ecnn Baw pebeHok cTapluero AOWKObHOro Uy MAaaLwero WKOMbHOro Bo3pacTa nosb3yeTcA MOOUIbHBIM YCTPOMCTBOM U NEPCOHANbHbBIM
KOMMbIOTEPOM, YCTAHOBUTE NPOrpaMmbl POANTENBCKOro KOHTPOJIA, YTOObl OrpaHNYnUTb OOCTYN K HeXenaTtenbHOMY KOHTEHTY U OTCNexXuBaTb
aKTMBHOCTb B VIHTepHeTe.

YcTaHoBMTE padyMHble OrpaHMYeHnA Ha CMoNb30BaHMe LMGPOBbLIX YCTPOCTB M NepepbiBbl ANA ApYrnX BUOOB AeATEeNbHOCTU. OTO NOMOXET
n3be>kaTb NepeyToMIeHna n 3aBUCMMocT oT MIHTepHeTa.

9 Moppep)xuBanTe atmoccepy [oBepUA U peryaapHo o6cy)xpante ¢ pe6eHKOM Unm noapoCcTKOM OHNManH-ONbIT

MoowpnAnTe aeTen U NnogpocTkoB obcy>kaaTe ¢ Bamm Bonpockl, cBA3aHHble ¢ IHTEpHETOM U MHpopMaLMOHHOK 6e30MacHOCTbO, AeNNTbCA
CBOMMUW MepexXnBaHnAMMU, onaceHuAMM 1 NpobnemamMu, CBA3aHHbIMU C OHNaNH-NPOCTPaHCTBOM, 6e3 cTpaxa HakasaHuA. [MpoBoanTe Gecenbl
0 TOM, YTO AenawT AeTu B VIHTepHeTe, ¢ KeM 06LaloTCA, BO YTO UrpatoT, Kakue canTbl NocewaroT, Kakon MeanakoHTEHT UM MHTEPECEH,
n 06cy>)KaanTe BO3MOXHbIE PUCKU. PaccMoTprTe BO3MOXHOCTb COBMECTHOIO NPOCMOTPA KOHTEHTA M 06CY>XXOEHNA YBULEHHOTO.

0 ByabTe npumepom AnA noapaxkaHuA
lMNokasbiBanTe pebeHKy unm NoapocTKy, Kak Bel camu cobnogaeTe npasuna MHpopmaumoHHon 6e3onacHoCTH, U obcyxxaante ¢ HAM Bawwm
COBMECTHble AencTBuA B VIHTepHeTe. [NokasbiBanTe, Kak NpaBuibHO BeCTU cebA B IHTepHeTe, He HapylwanTe npasuna v HoOpMbl NOBEAEHUA
B OHNanH npu pebeHke, 06 bACHANTE, MOYEMY Ba>KHO cobtogaTh 3T npasmna.
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PasBuBaiTe y geTeil HaBbiKUM O6GpaLLEHMA 32 NOMOLLbIO U cOO6LEeHMA 06 onacHOCTM Bam 1 apyrum HapgeXXHbIM B3pOC/biM
(poAcTBEHHMKaM, yuuTeNnaAM, COTPyAHUKAM NPaBOOXpPaHUTE/IbHbIX OPraHoOB)

O6yyanTe pgeTen U NOOPOCTKOB TOMY, KakK (OMKCUPOBATb OHMAWH-PUCKU C MOMOLLbIO CKPUHLIOTOB, COXPaHEHUA BMOEO- N ayanOCOO0OLLEHNI
OT He3HakKoMUEeB. Bce 370 MOXET cTaTb Cepbe3HON AoKa3aTesibHOM 6a30M B KPUTUYECKNX CUTYaUMAX. OTOT HaBblK MOXKET NMOMOLLb HE TOJIbKO
B BUPTYaslbHOM MUPE, HO U B peasibHOM XXU3HW.

MomorauTte pgetam u nogpocTkam pa3sunBatb Kputu4eckoe mMbillnieHue

Hayunte ux aHanusupoBaTb MHopMaumio B WHTepHeTe, pacno3HaBaTb OMNACHOCTU: OOBACHWUTE, Kak pacrno3HaBaTb MOLUEHHUYECTBO,

KnbepTpasnio v gpyrme Oopmbl OHManMH-yrpo3. [NpuBoguTe nNpumMepbl KNOEPBUKTUMU3AUNU, HEHaAeXallero, pUCKOBaHHOrO M OMacHoOro

OHMarH-noBeneHndA, YTObbl AeTU U NOAPOCTKM MOMNU flyyLle NOHATb, Kak n3bexxaTb NoJA0OHbIX CUTYyaLMNA.

PasBunBanTte y pebeHka aHannMTU4eckue HaBblKW, YTOOblI OH MOr oueHMBaTb WMHGOpPMauuto B VIHTepHeTe, COMHEBATLCA B AOCTOBEPHOCTU

WCTOYHMKOB M OTNINYaTb JOCTOBEPHbIE UCTOYHUKKN OT HEAOCTOBEPHbIX. PacckaxuTte, 4To He BCA UHdopmauuna B CeTu ABNAETCA NpaBavBOMN.

* MpuaymanTte «BoNwe6GHOE C/IOBO-NApPOJib», KOTOpoe byneTe 3HaTb TONbKO Bbl n Baw pebeHok, YToObl OH MOr pacno3HaTb OMacHOCTb:

B cryvae, ecnu pebeHoK OTBETWUT Ha COOBLEeHne MM 3BOHOK He3HakoMua, C NMOMOLLbIO 3TOro crioBa emy 6yadeT npolle pacrnos3HaTb
OMacHOCTb.

MpoAaBnAnTe NOoAAEPIXKY U BOBNIEYEHHOCTb

lMocTapanTecb ObITb BOBMIEYEHHLIMU B OHMAWH-aKTUBHOCTU: y4aCTBYMTE B Urpax U coumasbHbIX CETAX BMECTe C OEeTbMU N NOOPOCTKaMu,
YTOObI NyyLLe MOHATb UX MHTEPECHI U OKPY>KEHME, 3TO NO3BONUT NOALEPXMBATL AOBEPUTENbHBLIM KOHTAKT C HUMMW.

MoowpAnTte geten U NOAPOCTKOB 3aHMMaTLCA 6e30NacHbIMUA N KOHCTPYKTUBHBIMU OpSiaH U NPy HEOOXOAMMOCTU OHJTaNH-aKTUBHOCTAMMN,
TakMMn Kak obpasoBaTesibHble Urpbl, CNOPT NN TBOPYECKMNE NPOeKTbl. AKTUBHAA, MHTEPECHaA WU HacbIWeHHaA NOMOXNTENbHbIMU AMOLIMAMMN
1 cOBbITUAMU peasibHadA XXU3Hb — MOLLHbIM NCTOYHUK MO3UTUBHOW camopeanun3auumn 6e3 «berctea» B BUPTyasbHbIM MUP.

OTpa6oTanTe COBMECTHO C pe6eHKOM AEUCTBUA B CUTYaLMAX pUCKa

Ba>kHO 3apaHee 06bACHUTL PeBEHKY, KakK NpaBubHO OENCTBOBATbL NPU CTOSIKHOBEHUM C ONACHBIMW OHNANH-KOMMYHUKALMAMU:

* He BCTynatb B repenanky, cpady 3abnokupoBaTb arpeccopa WM MOLWIEHHUKA, COXPaHUTb CKPUHLIOTbI MEpPEennuckn B KayecTBe
[oKasaTenbCTB N 06A3aTeNbHO pacckasaTb O CUTyaumn B3POCbIM — POAUTENAM, YYUTENO UK 06paTUTbCA B NOALEPXKKY NMAaTdopMbl,
raoe nponsoLwesn: MHUMOEHT.

O6palanTech 3a NOMOLWbIO: ecnu Bbl 3ameTnnu, 4To Baw pebeHoK cTan XXepTBon KN6EepPBUKTUMU3ALNN UK NPOABIIAET ONacHOe NoBeaeHne
B VIHTepHeTe, He cTecHANUTEChb obpallaTbCA 3a NOMOLLBIO K cneumanmcTam.

PerynAapHo o6HOBNANUTE 3HaHMA O KW6ep6e30nacHOCTU U KubeprurueHe, oTcneXxmupante U3MeHeHUA B 3aKOHOAATesNIbCTBe
1 npasunax nnardopm

Cnegute 3a HOBOCTAMU U TEHAEHUMAMM B 06nacTn kKubepbe3onacHOCTU, 3yvanTe HOBble METOObI 3alnThl OT KnbepnpecTynneHnin. byabTe
B Kypce M3MEHeHW B 3akoHoAaTesNbCTBe M npaBuiax MCMnosb3oBaHuA nnatgopm, 4Tobbl obecnednTb MakcumanbHyrlo 3awmTty Bawero
pebeHka nnn noapocTka, aganTupynute cBon noaxonbl K obecnedeHntio 6€30nacHOCTM B COOTBETCTBUU C M3MeHeHUAMN B VIHTepHeTe.

Anroputm aeMcTBUM poauTesna Npu o6Hapy>XeHUun nNoao3puUTesIbHOU OHJTaUH-aKTUBHOCTU pebGeHKa

0 ObpaTtnTe BHUMaHME Ha N3MEHEHNA B NoBeAeHUN pebeHka univ nogpocTtka. Ecnv Bl 3amMeTunm, 4To oH cTan 6onee 3aMKHYTbIM, NOrPY>XEHHbIM
B OHNalH, pa3gpa’knTenbHbIM U NPOABAAET APYrMe HETUMUYHbIE O1A HEro AMOLMK, 3TO MOXET 6biTb CUrHaNIoM O npobniemax B VIHTepHeTe.

e [MoroBopuTe ¢ pebeHKoM. BbiACHUTE, YTO MMEHHO ero 6ecrnoKouT, 1N NPeasIoXXNUTe CBOK NMOMOLLb.

e O6paTtuTech 3a NOMOLLbIO K cneunanuctam. Ecnm Bbl He MoXXeTe caMOCTOATENbHO PewwmnTb NPobiemMy, 06paTUTECh K MCUMXOIOrY, COLMaIbHOMY
neparory, ncuxotepanesTy UK OpYrvMm crneumanicTam.

B cuTyaumax, Korpa pebeHoK coobuaet Bawm u '.._ g Bbonee nogpobHble pekoMeHpjauun p[nAa poguTenen Bol 0
O COBEpLIEHHOM B  OTHOWEHWA Hero  MpecTynieHun { HalgeTe B nocobum «Pucku B umdcdpoBon cpepe: = ]
BOCMONb3ynTecb 8 naMATKOM Hasuratopa npodmnakTuku JuarHocTuka, npodwmnaktuka, Koppekuus». — M: AHO

BUMKTMMU3aALMU AEeTEN U NOAPOCTKOB (2024)

«LleHTp rno6anbHon NT-koonepauun», 2024. — 152 c.

KYAA OBPATUTBHCA 3A NOMOLWbHO
17 nmnonyymtb AONOAHUTENBbHYIO MHPOPMALUIO >

TenedoHbl foBepua, ropAvne JIMHUK

FopA4YaA NnMHMA KPU3MCHOM ncuxonornyeckon nomowm MuHuctepcTBa npocseweHua Poccunckon depgepauun 8-800-600-31-14

* Ha nuHun exxegHEBHO M KPYraoCyTOYHO OKasblBaeTCA MCMXOsiormdyeckasa MOMOLWb M NMoAdep>XKa BCEeM MO3BOHMBLUMM, HAXOOALWMMCA B KPU3UCHOM
COCTOAHUN UM B KPUSUCHOM CUTyaumm (6ecnnaTHo, KPYriioCyTOYHO).

Bcepoccuinckuu fletckuin TenedoH gosepuna 8-800-2000-122

 lNcunxonormnyeckoe KOHCYNbTUPOBaHMe, 3KCTPeHHaA W1 Kpu3ncHaAa ncmxonornyeckaAa nomouwb AetAM, nogpoctkaM wn poountTenam (6€CI'IJ'IaTHO,

KPYrnoCyTO4YHO).

MopAyvaa nuHuA «Pe6eHoK B onacHocTu» CnepcrteeHHoro komuteta Poccuiickon ®epepauum 8-800-100-12-60#1

+ Takxxe onA obpaleHnA OoCTynHa KopoTkaA KombuHauma 123 (6ecnnaTHO, KPYriioCyTOYHO).

FopAvYaa nuHUA noaaep>XkKu no soripocam Tpasnu TpaBnu.NET 8-800-500-44-14

* MH-MNT ¢ 10:00 go 20:00 MO0 MOCKOBCKOMY BPEMEHN.

OHNanH-NnomMollb
+ [opayaa nuHuAa «detn OHnariH» http://detionline.com/helpline/about
* YAT-BOT «[Jo6pbIHA» (aHTUOYNNUHr) https://t.me/BylingBot
+ Cant MonogexxHoro undgpoBoro oméyacmeHa, pasgen «Lngponomowb» — cepBUC nogaym obpalleHnin OfAa MOMoAblX MOAEN, KOTOPbIE CTONKHYUCH

¢ npobnemamun B VIHTepHeTe https://youthombudsman.ru/help

+ CoobWMTb 0 3anpeLeHHOM KOHTEHTE MOXHO Ha canTe PockomHaasopa https://eais.rkn.gov.ru/feedback/

NUHdpopmaunmoHHO-MeToANYECKE MaTepuarnbl U pecypchbl
+ Kacnepckun getam https:/kids.kaspersky.ru/
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