2. PEKOMEHAAL W
ANA NOAPOCTKOB NO BE3OMNACHOCTU
B CETVI MHTEPHET

MNMpuseT, noporou apyr!

COBpPEMEHHbLIN  MUP  CTPEMUTENIBHO MEHAETCA, pPa3BMBAlOTCA  OHNAMH-TEXHONOMMW, pasfnyHble ragXxeTbl W OeBauchl,
KOTOpble BCE€ Mbl WCMOSb3yeEM B [MOBCEOHEBHOM >XU3HWU. VIHTEpHET TakXXe CcTa/l HEKOTOPOW YacTbio Halwen peasibHOCTU
M MHCTPYMEHTOM, C MOMOLLBIO KOTOPOro MOXHO o6LwaTbCcA, Y4UTbCA, y3HaBaTb HOBoe. M, kak ¢ NobbiIM MHCTPYMEHTOM, UM HY>XHO
Nosib30BaTbCA aKKypaTHO, MOMHA O HEKOTOPbIX pUCKax 1 yrpo3ax BUpPTyasibHOro Mmpa.

Ecnn Tbl BO BpemA y4yebbl unn gocyra mcnonb3dyewb VIHTepHeT u ero pecypcbl Ha cmapTdoHe, nnaHweTe WX MepCcoHasIbHOM
KOMMbIOTEPE, MOXanyncTa, BOCMNOMb3YNUCA cnepyrowmmm pekomeHpgaumamu. OHu nomoryT Tebe ObiTb 60nee KOMMNETEHTHbIM,
OCO3HaHHbIM, BHUMATESIbHBbIM U OCMOTPUTESIbHBIM B OHIaNH-NPOCTPAHCTBE, MPOABUTL 3a60Ty 0 cebe, CBOUX 6N3KNX 1 OpYrvUX NKOOAX.

€ nNowmnu o 3awmTe cBOEI NUUHOI MHOPMaLMU

He nenucb B OHNanH CBOUMM UM YY>KUMW JINYHBIMWA OAHHBIMU: HUKOTAA He Ny6AnKy CBoM haMuaunio 1 UMA, MOMHYo AaTy

POXAEHVA, AOMAlUHUI aapec, HoMep TenedoHa, HOMep LWKOMbl M Khacca, B KOTOPbIX YYMLIbCA, WMH(OPMALMIO s

0 CemMbe UNN APYryio NINYHYIO MHGopMaLUMIo B VIHTepHeTe. ATUMU CBEAEHMAMU MOTYT BOCMO/b30BATLCA 3/10YMbILLIEHHUKN. Q
Oaxe TBoW pOTO, BUAEO M FONI0COBbIE COOBLLEHNA MOFYT 6bITh UMW UCMOSb30BaHbI.

Ncnonb3yn HUKHEMMbl  (MCEBAOHUMbI) MPW  PEerucTpaumMm Ha canTax, B COUManbHbIX CEeTAX, MeCCeHmKepax  —
WNW B Urpax, a He CBoe HacToALLee UMS.

UCKJTIOYEHUE: odvumanbHble nnatgopmbl (Hanpumep, PepepanbHaA rocygapcTBeHHaA WHQOPMaUWOHHaAA cuctema
«EOQnHBIN nopTan rocynapCcTBEHHbIX 1 MyHULUMNANbHbIX YCiyr» unn Focycnyrm) n mecceHpxepsbl (Hanpumep, Cdepym, Max).

e Mcnonb3yin HaCTPONKM KOH(UAEHLMaNIbHOCTH

Ha MobunbHbIX YCTPOMCTBaX, B MECCEHAKEPAX, COUMANbHbIX CETAX, YTOObLI OrpaHNYUTL AOCTYN K TBOEN MHhopMauunK.
Y6eouncb, 4TO TBOU NPOPUIN U aKKayHTbl HACTPOEHbI Tak, YTOOblI TONLKO GnM3KUe, OPYy3bA U y4UTEeNA MOrfM BUAOETb -
NMYHYI0 MHAOPMaLMIO. =
Ecnn Tbl akTMBHO Befelb CBOK CTpaHuLy, KaHan unu nabnmk, orpaHnyb JOCTYN K CBOMM MOCTaM: HaCTpoW BUOUMOCTb

cBomx nybnukaummn Tak, 4Tobbl UX MOrNM BUOETb TONbKO Te, KOMYy Tbl AOBepAelb (poanutenu, 65imM3kue poacTBEHHUKMN,
OpY3bA, BO3MOXHO YYNTENA).

e MNpumeHAn 6e3onacHbie Naponmn n He coobLlan MX HUKOMY

HapeXHbl napofib — 3TO CAOXHbIN Naposb, COCTOAWMMA U3 3arnaBHbIX N CTPOYHbIX OYKB, umdp 1 cumeonoB. OBbIYHO
ero TpyaHo yragaTtb unu nogobpatb. He ncnonb3yn ogvH 1 TOT XKe Naponb ANA pasHbiX akkayHTOB. Hukorga He genuch
CBOMMM NAposIAMK C OPYruMn, gaxe ¢ opy3bAmMu. PerynapHo MeHAn naponu, 4tobbl ob6esonacutb ceba.
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Q Mcnonb3yn aHTUBMPYCHOE NporpammMmHoe o6ecnevyeHune u hampson (MeXxceTteBou aKpaH, 6paHamMmayap) n
[nA 3awmTbl OT BPEOOHOCHbIX NpOorpamMm 1 HeXXenaTtenbHoro Tpaguka Ucnosb3ym aHTUBMPYChl N cUCTEMbl 6e30nacHOCTH,
KOTOpble OEeUCTBYIOT Kak 6apbep Mexay KOMMNbIOTEPHOW CETLIO U BHELLHUM MUPOM.

e O6c¢cyxaan BONpocCbl OHNanH-6e30MacHOCTU C POAUTENAMM MU YUUTENAMM

Coobwan o npobnemax: ecnn KTo-TO yrpoxxaeT Tebe nnu Tbl YyBCTBYelWb cebA HEKOMOPTHO B VIHTEpHeTe, pacckaXim
06 aToM pogutenam wunm yuntenam. ObpawartbCA 3a MOMOWbBI U MPUHUMATb €€ — BaXXHbI HaBblK COBPEMEHHOro
YyenoBeka.

CoxpaHAn pokasaTenbcTBa: €CcnM Thl CTan >XepTBOW KubepTpaBnu (KubepbynnuHra), Apyroro OHManH-HacunmA
WM MOLLIEHHNYECTBA, COXPaHAN CKPUHLLOTLI U COOOLWEHNA Kak gokasaTtenbctBa. [NMoMHU 0 KnbepbynnnHre: ecnu Tbl cTan
YXEPTBOW OHNAMH-TPaBNU, CoOobLM 06 3TOM B3POCIbIM.

Byob BHMMaTeENeH K OHNamH-urpam WM MeauakoHTEHTY: HEKOTOpbIe Urpbl MOTYT COAEpXXaTb arpeccMBHOE noBeneHue,
a Buaeo n poto — Henopobarowmim, TOKCUYHbIM KOHTEHT. O6cy>Xaan ¢ poauTenaMn, B Kakme Urpbl Tbl Urpaellb, Kakme
OHNanH-NNaT(OPMbl U KOHTEHT TEOE MHTEPECHDI.

G Crapaunca npuaep>xmBaTtbcAa 6e30nacHoOro o6weHunA

MHTepHeT Tak YCTPOEH, 4YTO WHOrga MOXET ClIOXUTbCA WAM3NA aOoBepudA, 6e30nacHOCTW, AaHOHMMHOCTU
N KOHpuaeHumanbsHoCcTN. MOXET nokasaTbCA, YTO Thl XOPOLIO 3HAaELlb YeNoBeKa, C KOTOPbIM B peanibHOM XXU3HW HMKOorna ﬁ
He BCTpeYasicA, HO YXXe Kakoe-To BpemA obLliaelbcA oHManH. Ho aTo MoxeT ObiTb Hebe3onacHbIM. [1oaToMy He obLianca
C He3HakOMbiMM JnogbMu B VIHTepHeTe M He nNpuHMMan 3anpocbl B Apy3bA OT TeX, KOro He 3Haelb
B peasibHOM >XWU3HW. He oTnpaBnAll Nn4YHble coobleHMA He3HakomuaMm: 6yab OCTOPOXEH C TEeM, YTO Tbl MULELb e
N OTNpaBfiAeLlb B JIMYHbIX coobLeHnAxX. He BcTpeyanca ¢ niogbMu n3 VIHTepHeTa, 3TO MOryT ObITb 3/10yMbILAEHHUKNA.

Ecnun kT0-TO B NIHTEepHeTe BepeTt cebA CTpaHHO MNU MbiTaeTcA 3acTaBuUTb TebA genaTtb YTO-TO, YTO BbI3blBAET Y TebA

CTblQ, WA cnpawmBaeT Teb6A O TOM, O YEM Tbl HE XO4€ELLb FOBOPUTb, 3a4aeT MHOIoO BOMNPOCOB O TBOEN CEMbE, NpeKkpaTn

obweHne n coobwm 06 3Ttom B3pocnbiM. Cambli HageXHbI cnocobd no3aboTutbcA O cebe — npepBaTb KOHTaKT

C HE3HaAKOMbIM MOJSIb30BaTENEM, KOTOPbIM MOXET NUcaTb NN 3BOHUTL Tebe.

e MNo3a6oTbcA 0 cBOEN KuGeprurueHe oF ¢« ¢
CTtapanca orpaHnynTb BpeMsd, npoBegeHHoe B HTepHeTe. [enain nepepbiBbl U 3aHUMaNCA ApYrMMy BUAAMU OEATENbHOCTMU,
4TObbI M36eXKaTb NepeyToMIIEHNA, YCTaNoCTu rnas n 3aBUCUMOCTN OT LIM(PPOBbLIX YCTPOUCTB.



@) VYuacTsyii TonbKO B Ge30MacHbIX OHNAIH-aKTUBHOCTAX n
Bbibupan 6esonacHble canTbl U NPUIOXEHUA, NCNOJSb3YIW TOIbKO NPOBEPEHHbIE NMaTgopmbl AnA o6LWeHUA 1 urp.

YyacTByil B Tex obpasoBaTesibHbIX OHNalH-aKTUBHOCTAX (ONMMNnagax, KOHKypcax, Kypcax, BebuHapax W Opyrux A~ 4
cobbITUAX), KOTOpble MPOBEPEHbl TBOMMU ONM3KUMWU B3POCIbIMKA, W KOTOpble MoMoryT Tebe pasBMBaTb HaBbIKU | |
N 3HaHWA. i

@ Passusaii kpuTMuecKoe MbiwneHue

[MpoBepAn 1 nepenpoBepAn MHpoOpMauMio: He Bepb BCEMY, YTO BUAUWbL B UHTepHeTe. [lpoBepAn akTbl N NCTOYHUKU
NHpopmMaLmm, 0CO6EHHO eCcnn 3TO KacaeTcA HOBOCTEN NN 3aMaH4YMBbIX NPEOSIOXEHNNA.

Byob ocTOpoXXeH C peknamon: He K/MkKanh Ha noAo3puTesibHble CCbIIKW, KOTOpble MOryT MpuBEeCTU K Bupycam
WX  MOWEHHNYeCTBY. [lOMHW, 4YTO CCbIJIKM W3 MOAO03PUTESNIbHBLIX MUCEM, COOOLWEHUM U MNOCTOB B MecCeHoepax
UNU coumanbHbIX CETAX MOryT cofep)aTb BPeNOHOCHOEe nporpammHoe obecrneyeHne W 3apas3nTb TBOW KOMMbIOTEP
WM MoBbUbHOE YCTPOUCTBO.

@ Byab 6auTeneH npu oHManH-NOKYyNKax

He posepAan cantam, KOTOpble BbIrMALAT NOO03PUTENBHO, M MPOBEPAN OT3biBbl O NpoAaBLax nepen MoKyrnkom TOBapoB
oHnaviH. CoBepLuan NoKynku TONbKO BMECTE C poauTENAMMU.

He penain noKynku B NIMYHbIX COOBLLEHNAX B MECCEHOKepax Unu coumanbHbiX CETAX: MOLWEHHUKN MOrYT NONYyYnuTb AOCTYN
N KOHTPOJb K AEHEXXHbIM CpeacTBaM U TBOMM akKayHTam.

Byab npenenbHO OCTOPOXKEH C NPensIoXKEeHNAMN caenaTtb JoHaT (AOOPOBOILHOE AEHEXHOE NOXEPTBOBAHME).

m Hukorpa He npopaBan CBOM aKKayHTbl B MeCCeHa)Kepax, coumarnbHbIX CETAX, OHNauH-Urpax,
a Takke CUM-kapTbl 1 6aHKOBCKUE KapTbl!

MOLLEHHNKN MOryT BOCMOMb30BaTbCA MMW B KOPBLICTHbIX LEenAX, HO OTBETCTBEHHOCTb NpuOeTcA Hectn Tebe, TBOUM
pooutenam u 6nusknm. Hukorga He coobwan Homep, MNMNH-koa, CVC-koa v opyrue gaHHble cBoen 6aHKOBCKOW KapThl,
a Takxke koapl n3 CMC-yBeaoMNeHNN 1 3N1EKTPOHHbIX MUCEM NOCTOPOHHUM JIOAAM.

@ MU3yumn npaBuna u Hopmbl noseaeHusa B UHTepHeTe

Mpupep>kmBanca npasun, 4YTOOblI N36eXaTb KOHMNMKTOB U HEMPUATHbIX cuTyauuin. Cobniogan 3akoHbl, OENCTBYOWME
B Halen CcTpaHe — OHW TakXe pacrnpoCTPaHATCA Ha MNOUCKOBblE 3arnpockl, nosepeHne nwogen B WHTepHeTe
N Ny6NUKYEeMbIA MU KOHTEHT.

Byab ocTopoxkeH ¢ nybnukaumAmMM B cOUMarbHbIX CETAX N COOOLWEHUAMN B MecCceHmxepax. To, YTO KaxkeTcA 3abaBHbIM
nnn 6e306MaHbIM, MOXXET HapylwaTb 3akOH, WM 0Kas3aTbCA BUPYCHbIM U ObICTPO pPacnpocTpaHUTbCA cpean 60sbLLon,
He Bcerga >kenatenbHou, aygutopun. lNpexxae 4em pasmecTuTb NOCT UM OTNPaBUTb COOBLLEHNE, BHUMATEbHO OLEeHMBan
ero cogep>xaHue. NMomHu: VIutepHeT — 3TO Ny6NnMYHOE NPOCTPAHCTBO, U HEO64YMAaHHbLIE MNOCTYNKU MOTYT UMETb Cepbe3Hble
nocnencTeuA.

Ecnn Tbl CTONMKHYNCA C NPOTMBOMPaBHbIM KOHTEHTOM B VIHTepHeTe, coobwy 06 9TOM poguTenAm Wunm yunTenam,
a Tak>Xe OTnpaBb CCbISIKN U CKPUHLLIOTbI B MPaBOOXpaHUTESIbHble opraHbl U POckoMHaa3op.

Kubep6e3onacHocTb, uuppoBan rpaMOTHOCTb, HABbIKWM pacno3HaBaHUA OHNIAaNH-PUCKOB —
3TO Ba)XHbIU acneKT TBOen XXU3HU B COBPEMEHHOM Mmupe!
Cnepnya aTUM peKoOMeHOaunAM, Tbl CMOXXELb 3aWnNTUTb cebAa OT pasNnUYHbIX OHSIaNH-YrPo3,
a Tak>xe cosgaTtb 6e3onacHoe 1 NO3NUTUBHOE OHNANH-NPOCTPAHCTBO ANA cebA u opyrux.

KYAA OBPATATBLCA 3A MOMOLLbHO
N noayudnTtb AONONIHUTE/IbHYIO NHPOPMALUIO

TenecoHbl goBEpPUA, rOopAYME JIUHUN

FopAvaa NMHMA KpU3nucHou ncuxosiorndyeckom nomowm MuHucrepctBa npocseweHua Poccunckon depepaumm 8-800-600-31-14
+ Ha nuHun eXeaHeBHO N KPYyrjioCyTO4YHO OKa3blBaeTCA ncumxonornyeckaAa nomMoulb M nopgaep>kXka BCeEM MNO3BOHMBLUMM, HaxogAwWMMCA B KPU3UCHOM
COCTOAHUN UM B KPUSUCHOW cnTyaumm (6ecnnaTtHo, KPyriocyTO4YHO).

Bcepoccunckum fetckui TenecdpoH goepuna 8-800-2000-122
* [Ncuxonormnyeckoe KOHCYNbTUpPOBaHMe, 3KCTPeHHaA W KPpU3ncHaA ncuxonornyeckaA nomMouwb pAetAM, nNoApoCTkaM W poanTenAam (6eCI'IJ'IaTHO,
KPYrnoCcyTO4YHO).

FopAvaa nuHnA «Pe6eHOK B onacHocTu» CnepncrBeHHOro komurteta Poccunckon depepauun 8-800-100-12-60#1
+ Tak>xe onA obpalleHnA OOoCTynHa KopoTkaA KombuHauma 123 (6ecnnaTHO, KPYrioCyTOYHO).

FopAyaAa nuHuA nopaep>xku no sonpocam Tpasnu Tpasnu.NET 8-800-500-44-14
* MH-MNT ¢ 10:00 po 20:00 N0 MOCKOBCKOMY BPEMEHW.

OHnanH-nomoLb
+ [opAvaa nuHmA «Jetn OHnanH» http://detionline.com/helpline/about
* YAT-BOT «[dobpbiHA» (aHTUOYNAnHr) https://t.me/BylingBot

« Cant MonogexHoro ungposoro ombyacmeHa, pasgen «Ludponomow» — cepBuc nogayn obpalieHun anAa Monogbix Nioaen,
KOTOpble CTONKHYNUCL € npobnemamu B IHTepHeTe https://youthombudsman.ru/help
« CoobWwuTb O 3anpeLeHHOM KOHTEHTE MOXKHO Ha canTe PockoMHaasopa https://eais.rkn.gov.ru/feedback/

UHdopmaumoHHO-MmeTOANYECKME MaTepuarbl U pecypcehbl
« Kacnepckuin petam https:/kids.kaspersky.ru/
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