«OCTOpPOKHO, MOIIIEHHUKH !»

3a 2023 rox Ha Tepputopun Pecnybnuku bamkoproctan 3apeructpupoBaHo cBbiie 20
THIC. KPUMHHAQJIBHBIX JICSTHUM, COBEPIIACMBIX C MCIHOJb30BaHUEM HWH(GOPMAIIMOHHO-
TEJIEKOMMYHUKAITMOHHBIX TEXHOJOTU, 4yTO Ha 48,6 % Ooubiiie B cpaBHeHUU ¢ 2022 rogom.
3HAYUTEIBHYIO YAaCTh U3 HUX COCTABJISIOT MOIIICHHUYECTBA(CBBIIIE 9 THIC.).

B ycnoBusax paszBuTus 1UM(PPOBONM AKOHOMHUKH, OJIEKTPOHHBIX IIJIATEKHBIX CHUCTEM
MIEPCOHANILHBIX AJICKTPOHHBIX YCTPOUCTB U MHTEpHETA CTPEMUTETHLHO BO3POCIO KOJUYECTBO
COBEPIIICHHBIX ¢ UX MCTIOJb30BAaHUEM TPECTYIUICHHH.

CoBepIIeHUIO JaHHOW KaTerOpuM TMPECTYIUICHHH CIOCOOCTBYIOT JOBEPUYUBOCTH
TpaXIaH, HEIOCTaTOYHAs WX OCBEAOMIICHHOCTh W MPEHEOPEKUTEITHHOE OTHOIIEHUE K
AJIEMEHTApHBIM TIPaBUIaM 0€30MMaCHOCTH.

Jlnst mpeaynpexaeHUsT TPOTHUBOIIPABHBIX JCHCTBUN IO MHUCTAHIIMOHHOMY XHIIICHHIO
JICHEKHBIX CPEJICTB BAKHO 3aIIOMHUTH CJIEAYIOIICE.

Cotpyanuku 0aHKa 1o TeseOoHy HIH B 3JIEKTPOHHOM MUCHhME HE 3alpalinBaioT:

® [IepCOHAJIbHBIC CBEJEHUsS (Cepusi U HOMEp TMAaclopTa, aJpec PEerucTpanuu, UMs u

dbamMuus BIaaenblia KapThl);
e pekBu3uTHI, cpok neictBusd, [IMH- u CVV-koapl 0aHKOBCKUX KapT;
e maponu wikn Kojabl U3 CMC-cooOmieHuii s TOATBEPXKACHUS (DHMHAHCOBBIX
Omepannil Ui UX OTMEHBI,

® JIOTMH W MapoJib JUIsl BXOJa B JIMYHBIM KaOWHET KJIMEHTa OaHKa.

CoTpynuuku 0aHKa TaKKe HE MpeJIararor:

® YCTaHOBUTH MPOTPAMMBbI YJAJICHHOTO MOCTYIA (MJIM WHBIE CTOPOHHUE TTPHUIIOKECHUS)
Ha MOOWJIBHOE YCTPOWCTBO W Pa3peIIUTh IMOAKIIOUEHHE K HHUM IO TMPEIIOTOM
TEXHUYECKOUN MOJACPKKH (HalpuMep, yAaJIeHHE BUPYCOB);

e nepeiitu no cebuike u3 CMC-cooOienus;

e BKJIIOYUTH TIepeajpecanuio Ha TenedoHE KIWEHTa JUIsl COBEPIICHUSB
JanbHEHIIIeM 3BOHKA OT €r0 MMEHU B 0aHK;

® [I0J UX PYKOBOJCTBOM MEPEBECTH [JIsi COXPAHHOCTH JIEHEXKHBIE CpEJCTBaHA
«3aIIMIIEHHBIEY» WM «0e30MacHbIe) CUETa;

® 3aiiTu B oHJaliH-KaOuHeT 1o ccbuike 3 CMC-coolmienuss mim 371eKTPOHHOTO
MMChMa.

bank MoxeT MHMIMHPOBATH OOIIEHUE C KIUEHTOM TOJIBKO JJISi KOHCYJIBTAIMK T10
MpeaocTaBisieMbiM yciayraMm. [Ipu 3TOM 3BOHKH COBEPIIAIOTCS ¢ HOMEPOB, YKa3aHHBIX Ha
000pOTHOH CTOpOHE KapThl, HA OPUIIMATHHBIX CaTax W OAHKOBCKUX JTOKyMeHTaX. MHbie
HOMEpPA HE UMEIOT HUKAKOT'O0 OTHOIIICHUS K OaHKY.

UtoObl HE CTaTh KEPTBOW MUCTAHIIMOHHOTO MOIICHHHYECTBA CIIEAYeT HCIIOIh30BaTh
TOJIBKO O(DUIHAIIbHBIE KaHAJBI CBSI3H:

e (Qopmbl 00paTHOM CBSI3U HA caliTe OaHKa U B MOOMJIBHOM MPUJIOKEHUH,

e TenedOHBI TOPSIYUX JIMHUM;

® TpYMNIbI WK 4aT-00ThI B MECCEHIXKEPAX (E€CITIM TAKOBBIE UMEIOTCS).

BaxxHO MOMHUTB, YTO MOOWJIbHBIEC MPHUIIOKEHUS OAHKOB CIIEyeT CKauyuBaThuepes
opunmansusie Marasunsl (App Store, Google Play u T.11.).

HeoO6xoaumo y4uThIBaTh, 4YTO JepKaTellb KapThl O0053aH CAMOCTOSITEILHO
o0ecreynTh KOH()UIEHIINAaTBbHOCTh €€ PEKBU3UTOB U B 3TOM CBSI3U U30€raTh:

® TOJKIIOYEHHS K 00I1IesocTynHbiM cetsim Wi-Fi;

e ucnons3oBanus [IMH- wmum CVV-kogoB mpu 3aka3e TOBapoOB M yCIyT

yepes ceTh «MHTepHET», a Takke no Tenedony (dakcy);
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® COOOIIEHUSI Ha3BaHHBIX KOJOB TPETHbUM JIMIIAaM (B MPOTUBHOM cllydae JitoOble
olepalyry, COBEPIICHHbIE C UX HCIIOJIb30BAHUEM, CUUTAIOTCSA BBINOJIHEHHBIMH
CaMHM JIepKaTeIeM KapThl U HE MOTYT OBITh OIPOTECTOBAHBDI).

[Ipu wucnonbp3oBaHMM OAHKOMATOB OTJABalWTE MPEANOYTEHUE TEM, KOTOPHIC
YCTaHOBJICHBI B 3alIUIIEHHBIX MECTaX (HalpUMep, B TOCYUPEKACHUSIX, opucax 0aHKOB,
KPYIHBIX TOProBbIX LeHTpax). [lepen ero mcnosib3oBaHUEM, OCMOTPUTE U yOEIUTECH,
YTO:

® BCE ONEPALMH, COBEPIIAEMbIE TPEABIAYIIUM KIMEHTOM, 3aBEPIICHBL;

® Ha KJIaBUATypE U B MECTE JJIsl IPUEMA KapT HET TOMOJHUTEIBHBIX YCTPOMCTB;

® OTCYTCTBYIOT HEMCIIPABHOCTH U WHBIC TOBPEKICHUS.

CoBepuias onepanuu, HE NPHUCIYIIMBAUTECh K COBETAM HE3HAKOMBIX JIIOJAEH
Y HE IPUHUMANTE UX TOMOILb.

[Ipy UCHONB30BAaHUM  COTOBBIX TelePoHOB (cMapTPOHOB) coOroaiiTe
CJIEIyIOLIUE TIPABUIIA:

® [IpM YCTAaHOBKE MOOWJIBHBIX WPWIOKEHUN oOpalaiite BHUMaHUE Ha
MOJIHOMOYMSI, KOTOpbIE OHM 3allpalliiBaioT. ByapTe OCOOEHHO OCTOPOKHBI,
€CJIM MPUJIOKEHHE MPOCUT TIpaBa Ha YTEHUE aJPECHON KHUTH, oTripaBky CMC-
COOOILIEHUI U MHBIX YBEIOMJIEHUH, TOCTYI K ceTH «IHTepHETY;

e OTKJIIOYUTE B HACTPOMKAX BO3MOXXHOCTb HCHOJB30BAHHUS  T'OJIOCOBOIO
yIpaBJICHUS NpU 3a0JJOKUPOBAHHOM KpPAHE;

e He mepexoautre no ccbuikam n3 CMC-yBenomiieHWid, pas3IMYHBIX YaTOB
U MECCEH/DKEpOB, HE YOEAMBIINCh B HMX JOCTOBEPHOCTH (I€pe3BAaHUBANTE
JIOJISIM UX MIPUCIIABIINM );

® HE TMEPEUUCISNTE [ICHEKHBIE CpPEIACTBA 3HAKOMBIM, POJCTBEHHUKAMHU
U OJNU3KUM JIMIaM Ha HX MNOpOoChObl O TIEPEBOJIC JICHEKHBIX CPEACTB
n3  CMC-yBenomiieHUH,  pa3M4YHBIX  YaToOB u MECCEHKEPOB,
He yOenuBIIMCh B  HUX  JIOCTOBEPHOCTH  (IE€pe3BAHMBANTE  JIIOASM
UX MPUCTABLINM);

[Ipu MCronb30BaHUM MUHTEPHET-CEPBUCOB, B TO YUCIE Ul IOKYNKUA U MPOJAXKH

TOBapOB U OKa3aHus yciayr (AButo, FOna u T.1.) 3anoMHUTE P NPOCTHIX IPABUII:

® HCIOJb3YHTE CpelicTBA OOIICHHUS, TPEJOCTABICHHbIE TaHHBIMH CaliTaMH;

® HE MEpPexXOJUTh Ha «HMHIUBUAYaTbHOE» OOIIEHHWE C TMOCTOPOHHMMH JIUIIAMH
C MCMOJIb30BAHUEM JINYHBIX HOMEPOB TeNe()OHOB;

e HE TMepelaBaiiTe CBOM MEpCOHANbHBIE JaHHbIE, B TOM 4YHCIa aJpec
MPOKMBAHMS, KOHTAaKTHBbIC Tele(OHbI, OAHKOBCKHE PEKBUBUTHI M KOJbI
MOJITBEPKICHUSI OAHKOBCKUX OMepalui;

® UCHOJBb3YyHTE TOJBKO MOPSAOK M (OpMBI OIUIATHI, MOJYyYEHHUS TOBAPOB,
NPEe1yCMOTPEHHbIE JaHHBIMU UHTEPHET-CEPBUCAMMU.

[Ipu omnare toBapa u yciayr B cetu «MHTepHeT» (O0COOCHHO MpU MNPUBS3KE

K peryJjsipHbIM IUIaTe€XaM WM aKKayHTaMm) TpeOyeTcs BCerjla yYWUTHIBaTh BBICOKYIO
BEPOSATHOCTh IME€pEXoJa Ha MNOMJCIbHBIA CaWT, CO3JaHHBIA Uil KOMIIPOMETAILMU
KJIIMEHTCKUX JAHHBIX, BKIIFOYAsl IUIATEKHBIE KAPTOUHBIE JJAHHBIE.

Jns MHUHMMH3aUMM BO3MOXHBIX XHUIIEHWM NpPU TOPOBEACHUU OIEpauui

C UCIIOJIb30BaHUEM ceTU «IHTepHET» PEKOMEHYETCS:
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e 0(QOpMUTH BUPTYaJbHYIO KapTy C YCTAaHOBJIEHHEM pa3Mepa MHAUBUAYAIbHOIO
JUMHTA, OTPAaHUYMBAIOIIETO OIEpali, B TOM YHCIE C HCIOIb30BAaHUEM
Ipyrux OaHKOBCKHUX KapT;

e BHHMATENbHO unTaTh TeKCThl CMC-cooOmmennii W WHBIX yBEAOMIICHUN
C KOJJaMH MOJATBEPKICHUM, IPOBEPSTh PEKBU3HUTHI Ollepaunid. Eciii peKBU3UTHI
HE COBIIAJAI0T, TO TAKOW NMapOJib BBOJUTH HEJIb3SL.

Korma ©Oank cuuTaer coBepumiaeMble OT HMEHHM KIHEHTa OIEpaluu
HOJIO3PUTEIBHBIMU, OH MOXET M0 CBOEH MHUIIMATHBE BPEMEHHO 3a0JI0KUPOBAThH JOCTYII
K cepBucaM CMC-0aHka u oHnaiiH-kaOuHeTa. Eciin onepaiiuu coBepIeHbl AepKaTeneM
KapThl, JJIs1 OBICTPOrO BO30OHOBIJIEHUS JOCTYIA K JEHEKHBIM CPENCTBAM JOCTATOYHO
NO3BOHUTH B KOHTAKTHBIN LIEHTP OaHKa.

B cimyuae yrepu unm cMeHbl HOMepa TenedoHa, MPUBA3AHHOIO K OaHKOBCKOU
KapTe, HEOOXOIUMO:

e CBs3aThCA ¢ 6aHKOM i oTKiIIoUeHus yenyru CMC-yBegomieHus;

e 3a0JIOKHPOBATh CUM-KapTy, OOPATUBIIUCH K COTOBOMY OIIEpaTopy.

[Ipy BO3HMKHOBEHMM MAJIECHUIIUX TMOJO3PEHUN HAcCUeT MPEeANPUHUMAEMBIX
HOMBITOK COBEPIICHHS MOIICHHUYECKUX JEHCTBUI ClleqyeT He3aMeUINTEIbHO
YBEJIOMJISITH 00 3TOM OaHK.

CobmioieHne MPUBEACHHBIX MEP W PEKOMEHAAIMi TMO3BOJIUT MPEAOTBPATHTH
Cllydad AUCTAaHIIMOHHOTO XHIIEHUS JICHEKHBIX CPEICTB.

[Tpokypatypa PecnnyOnuku bamkoproctan



