«OCTOPOKHO, MOIIICHHUKH |»

B ycnoBusix pa3zButus 1mudpoBoil SJKOHOMUKH, SIEKTPOHHBIX MIATEKHBIX CHCTEM
NEPCOHANIbHBIX JJIEKTPOHHBIX YCTpPOWCTB M MHTEpHETa CTPEeMUTENHHO BO3POCIO
KOJIMYECTBO COBEPIICHHBIX C UX UCIOJIb30BAHUEM MTPECTYIICHUH.

CoBeplIeHUI0 JTaHHON KAaTeropuu MPEeCcTYIUIEHUH CHOCOOCTBYIOT JOBEPUUBOCTH
rpakiaH, HEJOCTATOYHAsI MX OCBEJOMJIEHHOCTb M MPEHEOPEKUTETbHOE OTHOILIECHUE
K 3JIEMEHTapHBIM ITpaBujIaM 0€30MacHOCTH.

JUisi  mpenynpexaeHuss MPOTUBONPABHBIX JACHCTBUH MO JIUCTAHIIMOHHOMY
XUIICHUIO JCHEKHBIX CPEJICTB BAKHO 3aIIOMHUTH CJIEAYIOIIEE.

Cotpynuuku 6aHka mo TejaedoHy WIH B JJIEKTPOHHOM MTUChME HE 3alparinBaroT:

® TIEpCOHANbHBIE CBEIEHUS (Cepusi M HOMEp MacmopTa, aApec PErucTpaiui,

uMs 1 (haMHIITHS BIIQJIENbIIa KapThl);

e pekBU3uTHI, cpok neictBus, [IMH- u CVV-koapl 0aHKOBCKUX KapT;

e maposu Wik kojabl U3 CMC-coobuieHnii 1yisi MOATBEPKACHHUST (PUHAHCOBBIX

oTiepaInii UM UX OTMEHBI,

® JIOTWH W TApOJIb JJISI BXOJA B JIMYHBIN KAaOMHET KIMeHTa OaHKa.

CoTpynHUKH O0aHKa TaK)Ke HE MPEATararoT:

® VYCTAaHOBUTH MPOTPAMMBI YIAJICHHOTO JOCTyna (WM WHBIE CTOPOHHUE
NPUIOKEHUS) HA MOOMJIBHOE YCTPOMCTBO M Pa3pelIUTh MOAKIIOYEHUE K HUM
MOJ1 MPEAJIOrOM TEXHUYECKON MOIAEPKKH (HapuMep, yIaleHue BUPYCOB);

e nepeitu no ccblike n3 CMC-coobrieHus;

e BKJIIOYUTH TIepeaapecanuio Ha TenedoHe KIMEHTa JUIsl  COBEPIICHUS
B JAJTbHEHIIIEM 3BOHKA OT €r0 UMEHU B OaHK;

® 0] HMX PYKOBOJCTBOM IIE€PEBECTU ISl COXPAHHOCTU JEHEXKHBIE CPEACTBA
HAa «GalUIIEHHbIe» WK «0e301acHbIe)» CUETa;

® 3aiiTu B OHJaliH-KaOuHeT 1o ccbuike 3 CMC-coo01eHrs Ui 3JIEKTPOHHOTO
MUCHMa.

bank MOXeT WHUIMUPOBATH OOIIEHHWE C KIMEHTOM TOJBKO ISl KOHCYJIbTAIIHMA
0 TMpeAoCTaBiIsieMbIM yciayraM. [Ipu 5TOM 3BOHKM COBEpIIAIOTCS C HOMEPOB,
yKa3aHHBIX Ha OOOPOTHOM CTOPOHE KapThl, HA OPUIIMATHHBIX CalTaXx W OAHKOBCKHX
nokymeHTax. VIHbIe HoMepa He UMEIOT HUKAKOTO OTHOIIICHHUS K OaHKY.

YroObl He CcTaTh JKEPTBOW JIMUCTAHIMOHHOTO MOIICHHUYECTBA CIIEYET
UCITI0JIb30BATh TOJBKO O(UIIUATIbHBIE KAHAJIBI CBSI3U:

e (opmbl 0OpaTHOM CBSI3M Ha caliTe 0aHKa U B MOOMJILHOM MPUJIOKECHUH;

e TenedOHbI TOPAYUX JIMHUK;

® TpyMNIbl WIK 4YaT-00Thl B MECCEHDKEpax (€C/IM TAKOBbIE NUMEIOTCS).

BaxxHO TOMHUTBH, YTO MOOWIbHBIE TPWIOKECHUS OAHKOB CJEIyeT CKauyuBaTh
yepes opunmanbHbie Marazunbl (App Store, Google Play u T1.11.).

Heobxoaumo y4uThIBaTh, 4YTO JepKaTellb KapThl 00s13aH CaMOCTOSITEIHHO
o0ecneunTh KOH(PUISHIIMAIBHOCT €€ PEKBU3UTOB U B 3TOM CBSI3U M30€raTh:

® [IOJKJIFOYEHUS K O0IIEeIOCTyIHBIM ceTsiM Wi-Fi;

e yucnonb3oBanusd [IMH- wmmu CVV-komoB npu 3aka3e TOBAPOB U YCIYT

yepe3 ceTh «MHTepHET», a Takke 1o Tenedony (hakxcy);
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e c00OIIeHNsT Ha3BaHHBIX KOJOB TPETHHUM JIMIAM (B MMPOTHUBHOM CiIydae JIFOOBIC
omnepalu, COBEPIICHHbIE C X MCIOJIBb30BAHUEM, CUMTAIOTCSI BHIIIOJTHEHHBIMU
CaMMM JIep>KaTesIeM KapThl U HE MOTYT OBITh ONMPOTECTOBAHBI).

[Ipy wucnonb30BaHUM OAHKOMATOB OTJABAMTE MPEANOYTCHUE TEM, KOTOpPhIC
YCTAHOBJICHBI B 3alIUIIEHHBIX MeCTax (HalpuUMep, B TOCyUpekKIeHUsIX, opucax 0aHKOB,
KPYIHBIX TOPTOBBIX IleHTpax). [lepen ero mcmosib3oBaHUEM, OCMOTPUTE U yOEIUTECH,
4TO:

® BCE ONEepaluu, COBEpIIAEMbIC MPEIbIAYIIUM KIUEHTOM, 3aBEPIICHBI;

® Ha KJaBHaType U B MECTE ISl IpUeMa KapT HET IOMOTHUTEIbHBIX YCTPOMCTB;

® OTCYTCTBYIOT HEHCIIPABHOCTH Y UHBIE TOBPEKICHMUSI.

Cosepiiiasi omnepainuu, HE MNPUCTYIIMBAUTECh K COBETaM HE3HAKOMBIX JIIOJEH
Y HE IPUHUMAITE UX MOMOIIIb.

[Ipu wucnonp30BaHMM COTOBBIX  TenedoHOB  (cmapTdOHOB) cobmogaiTe
CJIEYIOLINE MTPaBUIA:

® MpU YCTaHOBKE MOOWJIBHBIX TPWJIOKEHUH oOpalmiaiiTe BHUMAaHHE Ha
MOJTHOMOYHSI, KOTOPbI€ OHHU 3ampalliuBaroT. Byabre 0COOEHHO OCTOPOIKHHI,
€CIIM MPWIOKEHHWE NPOCUT MpaBa HA UYTEHUE AAPECHONM KHUTH, OTIPABKY
CMC-coo011eHu# 1 UHBIX YBEJIOMJICHHH, TOCTYN K ceTH «MIHTEepHETY;

® OTKJIIOYUTE B HACTPOMKAX BO3MOXKHOCTh HCIOJIB30BAaHUSI TOJIOCOBOIO
yIpaBJICHUS MPU 3a0JJIOKUPOBAHHOM 3KPAHE;

e He mnepexoaute Mo ccbuikamMm u3 CMC-yBegomiieHUHM, pa3IMYHBIX YaTOB
U MECCEH/DKEPOB, HE YOCAMBIINChL B HMX JOCTOBEPHOCTH (IIepe3BaHUBANTE
JIIOJISIM MIX TIPUCIIABIIIHM );

® HE [EPECUMCISIATE JICHEXKHbICE CPEACTBA 3HAKOMBIM, POJICTBEHHUKAMHU
U OJM3KUM JIMIlaM Ha HMX TMPOCKOBI O TEPEBOAC JICHEXKHBIX CPEACTB
u3 CMC-yBenomMieHuit, pa3IMYHBIX YaToOB u MECCEH/IKEPOB,
HE yOeOMBIINCh B WX JIOCTOBEPHOCTH  (TMEPE3BAHUBANUTE  JIIOMISIM
UX MPUCTABIIUM);

[Ipu KCnoNb30BAHUM WHTEPHET-CEPBUCOB, B TO YUCIE JIJISl MOKYNKUA U MPOAAKH

TOBApOB U OKa3aHus ycnyr (AButo, FOna u T.11.) 3alOMHUTE Psiji MPOCTHIX MPABUII:

® LCHOJIB3YUTE CPEeACTBA OOIICHUS, IPEJOCTABICHHBIE JAHHBIMU CaTaMU;

® HE MEepPeXOAUTh Ha «HMHAUBUIyATbHOE» OOIIEHHWE C MOCTOPOHHUMH JIMIIAMU
C UCIOJIb30BaHUEM JIMYHBIX HOMEPOB TEJIC(POHOB,;

e HE IepelaBaiTe CBOM MEPCOHAIbHBIE JaHHbIE, B TOM 4YHCIA aJpec
MPOKMBAHMS, KOHTAaKTHBIE Tele(OoHbl, OAHKOBCKHE PEKBU3UTHI U KOJbI
MOATBEPKIACHUS OAHKOBCKHX OTIEPAIIHIA;

® WCIMOJB3YHUTE TOJBKO TOPSAAOK ¥ (OPMBI OIUIATHI, TOJTYYEHUS TOBApPOB,
MPEyCMOTPEHHBIE JAHHBIMU UHTEPHET-CEPBUCAMM.

IIpu omnmare ToBapa u ycinyr B cetu «MHTEpHET» (OCOOEHHO MpU TPUBS3KE

K PEryJsIpHBIM IUIaTe)XaM WM aKKayHTaMm) TpeOyeTcs BCerja Y4YWUTHIBaTh BBICOKYIO
BEPOSITHOCTh TEPEX0Ja Ha NOAACIbHBIA CAalT, CO3JaHHBIA JJIi KOMIIPOMETAIUU
KJIMEHTCKUX JAHHBIX, BKIIIOYas IUIATEKHbBIE KAPTOUYHBIE JaHHBIC.

JInd MHHUMM3AalMM  BO3MOXKHBIX XWIIEHWM NPU NPOBEICHUU ONEpalui

C UCIOJIb30BaHuEM ceTh «ITHTEpHET» pEeKOMEHIYETCS:
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e 0(QOpMUTH BUPTyaJIbHYIO KapTy C YCTAHOBJICHHEM pa3Mepa WHIUBUAYaIHHOTO
JUMMUTA, OIPAaHUYMBAIOIIETO OIEpald, B TOM YHCJIE C HCIIOJIB30BAaHUEM
Ipyrux OAHKOBCKUX KapT;

e BHUMATEJbHO 4MTaTh TEKCTbl CMC-cooOuieHMii M MHBIX YBEJIOMIICHUN
C KOJIaMH MOATBEPKIACHUM, IPOBEPATh PEKBU3UTHI Ollepanvii. ECIIM peKBU3UTHI
HE COBNAAAIOT, TO TAKOW MApOJIb BBOJUTH HEJIb3S.

Korga ©0aHk cuMTaer coBeplIaeMble OT HMMEHM KJIMEHTa ONepaluu
MOJIO3PUTENBHBIMU, OH MOXET MO CBOEH MHUIIMATHBE BPEMEHHO 3a0JIOKUPOBATH JOCTYII
k cepBucam CMC-6anka u onnaiiH-kabunera. Eciu onepaiiiu coBepIIeHbl AepiKaTenem
KapThl, 151 ObICTPOrO BO30OHOBIJIEHUS AOCTYINA K JE€HEKHBIM CpPEACTBAM JOCTATOYHO
[IO3BOHUTH B KOHTAKTHBIM LIEHTp OaHKa.

B ciydae yrepu unu cMeHbl HOMepa TeneoHa, NPUBSI3aHHOIO K OaHKOBCKOM
KapTe, He00X0IMMO:

e CBs3aTbCA ¢ OaHKOM JuIsl OTKIr0YeHHs yeiryru CMC-yBenomieHus;

e 3a0JOKMpPOBATh CUM-KAapTy, OOPaTUBIINCH K COTOBOMY OIIEPATOPY.

IIpy BO3HMKHOBEHMM MaJeHMIIMX IOAO3PEHUHA HACYET MNPEANPUHUMAEMBIX
NOMNBITOK COBEPUIEHUS MOIICHHUYECKMX JIEWCTBHM CIIEAyeT HE3aMEIIUTEIbHO
YBEJIOMJISITh 00 3TOM OaHK.

CoOnroieHue TNMPUBEACHHBIX MEP M PEKOMEHAALMH TO3BOJUT MPEAOTBPATUTH
ClIly4au AMCTAHIIMOHHOI'O XUIICHUS JECHEKHBIX CPEJCTB.

VYrpaBneHue o HaJ30py 3a CIAEJICTBUEM,
JIO3HAHUEM U ONEPATUBHO-PO3BICKHOM JIEATETbHOCTHIO
npokypatypsl Pecniyonuku bamkoproctan



