Mepbi no o6ecneueHuto GesonacHocT uHgopmMauum

XOTUM HaMoMHUTE Bam O fipaBunax kubepGesonacHoCTH, KoTopble nNoMoryT
3aWMTUTL HaWm AaHHble OT yrpo3. lloxanyicta, GyabTe GaUTENbHLI npu
pabote ¢ SNEKTPOHHOW Tro4YTOA. BOT npocTble pekoMeHnauuu no
npeaoTBpauieHmnio yrpos besonacHoctu MHopMaLmu;

1. NpoBeepsitTe agpeca 3NEKTPOHHOW NOYTLI OTNPaBUTENA, OAXE €CNU UMA
COBMaAaeT C K3BECTHLIM KOHTAKTOM.

2. He oTkpbiBaiTe MUCbMa U YaThbl OT HEW3BECTHbLIX OTNPaBUTENeA.

3. OCTOPOXHO OTHOCMTECH K MMCLMaM C NpU3biBamMy K AeHCTBUAM UNu TeMaMm
0 chuHaHcax v yrposax.

4. He nepexoauTe No CChbiNKam B NUCEMax, 0COGEHHO €Cnv OHW KOPOTKUE My
UCNONb3YIOT cokpallaTesnu.

5. He oTxpbiBaiiTe BNoXeHUs C Noao3puTenbHLIMK pacwmperuamu (.zip, s,
.eXe W T. A.} U JOKYMEHTaMU C MaKpOCamMu,

6. He nopkniouaiiTe HeuaBecTHbie BHelWHME Hocutenu wuHdopMaumMn K
KOMMbloTepam. »

7. Wcnonbayiite HagexHble napom, c¢o3nasas ux ¢ HEeCTaHAapTHbIMK
KOMOWHaUMAMY CUMBONOB,

Mpu nomny4eHun Noao3puUTEnbHLIX TMCEM 0BpaTUTe BHUMAHWE:

- 3HaKoM N1 Bam OTNpaBuTeNL?

- MNpucytersyioT nn URL-cobinku?

- ECTb nv BnoxeHne ¢ paciuvpeHusamu .zip, js, .exe?

- MpocuT nu charin BKAYNTL NOAOEPXKKY MAKpPOCOB?

Ecnu ecTb COMHEHWA ¥ XOTb UTO-TO B NUCLME BbI3bIBAET Y BAC NOAO3PEHME, TO
BENWKA BEPOSTHOCTb, YTO 3TO (PULLIKHT,

C pononuutentHoW MHGOpPMaUMeEd MO TeMe JIMYHOA MHhOPMAaLMOHHOM
Be3sonacHocTh, B TOM uncne no s heKTMBHOMY pacno3HaBaHuio hULIMHIOBbIX
MUCEM, MOXXHO 03HAKOMUTLCA Ha CNeaylowmnx MHCOPMAaLMOHHBIX pecypeax:

Paspgen «KubGepGesonacHocte — at0 npoctol» Ha EpvHom noprane
rocyaapcTaeHHbIX yonyr — hitps://www.gosuslugi.ru/cybersecurity;
Nenpurrosas cTpanuua B cetn «UuTepHeT» — hitps:/fkubepsox.pdy;



