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MOJIOKEHHNE
06 OpraHM3aIMu U NPOBeJeHHH PadoT 1o ofecneveH o 6e30NACHOCTH KOH(IIEH IHAILHOM
uHGOPMALHHI NPH HX ABTOMATH3HPOBAHHOH 00paboTKe B HHPOPMALMOHHBIX CHCTEMAX

TepmuHbl, ONpeaeaeH s, COKPAILEHAS AAMUHUCTPATOP 3aIHThI (6ezomacHoCTH) HH(POPMALUHU —
JIHI0, OTBETCTBEHHOE 3a 3amuTy AC 0T HECAHKI[MOHUPOBAHHOIO JOCTYNa K HHPOPMALHUH;
ATl — AGOHEeHTCKHIT TyHKT - aBTOMATH3MPOBAHHAS CHCTEMA, mojKoyaemas Kk Ceru ¢

I MOMOILBI0 KOMMYHHKAIHOHHOTO 060py/I0BaHKS H [PEIHA3HAUEHHAs 171l paboThl A00HEHTa
Cern;
APM — ABTOMATH3UPOBAHHOE pabouee MeCTO - IPOrPaAMMHO-TEXHHICCKHH KOMILIEKC,

l NpeaHa3HaYeHHbIN 1711 aBTOMATH3alMK JIEATEIbHOCTH ONPEJCIEHHOIO BUA;
BTCC — BeroMorareabHble TEXHHYECKHE CPEeICTBA M CHCTEMBI - TEXHUYECKUE CPECTBA U
CHCTEeMBL, He IpeHa3HaueHHbIe Uil Iepeiaun, 00paboTKU 1 XPaHEHHs! KOH(UICHIHATIBHOH
uH(OpMAIUK, pa3MelaeMble COBMECTHO ¢ OCHOBHBIMU TEXHHYECKUMHU CPEICTBAMU U
CHCTEMAMU WU B 3aIIUILIAEMBIX TIOMEILEHHUIX;
VIH(OPMALMOHHEIE CETH OOLIEro 0JIb30BAHMS — BRIYMCIUTENbHBIC (HHPOPMALHOHHO-
TeJIeKOMMYHHKAIMOHHEIE) CETH, OTKPEITBIE IS IONIb30BAHUS BCEM (PH3HICCKUM H
IOPUINYECKUM JIMLAM, B YCIyrax KOTOPBIX STHM JIMIaM HE MOXKET ObITh OTKA3aHO;
UC — MupopManMOHHas CHCTeMa — COBOKYIHOCTD COJlepyKalleicst B 0a3ax JaHHbIX
uH(OpPMALMK U 06eCIeInBAIOLIUX ee 00paboTKy HHPOPMALMOHHBIX TEXHOIOTHH 1
TEXHUYECKUX CPELICTB;
KU — Konpuaenuuansaas BHGopMalys - HHGOpMaLus ¢ OrpaHUYeHHBIM JIOCTYIIOM, He
cojeprkaas CBeIeHuH, COCTABISIOLIMX FOCYIAPCTBEHHYIO TAHHY, LOCTYII K KOTOPOH
OrpaHHUMBAETCS B COOTBETCTBUU C 3aKOHOJATENLCTBOM Poccuiickoii denepani;
Kpunrocpenctso — wudpoBaibHoe (KpUITOrpaduyecKoe) CPENCTBO, TIpeHa3HaueHHOE ISl
3alUThl BH(OPMAIINH, HE COMEPIKALLEH CBEICHHIT, COCTABIIAIOLIMX TOCYAaPCTBEHHYIO TAHHY;
JIBC — JlokaibHas BEIYUCIUTEIBLHAS CETh - COBOKYITHOCTH OCHOBHBIX TEXHUYECKHX CPCACTB U
CHCTEM, OCYLIECTBISIOIX 00MeH HHpopMaLied Mex Iy CO00H H ¢ APYTHMH
1H(OPMALMOHHBIMA CHCTeMaMH, B ToM duciie ¢ JIBC, yepes onpeneeHHbe TOUKH
BXO/18/BBIX01a HH(OPMALIUH, KOTOpBIE sABIOTCs Tpanuiei JIBC;
MD — MeceTeBoil KpaH - 3T0 JTOKATBHOE (OXHOKOMIIOHEHTHOE) UM (PYHKLMOHAILHO
Pacrpe/ieleHHOE TPOrpamMMHOe (IPOrpaMMHO-aMNapaTHoe) CPeACTBO (KOMILIEKC),
Peanusyrolee KOHTPOIb 3a HHYOPMaLHeH, OCTYNAIOIICH B aBTOMATH3UPOBAHHYIO
(MHMOPMALIHOHHYIO) CUCTEMY U (MIIH) BBIXOJISIIEN U3 Hee;
HI'MJI — mopTaTUBHbIH CMEHHbIH HOCHTEIb HHQOPMALIMH, UCIIOTB3YCeMBbIil JUs MHOTOKpPATHOM
JAMNCH 1 XpaHEeHHs! JaHHEIX. [IpeacTaBisier co0i MOMEEHHBIH B 3aLIUTHBIH MIaCTHKOBDIH
KOPITYC JIUCK, TOKPBITBIH (eppOMArHUTHBIM CIIOEM;



HXM/I — 3anomuHaroriee ycTpoicTBo (ycTpoicTBO XpaHeHusI HH()OPMAIHH) TIPOU3BOIBLHOTO
JOCTyTa, OCHOBAaHHOE Ha MPHUHIIMIIE MAarHUTHOM 3aMicH;
HC/I — HecankumoHHPOBaHHBIN JIOCTYII — TOCTYI K HH(OPMAIMX WK ASHCTBHS C
uH(popMaliel, Hapyaroue npaBusia pa3rpaHiyeHusl TOCTyIa C UCIOJIb30BAHUEM HITATHBIX
cpencts, npeaocraBisieMbix CBT mwnn aBTomaTu3upoBanHOM (MH(GOPMAITMOHHON ) CHCTEMBI,
O6paboTtka nHpOpMaLIMK - COBOKYITHOCTH OIepaliuii coopa, HaKOIJIEHHs, BBOJa-BbIBO/IA,
npuemMa-repesayu, 3an1ucu, XpaHeHusl, peTUCTPaIMK, YHUUTOXKEHHsI, TpeoOpa3oBaHus U
O0TOOpaKeHUs1, OCYLIECTBIISIEMbIX HaJl HHPOpMAIIUeii;
OnTHyeckuii IUCK — codupareabHOe Ha3BaHUE JJIsl HOCUTENeH MH(POPMALIUH, BBITIOJTHEHHBIX B
BU/JIE INCKOB, YTEHUE C KOTOPHIX BEJCTCS C MIOMOIIBI0 ONTUYECKOTO U3ITYUCHHUS,;
OTCC — OCHOBHBIE TEXHUYECKHE CPENICTBA U CUCTEMBI - TEXHUUECKHUE CPEJICTBA U CUCTEMBI, a
TaK)Ke MX KOMMYHHKAIINH, UCIIOJIb3yeMBbIe Ui 00paOOTKU, XpaHEHUS U MepeIadn
KOH(pHIEHIIMATBHON HH(pOopMaIy;
[10 — IIporpamMmmHOe obecrnieueHue - COBOKYIMHOCTh MPOrpaMM Ha HOCUTENSX JaHHBIX U
[TporpaMMHBIX TOKYMEHTOB, IPEAHA3HAYCHHBIX IS OTJIATKH, (PYyHKIIMOHUPOBAHUS U
ITpoBepku paboOTOCTIOCOOHOCTH aBTOMATH3UPOBAaHHOM (MH(POPMAITMOHHOM ) CHCTEMBI;
C3U ot HC/] — Cucrema 3amutsl nHpopmaruu ot HCJI - koMIIiekc opranu3aimoOHHbIX Mep
U nporpaMMHO-TEXHHUYECKUX (B TOM YHUCIIE KPUMITOTPAPUUECKHX ) CPEACTB 3aIIUTHI OT
HECaHKIIMOHUPOBAHHOTO JOCTYIA K HH(pOopMaIy (HECAHKIIMOHUPOBAHHBIX ACUCTBUI C HEil) B
aBTOMAaTU3UPOBAHHOW (MH(OPMAITMOHHON) CUCTEME;
CBT — CpencTBa BEIYUCIUTEIBHON TEXHUKU - COBOKYIHOCTH MMPOTPAMMHBIX U TEXHHUECKUX
3JIEMEHTOB CHCTeM 00pabOTKU JaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITETILHO UJIH B
COCTaBe JAPYIUX CUCTEM;
@enI-HaKoMUTeNb — 3alIOMHHAIOIIEE YCTPOUCTBO, UCIIONIB3YIOIEe B KAUeCTBE HOCUTENS
AIIEKTPUUYECKH CTUPAEMYIO MEPEPOrPaMMUPYEMYIO SHEPTOHE3aBUCHMYIO TTAMSTh U
MOJIKJII0YAEMOE K KOMITBIOTEPY
OCTIK Poccun — OenepanpHas cayk0a M0 TEXHUYECKOMY B SKCITOPTHOMY KOHTPOJIIO
Poccuitckoit denepanuu;
®CB Poccun — OenepanbHas ciryx6a 6e3omnacHoctu Poccutickont deneparui.

1 O0mme nostoxkeHust

1.1. ITonoxenue «O6 opraHU3alny U MPOBEACHUHU paboT 1Mo obecrnedyeHno 6e30MacHOCTH
KOH(UIEHIMATBbHON HH(OpMaLUY IPU X aBTOMATU3UPOBAHHON 00paboTKe B
uHpopmannoHHbIx cuctemax» MAJIOY merckwmii cag Ne 15 «Cxkazka» (nanee — [Tonoxxenue)
pa3paboTaHo B LensIX obecreueHns 6€30MacHOCTH KOHPUASHINATbHON HHPOPMAIUH MTPU X
o0OpaboTke B uHpopManmonHbix cuctemax MAJIOY netckuit can Ne 15 «Ckaszkay.

1.2. Ionoxenue onpeenser Nopsa0K paboThl IepcoHaNa B YacTH odecreyeHus: 0e30MacHOCTH
KU npu ux o6paboTke, MOpsAI0K pa3duparenbcTBa U COCTABICHUS 3aKII0UeHU 1o pakram
HecoOIr0IeHHs yCcloBui Xpanenust Hocuteneit ¢ KU, ncrnonp30Banus CpeICTB 3alIUThHI
uHpOpMalnH, pa3paboTKy U IPUHATHE MEP MO MPEJOTBPALICHUIO BOZMOKHBIX OMAaCHBIX
MIOCJIE/ICTBUM TAKUX HAPYIIEHUH, MOPSAIOK IPHUOCTaHOBKH npenocrasieHuss KM B ciydae
oOHapy>KeHHsI HapyIIEeHUH MopsIKa UX MPEAOCTaBICHUS, TOPSI0K 00YUYeHHUs TIepcoHaa
MPaKTHKE paboThl B MHPOPMAIIMOHHBIX CUCTEMAX, MOPSA0K IPOBEPKU AJIEKTPOHHOTO XKypHaja
oOpamieHuit K ”HPOPMALIMOHHBIM CHCTEMaM, MOPSAA0K KOHTPOJIS COOMIOACHNUS YCIOBUI
MCIIOJIb30BaHUs CPEJCTB 3alIUThl HHPOPMAIUH, IPETyCMOTPEHHbIE IKCILUTYaTallHOHHOMN U
TEXHUYECKOH TOKyMeHTaluel, mpaBuia 0OHOBIIEHHS 0OLIECUCTEMHOTO U MTPUKJIATHOTO
IIPOrpaMMHOT0 OOecreueHus, MpaBuia OpraHu3aluy aHTUBUPYCHOM 3alIUTHI U MTaPOJIbHOM
3aIUThL, TOPSAJOK OXPaHBI U AOMYCKa IOCTOPOHHUX JIUL[ B 3aLUIIIAEMbIE TOMEIEHUS.

1.3. IIpu obecnieuenuu 6e3onacHocti KM B nH(DOpMaIIMOHHBIX CHCTEMAaX C UCIOJIb30BaHUEM
KpUNTOrpagUUecKuX CpeAcTB 3alMThl nHpopManuu Bce cotpyaHukd MAJIOY nerckuii can Ne
15 «Cxkazka» «benocHexka»00s3aHbI BBITIOJHITH TPEOOBAHUS, U3JIOKEHHBIC B TOKYMEHTaX



«Tunosble TpeOOBAaHUS IO OPTaHU3AIMH U 00eCTIeYeHNI0 (YHKIIMOHUPOBAHUS MHU(POBATBHBIX
(kpunTorpadUUECKHX ) CPECTB, MPEAHA3HAUYECHHBIX IJIS 3alUThl HHPOPMAIIUH, HE COIECpPIKAIICH
CBEJICHM, COCTABIISAIOLIMX I'OCYAAPCTBEHHYIO TaliHy, B CIy4ae UX MCIOJIb30BaHUS AJIs
oOecrnieueHns 6€30MacCHOCTH MEPCOHANBHBIX JaHHBIX MIPU UX 00paboTKe B MH(POPMAILIMOHHBIX
cucreMax nepcoHanbHbIX AaHHBIX» (DCB Poccun, 21.02.2008 Ne 149/6/6-622) u «CoctaB u
coJiep’KaHne OPraHU3AIMOHHBIX U TEXHUYECKHX Mep Mo 00ecreueHuIo 6e30macHOCTH
NEPCOHANBHBIX JaHHBIX MPH UX 00paboTKe B MHPOPMALMOHHBIX CHCTEMAX IEPCOHATBHBIX
JTAHHBIX C UCIIOJIb30BAHUEM CPEJCTB KpUNTOrpaduyecKkoil 3amuTel HHpopManuu,
HeoOXOIUMBIX J1JIs1 BBIIIOJIHEHU ycTaHOBIEHHbIX [IpaBuTenbscTBoMm Poccuiickoi ®enepaunn
TpeOOBaHMH K 3aIIUTE MEPCOHAIBHBIX TAHHBIX JIJIS1 KAKI0TO U3 YpoBHEH 3amumeHHocTn» (PCh
Poccun, 10.07.2014 Ne 378).

2 Tlopsimok paboThl mepcoHana B yactu ooecnedenus 6ezonacHoctu KU npu nx odpaboTke

B UC.

2.1. HacTosimuii mopsiioK onpeaesseT ASMCTBUS IEPCOHalia B YaCTH o0ecreueHus: 0€30MacHOCTH
KU npu ux ob6padotke B MIC.

2.2. Jlomyck monb3oBartese st paboThl Ha KOMIIBIOTEPAX OCYIIECTBISETCS HA OCHOBAaHUU
npuKasa, KoTopblil u3gaercs gupekropoM MB/1IOY nerckoro cana Ne 7 «benocHexkay» (nanee
PYKOBOJMTENH), U B COOTBETCTBUU CO CIIMCKOM JIHII, fomylieHHbIX K padote B IC. C nenbio
oOecrnieueHrs OTBETCTBEHHOCTH 32 BEICHUE, HOpMAJIbHOE (PYHKIIMOHUPOBAHUE U KOHTPOJIb
paboTsl cpencTs 3amuThl nHGopMaruu B IC pykoBoauTeIeM Ha3HAYACTCS aIMUHUCTPATOP
0€30MaCHOCTH; C LIEIbI0 KOHTPOJIS BHIIIOJHEHUSI HEOOXOAMMBIX MEPOIIPUATHI 110 00ECIIEUEeHU IO
0e30MacHOCTH OTBETCTBEHHBIN 32 3aIUTy UHGOpMAIUK;

2.3. Ilonb30BaTeslb UMEET NPABO B OTBEACHHOE EMY BPEMsI pellaTh [IOCTABJICHHBIE 331a4U B
COOTBETCTBUH C MOJIHOMOYMAMU nocTyna K pecypcam UC. [Tomnomouns moas3oBaTene

K MH(POPMALIMOHHBIM pecypcaM ONPEAEISIOTCS B MATPHUIIE TOCTYIIA, YTBEPKIAEMOU
pykoBoauTtenem opranuszanuu. [Ipu sTom mist xpanenus undopmanuu, cogepxaieit KU,
pasperiaercsi UCHOIb30BaTh TOJIbKO MAIlIMHHBIE HOCUTEIN UH(QOpMaINH, yuTeHHbIe B XKypHaine
y4eTa MaIIMHHBIX HOCUTENEH.

2.4. Tlonb30BaTeNb HECET OTBETCTBEHHOCTH 3a IPABUIILHOCTD BKJIFOUEHUS U BBIKJIIOUEHUS
CpPEeCTB BBIUMCINTEILHONW TEXHUKH, BXOJla B CUCTEMY U Bce JeiictBus npu padote B VIC.

2.5. Bxoa nonb3oBatesns B CUCTEMY MOYKET OCYILECTBISATHCS 1O BbIIABAEMOMY EMY
3JIEKTPOHHOMY UAECHTU(DHUKATOPY UIIH 110 MIEPCOHATIEHOMY MapOJIO.

2.6. 3anucey nHbopMariu, coaepsxkamiei KM, MoxkeT, ocyIecTBIsIeTCs: 0JIb30BaTEIeM Ha
ChEMHbBIE MallIMHHBIE HOCUTEIN HHPOPMALIMU, COOTBETCTBYIOIIUM 00Pa30M YUTEHHBIE B
JKypHaiie yuera MallMHHBIX HOCUTEIIEH.

2.7. Ilpu paboTte co CheMHBIMU MAIIMHHBIMU HOCUTENISAMH WH()OPMALIUY TTOTB30BATENb KaXK bl
pa3 nepes HauyajaoM paboThl 00s3aH MPOBEPUTH UX HA OTCYTCTBUE BUPYCOB C MCIIOJIb30BAaHUEM
HITaTHBIX aHTUBUPYCHBIX IPOrPAMM, YCTAaHOBJIEHHBIX Ha KoMmmbioTepax MC. B ciyuae
oOHapyXeHHsI BUPYCOB I0JIb30BaTeNb 00s3aH HEMEJIEHHO NMPEKPATUTh WX UCIIOJIb30BAHHUE U
JIeCTBOBATh B COOTBETCTBUH € TPeOOBaHUAMHM JaHHOTO [losioskeHus!.

2.8. Kaxxp1il COTpYTHUK, YIACTBYIOIIUI B paMKax CBOMX (PYHKITMOHAIBHBIX 00S3aHHOCTEH B
npolieccax aBTOMaTH3UpoBaHHOM 006padoTku KM u nMeromuii JocTyn K anmnapaTHbIM
CpelCTBaM, MporpaMMHOMY obecrieueHuto U AaHHbIM MC, HeceT nepcoHalbHYIO
OTBETCTBEHHOCTb 32 CBOU JCUCTBUS U 00s3aH:

— CTPOTro co0JII0/1aTh YCTaHOBJICHHBIE MTpaBuiIa odecreyeHus: 0e30nacHoCTH HHGOpMaLUY IPpU
paboTe ¢ MporpaMMHBIMH U TeXHHUECKUMHU cpenctBamu UC;

— 3HaTh ¥ CTPOTO BBIMOJHATH MpaBUiia paboThl CO CpeACTBAMHU 3alllUThl HH(pOpMaLnH,
YCTaHOBJIEHHBIMU Ha KoMnbtoTepax 1C;

— XpaHUTh B TaliHe CBOM mapoJsb (mapoiu). B coorBercTBuu ¢ TpedoBanusmu [lonoxenus u c
YCTaHOBJIEHHON NEPUOANYHOCTHIO MEHATH CBOM MapoJb (Maposin);

— XpaHUTh YCTAaHOBJICHHBIM MOPSAIKOM CBOE HHAMBHUIYAIbHOE YCTPONUCTBO HUACHTH(PUKAIIUN
(KJIIOY) U IpyTHe PEKBU3UTHI B ceiide (MeTauIndeckoM mkady);



— BBINIOJIHATH MIPAaBUJIa AaHTUBUPYCHOW 3aIIIUTHI B TOJTHOM 00beMeE;

— HEMEJICHHO U3BECTUTh OTBETCTBEHHOIO 32 3allIUTy MH(GOpMALUU U (WIN) aIMUHUCTpATOpa
nH(OPMAIIMOHHON 0E30MIaCHOCTHU B CIIy4ae YTepy WHAUBHUIYATLHOTO YCTPOHCTBA
UACHTUGUKAIMHY (KITI0Ya) WIK IPU IOJ03PEHUH KOMIIPOMETAIMK JIMYHbIX KIIF0UYeH U raposiel, a
TaKKe Ipu OOHAPYKEHUU:

a) HapyIIEHUH LeIOCTHOCTH TUIOMO (HakJIeeK, HapyIleHUH UM HECOOTBETCTBMM HOMEPOB
neyaTei) Ha cocTaBIsIomuX y3nax u 6mokax CBT uinu uHBIX (akTOB COBEPILIEHUS B €T0
OTCYTCTBHE ITOIIBITOK HECAHKIIMOHUPOBAHHOIO JOCTYIA K JaHHBIM 3amuinaeMbiM CBT;

0) HECaHKLIMOHUPOBAHHBIX (MPOU3BEACHHBIX C HAPYIIEHUEM YCTAaHOBJIEHHOI'O MIOPSIKA)
U3MEHEHUH B KOH(UTypaluu NporpaMMHBIX WM annapaTHbix cpeacts UC;

B) OTKJIOHEHHI B HOPMAaJIbHOM paboTe CUCTEMHBIX U MPUKIIAJIHBIX IPOTPAMMHBIX CPEJICTB,
3arpyaHsaonmx skcrryatanuio CBT, BeIxoaa u3 ¢Tpost wim HeyCTOMYHUBOIO
¢ynkunonuposanus y3i10B CBT wim nepudepuitHpIx yeTpoiCTB (CKaHepa, IPUHTEpa U T.I1.), a
TaKXke 1epedoeB B CUCTEME JIEKTPOCHAOKEHMS,;

') HEKOPPEKTHOTO (PYHKIIMOHUPOBAHUS YCTAHOBJICHHBIX HA KOMIBIOTEPBI TEXHUUECKUX CPEICTB
3aIUTHI;

1) HETIPE1YCMOTPEHHBIX OTBOJIOB Kabesel U MOJIKIIOUEHHBIX YCTPOICTB.

2.9. Ilonp30BaTei0 KaTErOPUUIECKH 3aIpeLIacTCs:

— UCMOJIb30BaTh KOMIIOHEHTHI IIPOIPaMMHOT0 U armnapaTrHoro odecnedenus [19BM B
HECITyKEOHBIX 1IeJIsX;

— CaMOBOJIbHO BHOCUTH KaKHe-TH00 N3MEHEHHsI B KOH(PHUTYPAIHIO allapaTHO-IPOTPAMMHBIX
cpeacts MC win ycTaHaBIMBaTh JOMOJHUTEILHO JIFOObIE IPOrPAMMHBIE U allllapaTHbIE
CPEJCTBA, HE IIPEYCMOTPEHHbBIE ApXUBOM JTUCTPUOYTUBOB YCTAHOBJIEHHOTO POTPaMMHOIO
obecreyeHus;

— ocymiecTBIATh 00padoTky KU B mprcyTCTBUM MOCTOPOHHUX (HE TOMYIICHHBIX K TaHHOK
uHpopMaIumn) JIuir,

— 3allMCBIBATh U XPaHUTh KOHPHUACHINATbHYIO HH(OPMALINIO (COEPIKALYIO CBEICHUS
OTPaHUYEHHOTO PACIIPOCTPAHEHNUS1) HA HEYYTEHHBIX MAIIMHHBIX HOCUTENSIX HH(OpMaIuu
(rMOKMX MAarHUTHBIX TUCKAX U T.I1.);

— OCTaBJIATh BKJIFOUEHHBIM 0€3 IPUCMOTpa KOMIIBIOTEP, HE aKTUBU3UPOBAB CPEJICTBA 3ALIUTHI OT
HCJI (BpemeHHy0 OJOKMPOBKY IKpaHa U KJIaBUATYpPHI);

— OCTaBJIATH 0€3 JIMYHOI0 MPUCMOTpa Ha paboueM MecTe WM I7ie Obl TO HU ObLIO CBOE
NEePCOHAIBHOE YCTPONUCTBO UACHTU(PHUKALIMY, MAITUHHBIE HOCUTEIH U paclieyaTKy, CoAepKaline
3alUIAeMyI0 HHPOPMaLUIO (CBEIEHUS OTPAHUYEHHOTO PACIPOCTPAHEHHUS);

— YMBIIIJIEHHO MCIOJIb30BaTh HEJTOKYMEHTHPOBAHHBIE CBOMCTBA U OLIMOKU B IPOrPaMMHOM
o0ecreyeHn! WK B HACTPOIKaX CPeACTB 3aLIUThI, KOTOPbIE MOTYT IPUBECTH K BOSHUKHOBEHUIO
KPU3UCHOW CHTyaluu;

— pa3mernats cpenctBa MC Tak, 4ToObl ¢ HUX CYIECTBOBAjIa BO3MOKHOCTb BU3YaJIbHOTO
CUMTHIBAaHUS MHGOPMAIUH.

2.9. AaMuHuCTpaTOp 6€30MaCHOCTH (a MPH €ro OTCYTCTBUM — OTBETCTBEHHBIH 3a 3aIIUTY
uH(popMalumn) o0s3aH:

— 3HaTbh COCTAaB OCHOBHBIX U BCIIOMOI'aTEIbHBIX TEXHUUYECKUX CUCTEM U CPEJCTB YCTAHOBIIEHHBIX
u cMoHTUpoBaHHbIX B C, nepeueHs ucnoiabp3yeMoro nporpaMmmuoro obecrneuenus B UC;

— KOHTPOJIUPOBATH LIEJIOCTHOCTH IevaTeil (om0, 3alUTHBIX HaKJIeeK) Ha nepudepuitHom
o0opynoBanuy, 3amuieHHsx CBT u apyrux ycrpoiicrax;

— MPOU3BOJUTH HEOOXOIMMbIE HACTPOMKHU MOACUCTEMBI YIPABICHHUS JOCTYIIOM YCTaHOBJICHHBIX
B IC C3U ot HCJI 1 conpoBOX1aTh UX B MPOIIECCE IKCILTYATALINU, TPU ITOM:

— pean30BBIBAThH MOJIHOMOYHS JOCTYMA (YTEHUE, 3aMKCh) I KaXX10TO MOJIb30BaTeNs K
AJIEMEHTaM 3alIMIIAaeMbIX HHPOPMAIIMOHHBIX pecypcoB ((dailiaMm, kaTanoram, IpuUHTEPY U T.11.);
— BBOJIUTH onrcaHus nosszoBateneit UC B unpopmannonnyro 6azy C3U ot HC/I;

— CBOEBPEMEHHO yJIaJIsiTh OMMCAHUs TOJIb30BaTenen u3 6a3nl nanubix C3U npu n3meHeHnn
CHHCKa JIOMYIICHHBIX K paboTe JIHII;



— KOHTPOJINPOBATh JOCTYI JIUI] B IOMELIEHUE B COOTBETCTBUU CO CIIMCKOM COTPYAHUKOB,
JOTMyIIEHHBIX K padote B 1IC;

— MPOBOAMTH MHCTPYKTAXXK COTPYAHUKOB - MOJIb30BATENCH KOMIIBIOTEPOB I10 MpaBHiaM paboThI ¢
UCIOJIb3YEMBbIMU TEXHUYECKUMU CPEJCTBAMH U CHUCTEMaMH 3allUThl HHPOpPMAIIHH;

— KOHTPOJINPOBATh CBOEBPEMEHHOE (HE peXe YeM OJIMH pa3 B TeueHue 360 aHeil) npoBeaeHue
CMEHBI MapoJjeH s JOCTYIa MoJib30BaTesie K KomnbioTepaM u pecypcam UC;

— obecreunBaTh MOCTOSHHBIA KOHTPOJIb BHITIOIHEHUS COTPYIHHUKAMH YCTaHOBICHHOTO
KOMILUIEKCa MEepoIpusiTUil o odecnedeHuto 0ezonacHoctu uHpopmaruu B 1C;

— OCYILECTBJIATh KOHTPOJIb NIOPSAKA CO3/1aHuUs, yUeTa, XPAaHEHUS U UCIO0JIb30BaHUs PE3EPBHBIX U
ApXUBHBIX KOIMI MacCHBOB JaHHBIX;

— HacTpauBaTh U COIPOBOXK/JIATh IIOJICUCTEMbI PETMCTPALIMU U yU€eTa ICHCTBUN 110JIb30BaTENeN
npu padote B UC;

— BBOJUTH B 0a3y nanHbix C3M 0T HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA OMIUCAHUS COOBITHH,
MOJJIKALIUX PETUCTPALIUU B CUCTEMHOM XKypHaJie;

— IIPOBOJIUThH aHAJIU3 CUCTEMHOTO KypHaJIa /Ui BbISBJICHUS MONBITOK HECAHKIIMOHUPOBAHHOIO
JOCTYTA K 3aIIUIAEMBIM pecypcaM He pexe oHoro pa3a B 10 nHei;

— OpPraHMU30BbIBATh NIeUaTh (PaiiiIoB M0JIb30BATEIEN Ha IPUHTEPE U OCYLIECTBIIATH KOHTPOJIb
coOIOZIeHHs YCTAaHOBIICHHBIX MPABUJ U [TAPaMETPOB PErHCTPAIMK U yueTa OyMajkHbBIX
Hocurenei napopmammu. ConpoBOXKIATH TOJCUCTEMBI 00SCIICUEHUS TISIIOCTHOCTH HH(POPMAITHH
B UC;

— nepuoanuecku tectupoBath GyHkuuu C3U or HCJI, ocoOeHHO pu H3MEHEHUH POTPaMMHOMN
Cpebl ¥ TOTHOMOYHI UCTIOIHUTENEH;

— BOCCTaHaBJIMBAaTh IPOTPaAaMMHYIO Cpeay, IporpaMMHbIe cpecTBa U HacTpoliku C3U npu
cOosx;

— BecTH J1Be Konuu nporpammubix cpeacts C3U or HCJl u xoHTponupoBaTh ux
paboTOCIIOCOOHOCTH;

— KOHTPOJINPOBATh OTCYTCTBHE Ha MArHUTHBIX HOCUTEJSX OCTATOYHONU MH(POpPMAIIUU 110
OKOHYaHUU paboTHI MOJIb30BaTEINEH;

— IIepUOANYECKU OOHOBIISITh AHTUBUPYCHBIE cpesicTBa (0a3bl JaHHBIX ), KOHTPOJIUPOBATh
co0JTI0/IeHHE MOTb30BaTEISIMU MOPSA0K U MpaBUIIa MPOBEJCHNUS aHTUBUPYCHOTO TECTUPOBAHUS:
— IPOBOUTH PaOOTY MO BHISIBJICHHIO BO3MOKHBIX KaHAJIOB BMEILIATENIbCTBA B MTPOLIECC
¢ynkunonuposanus IC u ocyiiecTBieHUs] HECAaHKIIMOHUPOBAHHOTO OCTYIA K MH(POpMaIU U
TEXHUUYECKHUM CPEJICTBAM BBIUUCIUTEIbHON TEXHUKH;

— CONPOBOXk/IATh MOACUCTEMY 3aIIUThHI HHPOPMALIUU OT YTEUKH 32 CUET MOOOUYHBIX
AIIEKTPOMAarHUTHBIX U3TYYEHUI U HaBOJIOK, KOHTPOJIUPOBATH COOI0IEHIE TPpeOOBaHUH 1O
pa3MEIICHHIO U HCIIOJIB30BAHUIO TEXHUUECKUX cpeacts M1C;

— KOHTPOJINPOBATh COOTBETCTBUE JTOKYMEHTAJILHO YTBEPKJEHHOTO COCTaBa aIllapaTHol U
nporpamMHoii yactu MIC peabHbIM KOHQUTypanusM, BECTH y4eT U3MEHEHUH annapaTHo-
IIPOrpaMMHOM KOH(UTypaluu;

— obecreunBaTh CTPOroe BBIMOJIHEHHE TPeOOBaHUM Mo oOecrieueHnIo 0€30MacHOCTH
uH(pOpMallMU U OpraHU3aIK TeXxHHuUeckoro oociyxuanus MIC u oTnpaBke ero B peMOHT
(KOHTpOJIMPOBATh 3aTHpaHue KOH(DUIEHIINANbHON HH(OPMAIIMK HA MATHUTHBIX HOCHUTEIISAX

C COCTaBJIEHHMEM COOTBETCTBYIOIIETO aKTa);

— MPUCYTCTBOBATh (y4acTBOBATh) B paboTax IO BHECEHUIO M3MEHEHHH B almapaTHO-
nporpaMMHuyto KoHpurypauuto 1C;

— Bectu «OKypHan ydera HeIITaTHBIX CUTYyalui, (pakToB BCKpbITHA U onedaThiBaHus CBT,
BBIMIOJTHEHUS TPOPHIIAKTUYECKUX pabOT, YCTAHOBKU M MOAM(PHUKAIIMY allapaTHbIX U
nporpammubIxX cpeacts CBTy;

— O ACPKUBATh YCTAHOBJIEHHBIN MOPSAIOK MPOBEICHNS aHTUBUPYCHOTO KOHTPOJISI COTJIACHO
TpeboBanuil HacTosuero [TonoxxeHuii B ciryyae 0TKa3a CpeICTB M CUCTEM 3aIMThI HH(pOpMAIUU
MPUHUMATH MEPBI TI0 UX BOCCTAHOBIICHUIO;

— JIOKJIaJIbIBaTh OTBETCTBEHHOMY 3a 3alIUTY UH(OPMAIMH, OTBETCTBEHHOMY 32 SKCILTyaTalluIo



NC o HenmpaBOMEpHBIX ACUCTBUAX MOJIB30BATENEH, MPUBOIAIINX K HAPYILIEHUIO TPEOOBaHUIA 1O
3amuTe nHpopmaIuu;

— BecTH JoKyMeHTanuio Ha VIC B COOTBETCTBUU C TPEOOBAHUSIMHU HOPMATUBHBIX IOKYMEHTOB.
2.10. AxmuHMCTpaTOp 0€30I1aCHOCTH M OTBETCTBEHHBIH 3a 3alUTY UH(OPMAIIMK UMEIOT NIPaBo:
— TpeOoBaTh OT COTPYAHUKOB - moJib3oBaresneit IC cobumoieHus yCTaHOBICHHON TEXHOIOTUN
00paboTKK MH(MOPMAIIUU U BHITIOJHEHUS UHCTPYKIIUN 1O 00eCIeYeHU 0 0€301TaCHOCTH U 3aIlUTe
uHopmanuu B UC;

— UHULMUPOBATh IIPOBE/ICHUE CIYKEOHBIX paccieloBaHUi 1o (pakTaM HapyIIEeHUs
YCTAHOBJICHHBIX TPEOOBaHUI 0OecrieueH sl 3alUThl, HECAaHKIITHOHUPOBAHHOTO JIOCTYTIA, YTPaTHI,
MOIU(pUKALMH, TTOPUYH 3alUIIaeMOl HHPOPMALIMU U TEXHUYECKUX KomnoHeHToB UC;

— Tpe®oBaTh MpeKpaiieHus: 00padoTKu MH(YOPMAINH B CITydae HAPYIICHUs yCTAaHOBICHHOTO
nopsiika paboT win HapyueHus (yHKIIMOHUPOBAHUS CPEICTB M CUCTEM 3aLUThI HH(OPMALIUH;
— Y4acTBOBATh B aHAJIM3E CUTYyalUi, KaCAIOMIMXCS (PYHKIIMOHUPOBAHHS CPEJICTB 3aALIUThI
UHpOpMaLUU U paccieloBaHus (aKTOB HECAaHKIIMOHMPOBAHHOI'O JOCTYIIA.

3 Iopsimok pe3epBUPOBAHUS U BOCCTAHOBJICHHS pa00OTOCIIOCOOHOCTH TEeXHUYECKUX

CPEZCTB U MPOrpaMMHOI0 o0ecreyeHus, 6a3 JaHHbIX, 3allUIIaeMoli HHPOPMALIUU U CPEJICTB
3aIUTHl THOOPMALIHH.

3.1. Hacrosiuii mopsok onpeaesseT OpraHu3aluio pe3epBUPOBaHNS U BOCCTAHOBIICHUS
paboTOCIOCOOHOCTH TEXHUYECKHUX CPENICTB M MTPOrPAaMMHOTO obecnieueHus, a3 NaHHBIX U
CPEZCTB 3alUThI HH(OPMALIHH.

3.2. K ucnonb3oBanuto, Juist cozaaHus pesepBHoil konuu B C, nomyckaroTcst TOJIbKO
3aperUCTPUPOBAHHBIE B XKYPHAJE yueTa HOCUTEIH.

3.3. AxMuHHUCTpaTOp 6€30MaCHOCTU 00sI13aH OCYILLECTBIISITh IEPUOIUNYECKOE PE3EPBHOE
KONMPOBaHUE KOH(UIEHINAIBbHOW HHpOpMALIUK.

3.4. ExxeHenlenbHO, IO OKOHYaHUIO PabOThI ¢ KOH(PUICHINATBHBIMHA JJOKYMEHTAaMH Ha
KOMITbIOTEPE, I10JIb30BATEINb, IIPU OTCYTCTBUU aJIMUHUCTpATOPa, 0053aH CO3/1aBaTh PE3EPBHYIO
KONUIO KOH(QUICHIIMAIBHBIX JOKYMEHTOB Ha 3apeructpupoBansbiii Hocutens (HXKMJ, HITM/,
ONTUYECKHE AUCKHU, (IIeII-HAKOMUTEINb,APYTHE), CO3JaBast TEM CaMbIM PE3EPBHBIN JIEKTPOHHBIN
apXuB KOH(UJIEHIIMAIBHBIX JOKYMEHTOB.

3.5. Hocurenu undopmaruu (HKM/I, HI'M/I, ontudeckue nucku, ¢hiaem-HaKOMUTENb ),
npeHa3HaYeHHbIE JJIsl CO3/1aHUS PE3€PBHON KOMMH U XpaHEHUs! KOHPUACHIINaIbHON
UH(OPMAaLIMHU BBIJAIOTCSA YCTAaHOBJICHHBIM MOPSAAKOM PYKOBOAMTENIEM, OTBETCTBEHHBIM 32
3amuTy nHGOpMaluu U (Uian) agMuHUCTpaTopoM. [1o OkOHYaHUM MTpoLIEyphl PE3EPBHOTIO
KOIHMPOBAHUS 3JIEKTPOHHbBIE HOCUTENIN KOHPHIEHIIMATbHON MH(OPMAIK CAAIOTCS HA XpaHEHHE
aJMMHHUCTPATOPY OE€30MACHOCTH, WM PYKOBOIUTEIIO, MJIM OTBETCTBEHHOMY 3a 3alllUTy
UHpOpMaLIUH.

3.6. Ilepen pe3epBHBIM KOMMUPOBAHUEM TTOJIH30BATENh HIIM aIMUHUCTPATOP OE30MaCHOCTH
00s13aH npoBepuTh dnekTpoHHbIit Hocutens (HXXMJI, HTM/I, ontrueckue aucku, ¢uerm-
HAKOMUTEIb) Ha OTCYTCTBUE BUPYCOB.

3.7. ®aiinbl, MoMenaeMble B AJIEKTPOHHBIN apXUB JOJDKHBI B 00513aTEIbHOM MOPSIIKE TPOXOIUTh
AHTUBHMPYCHBIM KOHTPOJIb B COOTBETCTBHH C I1. 7 HactosAmero [lomoxenus.

3.8. 3ampeniaercs 3anuch NOCTOpOHHEH nH(popMaMy Ha 3nekTpoHHble Hocutenn (HXKM/,
HI'M/I, ontudeckue aucku, (aeni-HaKoMUuTeNb) pe3epPBHON KOITHH.

3.9. Ilopsiok co3nanus pe3epBHON KOIUU:

— BCTaBUTh B KOMIIBIOTEP 3apErUCTpUpOBaHHBIN AniekTpoHHbIN HocuTens (HOXKMJ, HI'M/],
ONTUYECKUE AUCKHU, (IICII-HAKOMUTEIb) JUIsl PE3€PBHOTO KOMMPOBAHHUS;

— BBIOpaTh HEOOXOIUMBIH KaTtajor (daii) s co3aHus Pe3epBHOTO apXHBa;

— MPH UCTIOJB30BAaHUM CHCTEM YIpaBJeHUs 6a3aMM JaHHBIX HEOOXOIUMO cO31aTh (haili ¢
pEe3epBHOM KOIMMEH 3amuiaeMoi nH(OOpMAaIMK ¢ TTOMOIIBIO BCTPOCHHBIX CPEJICTB CHCTEMBI;

— BBINOJIHUTH MTPOLEAYPY CO3JaHMs PE3EPBHON KOINU;

— MPOU3BECTU KONMPOBAHUE HA OTUYKIAEMbII HOCUTEIb;

— MPOU3BECTU OTKIIOUYEHUE OTUYKAAEMOT0 HOCUTEIS U, CO31aB HEOOXOAUMBIE 3aITUCH B



KypHajax yopaTh HOCHTENb B XpaHHIHILE.

3.10. XpaHeHne OTUY)KIAEMOTO HOCHUTEIIS ¢ PE3EPBHOM KOIUEH 3aIuiaeMon nHdopmauu
OcyuecTBisieTcs B ClIeUaIbHOM METAIIIMYECKOM XPaHUIIMILE COBMECTHO C KIIFOUEBOM U
ayTeHTHUIUPYIONICH nHbOpMaITUei.

3.11. IIpu BoccTaHOBIEHHH PAaOOTOCTIOCOOHOCTH POTPAMMHOTO 0OeCIieueHHs CHavyasa
OCYILECTBIIICTCS PE3EPBHOE KONMPOBAHKE 3aIlMIIAeMON HH(pOpMALIUHY, 3aTEM IIPOU3BOIUTCS
MOJHAST ICMHCTAIUISIINSA HEKOPPEKTHO pabOTaoUIero MpOrpaMMHOT0 00ecieueHHs..

3.12. BoccTaHoBiieHHE ITPOrPAaMMHOI0 00€ecIeYeHus IPOU3BOJUTCS IIyTEM €r0 MHCTAIUISALIH C
UCTIOJIb30BAaHUEM STAIOHHBIX AUCTPUOYTHBOB, XPaHEHUE KOTOPBIX OCYIIECTBIISAETCS
aJIMUHUCTPATOPOM 0€30MaCHOCTH B CIELMATIbHOM XPaHUIIMILE.

3.13. IIpu He0OXOMMOCTH PEMOHTA TEXHUUECKUX CPEJCTB, C HUX YAAIAIOTCS OIEYaThIBAIOIINE
IUIOMOBI, U3BIMAIOTCSl HOCUTEIN KOH(QUACHIIMAIBHOW HHPOPMALIUHU U 110 COTIACOBAHUIO C
aJIMUHUCTPATOPOM 0€30MaCHOCTH, OTBETCTBEHHBIM 3a 3alIUTY HH()OPMAIK U IPEACTaBUTENIEM
OpraHu3alK, IPOBOJUBIIEH aTTECTALUIO, 000PYAOBAaHHUE MIEPEJAECTCS B CEPBUCHBII LIEHTP
npousBoauTelnss. PeMoHT HocuTeneil 3amunaemoit nHGopMauu He fonyckaercs. HencripaBabie
HOCHUTEIIH C 3alUIacMoi HH(opMalei moiexar yHUYTOKEHUIO B COOTBETCTBUHM € MOPSIIKOM
YHUYTOXCHUSI HOCUTENeH 3anumaemMoi nadopmarmn. PaboTa ¢ ucmonp30BaHIEM HEHCIIPABHBIX
TEXHUYECKUX CPEJICTB 3alpeIaeTcs.

3.14. Ilpu pabore Ha kommbroTepax UC pekoMeHayeTCst UCIOIb30BaTh HUCTOYHUKHU
Oecriepe0oHOr0 MUTAHUS, C 1eJIBI0 IPEAOTBPALLICHUS OBPEKICHNUS TEXHUUECKUX CPEJCTB U
(win) 3ammnaeMor HHPOPMAITUHU B pe3yiIbTaTe COOEB B CETH JICKTPOITUTAHUSI.

3.15. IIpu BoccTaHOBIEHUH PAOOTOCIIOCOOHOCTH CPEACTB 3aIUTHI HH(POPMALIUU CIIEAYET
BBINIOJIHUTH UX HACTPOMKY B COOTBETCTBUU C TPEOOBAaHUSAMHU O€30MMACHOCTH HH(pOpMALIUH,
U3JI0KEHHBIMU B TEXHUUECKOM 3aJJaHUU Ha CO3/1aHUE CUCTEMBI 3alUThl KOH()UICHIIUAIBHBIX
naHHbIX. OneHkKy 3¢ ()eKTUBHOCTH TaHHBIX CPECTB 3aLIUTHI TOJHKEH BBITOIHATH COTPYIHHK
OpraHu3alK, UMEOILEeH JTUIEH3HIO Ha IeATEIbHOCTh 110 TEXHUUECKOW 3aIuTe
KOH(pHUICHIIMAIIBHON HH(DOPMAITUH.

3.16. BoccranoBiieHHe CPEeACTB 3alUThI MH()OPMAIIMK TPOU3BOAUTCS C UCTIOIb30BaHUEM
ATAJIOHHBIX CEPTUPHUIIMPOBAHHBIX AUCTPUOYTUBOB, KOTOPBIE XpaHsATcs B XpaHuiuiile. [locie
YCIIEIIHOM HaCTPOMKH CPEeJICTB 3alUThl HHPOPMAIIMU HEOOXOMMO BBIIIOJIHUTH PE3EPBHOE
KOIMPOBAaHUE HACTPOEK JTaHHBIX CPEJICTB C MOMOIIbIO BCTPOCHHBIX B HUX (PYHKLUI Ha
3aperuCTpUPOBAHHbBII HOCUTED.

3.17. OTBETCTBEHHOCTH 3a MPOBEACHUE pe3epBHOro konuposanus B IC B COOTBETCTBUU C
TpeboBaHusAMH HacToswlero [lojgoxeHus Bo3naraercss Ha aAMUHUCTPATOPa OE30MAaCHOCTH.

3.18. OTBETCTBEHHOCTH 3a MPOBEACHUE MEPOIIPHUATHI 110 BOCCTAHOBIJIEHHIO Pab0TOCIIOCOOHOCTH
TEXHUYECKHUX CPEJICTB U MIPOrpaMMHOT0 obecrieueHus 0a3 JaHHBIX BO3JIaraeTcs Ha
aJMHHHCTpaTOpa 0€30MacHOCTH.

3.19. OTBETCTBEHHOCTH 3a POBEACHUE MEPOIIPUATHH 110 BOCCTAHOBJIEHUIO CPEJICTB 3aAIUTHI
uH(pOpMalMK BO3JaraeTcsi aIMUHUCTPATOpa OE30MACHOCTH.

4 Tlopsinok koHTpos 3amuThl HHGopmaruu B UC u npuoctanoBku npenoctasneHust KU

B ClIy4ae OOHapy>KeHUsl HapylleHu! nopsaka ux npenocrasienus. [lopsaaok pazouparenscTBa u
COCTaBJICHUS 3aKIIOUEHUH 110 (pakTaM HECOOTIOACHUS YCIOBUI XpaHEeHUs] HOCUTENen
KOH(UICHIIMATBHBIX JaHHBIX, UCTIOJIb30BaHUS CPEACTB 3aIIUTHI UH(POPMALIUK U IPUHATHE MEP
0 NIPEAOTBPAILEHUIO BO3MOKHBIX OMACHBIX MTOCJIEACTBHIA.

4.1. Kontposs 3ammts! uHGopMmaruu B UC - KOMIUIEKC OpraHN3allMOHHBIX U TEXHUYECKUX
MEPONPUITHHA, KOTOPBIE OPTaHU3YIOTCS U OCYIIECTBIISAIOTCA B LEISIX MPEYNPEXIACHUS U
IIpEeCceYEeHHs] BO3MOXKHOCTHU IMOJIy4YEHHUSI TOCTOPOHHUMHU JIMIIAMU OXPaHSEMBIX CBEJACHUMH,
BBISIBJICHUS ¥ IPEJOTBPALICHNS YTeUKH HH(OPMAIMK IO TEXHUYECKUM KaHajlaM, UCKITIOUEeHUs
WM CYILIECTBEHHOTO 3aTPYAHEHUS HECAaHKLIIMOHUPOBAHHOTO JJOCTYIA K MH(POPMAIIMH, XUILIEHUS
TEXHUYECKUX CPEJICTB U HOCUTENEH MH(DOPMAIIUK, TPEJOTBPALICHNUS CIIeIUaTbHbIX
IPOrPaMMHO-TEXHUYECKHUX BO3JCHCTBUI, BBI3BIBAIOIINX HAPYILIEHUE XapaKTEPUCTHK
Oe3omacHOCTH HH(pOpPMAIIHK WM PaOOTOCTIOCOOHOCTH CUCTEM HH(OPMATH3AIIHH.



4.2. OCHOBHBIMHM 33J]a4aMU KOHTPOJIS ABJISIOTCSA:

— MPOBEPKA OpPraHU3alMK BBINOJIHEHUS MEPOIPUATHIL 110 3amuTe HHGOpMALUU B
NOJPa3ICICHUsIX OPraHu3aIiy, yyeTa TpeOOBaHuil 10 3amuTe HHPOPMAaLKU B a3padaThIiBa€MbIX
IUTAHOBBIX U PaCOPSAJUTEIIBHBIX JOKYMEHTAX;

— BBISIBJIEHUE AEMACKUPYIOLUIUX ITpU3HAKOB 00bekTOB MC;

— YTOYHEHUE 30H IepexBara o0padbareiBaeMoil Ha 00beKkTax HH(OpPMALMK, BO3MOKHBIX KaHAJIOB
YTeuku uHPOPMALIUHU, HECAHKITMOHUPOBAHHOTO JTOCTYIA K HEW U MPOrpaMMHO-TEXHUUECKUX
BO3JICUCTBUI Ha HHPOPMAIIHIO;

— MPOBEPKA BBHIIIOJHEHUS YCTAHOBJICHHBIX HOPM U TpeOOBaHMH 10 3a1UTe HHOOPMAIIH OT
YTEUKH 110 TEXHUYECKUM KaHalaM, OLEHKa JOCTaTOYHOCTH U 3(P(PEKTUBHOCTH MEPONIPUATUI 11O
3anyTe HHPOPMaLny;

— MpOBEpKa BbINOJHEHU TpeboBaHuii 1o 3aumre MC 0T HECAaHKIIMOHUPOBAHHOTO JAOCTYIIA;

— MPOBEPKa BBHIIIOTHEHUS TPEOOBAHUI 110 AHTUBUPYCHOM 3alIUTE aBTOMAaTH3UPOBAHHBIX CHCTEM
Y aBTOMaTHU3UPOBAHHBIX pabOUnX MECT;

— MPOBEpKa 3HAHUK PAOOTHUKOB IO BOIPOCAM 3aIIUTHI MHPOPMALIUU B UX COOTBETCTBUS
TpeOOBaHUSAM YPOBHS IMOATOTOBKH /1151 KOHKPETHOr0 pabouero Mecra;

— OIlepaTUBHOE NIPUHATHE MEP IO NPECEUEHUI0 HapyIIeHU TpeOOoBaHUI (HOPM) 3aILUThI
unpopmanuu B UC;

— pa3paboTKa MpeUIoKEHUH 10 YCTPaHEHHUIO (0CIa0ICHHIO) JeMAaCKUPYIOIINX MPU3HAKOB U
TEXHUYECKHUX KaHAJIOB yT€YKH HUH(OPMAIHH.

4.3. KoHTposs 3amUThl ”HPOPMALIUU IIPOBOJAUTCS C YUYETOM PEATbHBIX YCIOBHH 110 BCEM
(buU3nUeCKUM MOJISIM, IO KOTOPBIM BO3MOJKEH IepexBaT UH(opMaluy, HupKyaupyoei B 1C
OpraHu3aIiH, OCYIIECTBIISETCS 10 0OBEKTOBOMY MPUHIHITY, IPH KOTOPOM Ha 00BEKTE
OJIHOBPEMEHHO IPOBEPSIFOTCS BCE BOIPOCHI 3aIIUThI HH(popManuu. [lepeueHb KaHaI0B yTeUKH
YCTAHABJIMBAETCS B COOTBETCTBUU C MOJEIIBIO YTPO3.

4.4. B xo/1€ KOHTPOJISI IPOBEPSIIOTCS:

— COOTBETCTBHE MPUHATHIX Mep M0 obecredeHno 0e30MacHOCTH KOH(QUACHIIMATIbHON
uHpopmanuu (nanee — Ob KN);

— CBOEBPEMEHHOCTD U MOJTHOTA BBINOJIHEHUS TpeOoBaHUM HacTosuiero [loinoxeHus u Ipyrux
pykoBogsamux nokymentos Ob KU;

— IIOJTHOTA BBISIBIICHUSI IEMACKUPYIOLIUX IPU3HAKOB OXPAHSIEMbIX CBEJIEHUI 00 00beKTax
3aLIUTHI U BO3MOXKHBIX TEXHUYECKUX KaHAJIOB YT€UKH WH(OpMAlNK, HECAHKIIMOHUPOBAHHOTO
J0CTyNa K He U MpOrpaMMHO-TEXHUYECKHUX BO3/AEHCTBUN HAa HHPOPMAIIHIO;

—3(peKTUBHOCTH MPUMEHEHUSI OPTaHU3ALMOHHBIX U TEXHUUECKUX MEPONPUATHIA MO 3aIIUTe
uH(popMaLnu;

— YCTpPaHEHHE PAHEE BBIABICHHBIX HEJOCTaTKOB. KpoMe TOro, MOryT NpOBOIUTECS
HE0OXOUMbIE U3MEPEHUS U pacueThl, IPUIIIAIIEHHBIMHU IS 3TUX LIEJeH crienuanucraMu
opra"msanuu, nMeromeit coorsercryronue auueH3nn PCTIOK Poccun.

4.5. OCHOBHBIMH BHJIaMH TEXHUYECKOTO KOHTPOJIA ABJISIFOTCS BU3YAJIbHO-ONTUYECKUI KOHTPOJIb,
KOHTPOJIb () (HEKTUBHOCTH 3AILUTHI HHPOPMALIMHU OT YTEUKHU 10 TEXHUUECKUM KaHaJaM,
KOHTPOJIb HECAHKIIMOHUPOBAHHOTO IOCTYyNa K HHPOPMAIMHN U TPOrPaMMHO-TEXHUYECKUX
BO3/ICUCTBUI HAa HHPOPMAITHIO.

4.6. IlonyyeHHbIe B XOJI€ BeJIEHUSI KOHTPOJISI pe3yJIbTaThl 00pabaThIBAIOTCS M AaHATTU3UPYIOTCS B
LEJSAX ONpeAeTeHNs JOCTATOYHOCTH U 3((PEKTUBHOCTH MPEINHCAHHBIX MEP 3alUThI
uH(pOpMalliU U BbIABIEHUS HapylieHui. [Ipu oOHapykeHu HapylIeH! HOpM U TpeOoBaHUI 1o
3anmTe HHPOPMALUU aIMUHUCTPATOP O€30aCHOCTH JAOKJIAIbIBAET PYKOBOAUTENIO JUIS
MPUHITHS UMU PELIEHUs O MpeKpaleHu! 00paboTKH HHPOPMALMK U TPOBEICHUS
COOTBETCTBYIOIIMX OPTaHU3ALMOHHBIX U TEXHUYECKHUX MEP MO0 YCTPAHEHUIO HAPYIICHHUS.
Pe3ynbrarhl KOHTPOJIS 3aIUTHl HHGOPMATUU

0(OpMIIAIOTCS aKTaMU JTHOO B COOTBETCTBYIOIIMX JKypHaJaX yyeTa pe3yibTaToOB KOHTPOJIS.

4.7. HeBbllIOTHEHNE MPEANMUCAHHBIX MeponpusaTuid no 3amure KU, cuntaercs npeanochiko K
yTeuke nHpopMaiuu (gajee - npeanocbuika). [1o ka0l NpeArnocbuUIKe Ui BEIICHEHHUS



00CTOSITENTLCTB U MPUYMH HEBBITIONHEHUS! YCTAHOBJICHHBIX TPEOOBAHHI 110 YKA3aHHIO
PYKOBOIMTENS MJIM OTBETCTBEHHOT'O 32 3alIUTY MH(GOpPMAIIUU TPOBOAUTCS pacciaeloBaHuUE.
st mpoBeieHust paccie10BaHus HAa3HAYAeTCsl KOMHUCCHS C MPUBJICYEHUEM aIMUHUCTPATOPa
6e3omacHoct. KoMmuccus o0si3aHa ycTaHOBUTH, UMeJIa JIU MECTO yTeUKa CBEACHU, U
00CTOSATENHCTBA €1 COMYTCTBYIOIINE, YCTAHOBUTD JIUI], BHHOBHBIX B HAPYILICHUH MPEATUCAHHBIX
MEpPONPUATHIA O 3aIIKUTe HH(GOPMALIUU, YCTAHOBUTD IIPUUMHBI U YCIIOBUS, CIIOCOOCTBOBABIIIHE
HAPYIICHUIO, U BEIPA0OTaTh PEKOMEHIAINH 10 X ycTpaHneHuro. [lociie okoHuaHus
paccieioBaHUs PYKOBOAUTENb IPUHUMAET pelIeHHe 0 HaKa3aHWU BUHOBHBIX JIUI] U
HEOOXOAUMBIX MEPOIIPUATHUSIX MO YCTPAHEHUIO HEJJOCTATKOB.

4.8. Beaenue KOHTPOJIS 3aIIUTHI HHPOPMAIIMK OCYIIECTBIIETCS TyTEM IIPOBEICHUS
MEPUOANYECKUX, TUIAHOBBIX M BHE3AIMHBIX MPOBEPOK OOHEKTOB 3aIIUThI. [leproandeckue,
IUTAHOBBIE U BHE3AIHbIE MPOBEPKH 0OBEKTOB OpraHU3aI[|K MPOBOISATCS, KaK IPABHUIIO, CUIAMH
aJIMAHUCTpATOpa OE30MAaCHOCTH U (WJIM) OTBETCTBEHHOTO 32 3alIUTy WH(OpMAINH, B
COOTBETCTBUU C YTBEP)KICHHBIM IUIAHOM HJIU IO COTJIACOBAHUIO C PYKOBOJIUTEIIEM.

4.9. OnHolt u3 GopM KOHTPOJIS 3aIUTHI HHPOpMAIUu SBisieTcs oocnenoBanue oobexTos MC.
OHO MPOBOIUTCS HE PEKE OJTHOTO pasa B roJ] paboueii rpyImoil B cocTaBe aIMUHUCTPATOPA
0€30MMacHOCTH, OTBETCTBCHHOTO 32 3aIIUTY HHPOPMAITUHU, OTBETCTBEHHOTO 32 IKCILTyaTaI[UI0
o0nekTa. [l o6cnenoanus MIC MoxkeT MpuBJIEKaThCS OPTaHU3aIMs, UMEIOLIasl IUIEH3UIO
OCTIK Poccuu Ha 1eATEIBPHOCTD IO TEXHUYECKOM 3aIIUTe HHPOPMAITUH.

4.10. O6cnenoBanre C mpoBOIUTCS C IIENBIO ONPEICTICHUS COOTBETCTBUS ITOMEIICHUH,
TEXHUYECKUX ¥ IMPOTPAMMHBIX CPEJICTB TPEOOBAHUSM I10 3alIUTE WH()OPMAIIUY, YCTAHOBICHHBIM
B «ATTecTaTe COOTBETCTBUS» TPEOOBAHUAM IO Oe30MmacHOCTH HHPOPMAIUH.

4.11. B xoze o0OcetoBaHUS TIPOBEPSICTCS:

— COOTBETCTBHE TEKYIIMX YCIOBHI (PYHKIIMOHUPOBAHUSA 00CIETyeMOro 00bEKTa YCIOBUSM,
CJIO’KMBIIIUMCSI HA MOMEHT NPOBEPKU;

— co0I0IeHHe OPTaHU3aI[MOHHO-TEXHUYECKUX TPeOOBaHMI MOMEIIEHUH, B KOTOPBIX
pacnionaraercst UC;

— COXPaHHOCTH MevaTei, MIoM0 Ha TEXHHUECKHUX CPEACTBax nepeaadyu u o0paboTku
nH(popMaInu, a TaK’Ke Ha YCTPOMCTBAX MX 3aIUTHI, OTCYTCTBUE TTOBPEKICHUHN SKPAHOB
KOPITYCOB ammaparypbl, 000J0uek kabesei u uX COeIMHEHUH C IIMHAMU 3a3eMJICHHS;

— COOTBETCTBHE BBITIOJIHAEMBIX HAa 00BEKTE MEPOTIPUSTHI 10 3a1UTe HH)OPMAITUU JaHHBIM,
W3JI0KEHHBIM B HACTOAILIEM ITOJI0KEHHUH;

— BBITIOJIHEHHE TPEOOBAHUH 110 3alIUTe MHPOPMAIIMOHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOTO
JIOCTYTIA;

— BBITIOJIHEHHE TPEOOBAHUH IO AaHTUBUPYCHOM 3aIITUTE.

4.12. Jlns BBISABIIEHUS paUO3JIEKTPOHHBIX YCTPONCTB U MPOBOJIOB HEU3BECTHOTO HA3HAUCHUS,
MIpeTHAMEPEHHOT0 HAPYIICHUS 3alIUTHBIX CBOWCTB 00OPY/IOBaHMUS, a TAKXKE HE
MPEeyCMOTPEHHBIX MPaBUIIAMHU KCILTyaTaI[il OTBOJOB OT 000PYAOBAaHUS U COCTUHUTENBHBIX
JUHUHN, TPOJIOKCHHBIX B BBIIEJICHHBIX M 3aIUINAEMbIX TTIOMEIICHUSX, a TAKXKe APYTUX
HapYIICHUH U CIOCOO0B BO3ZHUKHOBEHHSI KAHAJIOB YTeUKH HH(OpMAIiK He0OX0AUMO:

— TIIATEIbHO OCMOTPETh MeOeb, CYBEHHPHI (0COOCHHO HMHOCTPAHHOTO TIPOM3BOJICTBA),
00opy/oBaHNE, YCTAHOBIEHHOE B TOM MOMEIIIEHNUH, OCBETUTENBHYIO allapaTypy, HUIIH
OTOINHTENBHBIX OaTapei, MTOPhl, OKOHHBIE TPOEMBI U T.J1.;

— BCKPBITh U OCMOTPETh PO3ETKHU, BBHIKJIFOUATETN OCBETUTEIBHOU CETH, TFOKH BEHTUIISIIIUU U
KaHaJIbl CKPBITON TTPOBOJIKH;

— IMIPOBEPUTH KAYECTBO YCTAHOBKH CTEKJIOMAKETOB OKOHHBIX IPOEMOB;

— IIPOBECTH aNmapaTypHyIO MPOBEPKY MOMEMICHHS Ha OTCYTCTBHE BO3MOXKHO BHEPEHHBIX
AIIEKTPOHHBIX YCTPOUCTB mepexsara nHGopmanuu (Ipyu HATHYHUU COOTBETCTBYIOIIEH
amnmapaTypsl), Tpyd HEOOXOIUMOCTH TSl MPOBEICHUS TAHHBIX BHIOB PA0OT MOTYT MPHUBJICKATHCS
OpraHu3aly, UMerolme cooTsercTpyromue auuen3uu @Ch Poccun.

4.13. I'ocynapCTBEHHBIN KOHTPOJIb COCTOSIHUS 3aIIATHI HHGOPMAIIMH OCYIIECTBIISIECTCS



DenepanbHOI CyKObI IO TEXHUYECKOMY U 3KCIIOPTHOMY KOHTpoIt0 Poccun u ®@enepainbHOi
cimy»00ii 6e3omacHocT Poccuu B paMKax WX TIOJTHOMOYNN B COOTBETCTBUH C JCHCTBYIOITUM
3akoHoAarenbcTBOM Poccuniickoit ®enepanuu. JlocTyn npeacTaBuTenen yKa3aHHbIX
benepanbHBIX OPraHOB MCIIOJIHUTEILHON BIACTH HA OOBEKTHI JUIsl IPOBEICHUS TPOBEPKH, a
Takxke K paboTaM 1 JOKYMEHTaM B 00beMe, HeOOXOAMMOM I OCYILIECTBICHUS KOHTPOJIA,
o0ecrieunBaeTcs B yCTAHOBJICHHOM MOPSIKE MO MPEABbIBICHUH CIY>KEOHOTO yI0CTOBEPEHUS
COTPY/AHHUKA, a TAKXKe JOKYMEHTa yCTAaHOBJICHHOW (DOPMBI HA TPaBO MPOBEIEHUS POBEPKHU.

5 Iopsigok oOy4deHus nepcoHaia npaktuke padotsl B UIC B yactu obecrieueHus

6€301acCHOCTH KOH(HISHIIMATBHON HH(OpMaIK

5.1. Ilepen nagasiom pa6otbl B C moab30BaTeny JOMKHBI 03HAKOMHUTHLCS C HHCTPYKITUSMH T10
MCII0JIb30BAHUIO ITPOIPAMMHBIX U TEXHUYECKUX CPEJICTB, 110 UCIOJIb30BAHUIO CPEJICTB 3ALUTHI
uH(pOpPMaLIUU TIO] POCIIHCH.

5.2. Ilonp30BaTenu JOKHBI IPOJIEMOHCTPUPOBATh aIMHHUCTPATOPY 0€30MaCHOCTH U (HJITH)
OTBETCTBEHHOMY 32 3alllUTy HH(OPMALIUK HATMYUE HEOOXOAUMBIX 3HAHUNA U YMEHUHN AJIs
BBINIOJIHEHUS TpeOoBaHuM HacTosuero [lonoxeHus. AIMUHUCTPAaTOp OE30MaCHOCTH JOJIKEH
BECTH JKypHaJ y4deTa MPOBEPOK 3HAHWUN U HABBIKOB MOJIb30BATEICH.

5.3. Ilonb3oBaTenu, IEMOHCTPUPYIOIINE HEAOCTATOUHBIC 3HAHUS M YMEHUSI 17151 00€CTIeueHUs
0e30macHOCTH KOH(UIEHITNAIbHON HH(OPMAIIK B COOTBETCTBUU C TPEOOBAHUSIMHU HACTOSIILIETO
noJjoxeHus, K padore B UC He TOImyCcKaroTCs.

5.4. OTBETCTBEHHBIM 3a OpraHU3alKi0 00yUYeHHUs U OKa3aHUE METOAMYECKOI MOMOIIY B
ylpaBjeHUHU BeTepuHapuu TamOOBCKOM 001acTH ABISETCS aIMUHUCTPATOP O€30I1aCHOCTH.
AJMUHUCTPATOP JOKEH OPraHU30BbIBATH COBELIATENIbHBIE MEPOTIPUSATHUS U HHCTPYKTAXKH,
HaIpaBJICHHBIE Ha!

— pa3bsCHEHUE COTPYTHUKAM TpeOOBaHMM OpraHU3alMOHHO-PACIIOPIIUTEIBHON TOKYMEHTALIUN
u ipaBui1 pabotsl B C;

— TIOBBIIICHHE YPOBHS MX KBaM(UKAIMK B 00J1aCTH HH(DOPMALIMOHHOM O€301MacHOCTH U
MPUMEHEHHUS ITATHBIX CPEJICTB 3aLUTHI MH(OPMAIIUK;

— pa3bsCHEHUE MOPSIJIKA UCTIOIBb30BaHUS ChEMHBIX HocuTeneil nudopmarmu. MHCTpyKTa)u
JOJIKHBI IPOBOAUTHCS MEPUOANYECKU (HE pexke OJHOI0 pa3a B TPU Mecsilia), a TaKk

K€ MPU BOZHUKHOBEHUH HEIUTATHBIX CUTYALUH.

5.5. Jlns nmpoBeneHus 3aHATHI, CEMHUHAPOB U COBEIIAHUI MOTYT IIPUBJIEKATHCS CIIELUAIUCTBI 110
IPOrPaMMHOMY M TEXHUYECKOMY O00ECIIEUEeHHUIO0, a TAKXKe CHEMATUCThI OPraHoB 10 aTTeCTalluu
00BeKTOB HHpopMaTH3auu, opranuzanuii-nunen3naroB ®CTIK Poccun u @Ch Poccun.

5.6. K pabote B UC nomyckaroTcs TOJIBKO COTPYAHUKH MPOMIE/IINE TEPBUUHBIA HHCTPYKTAX
Ob B UC u nokazasiiue TBEp/ple TEOPETUUECKHIE 3HAHUSI U TPAKTUUYECKHE HABbIKU, O YEM
JienaeTcs COOTBETCTRYoMas 3anuch B JXKypHaie yuera gomycka k padore B 1C.

5.7. AnmMuHUCTpaTOp 6€30MaCHOCTH JOJIKEH UMETh TpoduabHOe oOpa3zoBaHue (JIMO0 AUTIOMBI
O MOBBIIIEHUH KBAIU(UKAIIMK) B 00JIaCTH 3alUThl MH(popMaruu. PekoMeH1yeTcst MpoX0oxkKIeHUe
AJMUHUCTPATOPOM CIIEHUATU3UPOBAHHBIX KypCOB M0 aIMUHUCTPUPOBAHUIO CPEJICTB 3aLIUThHI
uHopManuu, ucnoiab3zyeMsix B C.

6 ITopsimok IPOBEPKH IIEKTPOHHOTO KypHana oopamenuii k C.

6.1. Hacrosimuii pasznen Ilonoxkenus onpenenser NopsaoK MPOBEPKU MIEKTPOHHBIX KYPHAJIOB
obparmenuii k pecypcam HC.

6.2. IlpoBepka 311eKTPOHHOTO KypHaJIa 00paIlleHnii POBOJUTCS C LIEIbIO BBISIBICHUS
HECaHKIIMOHMPOBAHHOTO JOCTYMA K 3amuiaeMoi nadopmanuu B UC.

6.3. IIpaBo MpoBepKH 3IEKTPOHHOTO KypHaiIa 0OpaleHHi HUMEIOT:

— aJIMUHUCTpATOp OE30MaCHOCTH;

— OTBETCTBEHHBIH 32 3aIIUTy HHPOPMALIUY;

— PYKOBOJIUTENb.

6.4. Ha texunueckux cpeacrsax MC, Ha KOTOPBIX yCTaHOBIIEHBI CIIELIMATN3UPOBAHHBIE CPEACTBA



3anThl nHpopMaru tuna «Ctpax», «Secret Net», «Dallas Lock» u npyrue, nposepka
9JIEKTPOHHOTO XYpHaja IPOU3BOJUTCS B COOTBETCTBUY C IIPUJIaraeMbIM K ykazaHHbIM C3U1
PykoBoacTeoM.

6.5. Eciu B X0/1e NepUOANYECKUX, IIJIAHOBBIX MM BHE3anHbIX MTpoBepok MC BhIsABIEHBI clydyan
HCJI x nndopmanmu KoHGUICHIMATEHOTO XapaKTepa, TO BCTyMaeT B cuiy 1L 3.7., 3.8.
nanHoro [losoxxenus.

6.6. [IpoBepke nmoanexar Bce IEKTpoHHbIE XypHaisl VC.

6.7. IlpoBepka goJKHA TPOBOAUTHCS HE PEXKE, YEM OJIMH pa3 B HEJEIIO C LIEIbI0
CBOEBPEMEHHOTO BBISIBIICHUS (PaKTOB HapylleHus TpeOoBaHuil HacTosmiero [Tomoxenus.

6.8. @aKThI NPOBEPOK WIEKTPOHHBIX KYPHAJIOB OTPAXKAIOTCS B CHELIMATIBLHOM JKypHaJIe
npoBepok. [Tocne kaxxa0i npoBepku AJAMUHUCTPATOP OE30MACHOCTH JIENIAeT COOTBETCTBYIOIIYIO
OTMETKY B )KYpHaJe U CTABUT CBOIO MOJIIHUCH.

7 IlpaBuita aHTUBMPYCHOM 3aLUTHI

7.1. HacTosmue npaBuiia onpeaeistoT TpeOoBaHus K opranu3amuu 3amuThel 00bekta UCIT/IH oT
pa3pylIaroniero Bo3AeUCTBUS BPEAOHOCHOIO IPOrPaMMHOT0 00ecreYeH s, KOMITbIOTEPHBIX
BUPYCOB U YCTaHABJIMBAET OTBETCTBEHHOCTh PYKOBOJIUTENS U COTPYAHUKOB, SKCILTYaTHUPYIOLIUX
U COIPOBOXAAIOIINX KoMIbtoTephl B cocTaBe M C, 3a ux BeinonHenue. Hacrosuue npasuia
pacripocTpaHstoTcs Ha Bce 00bekThl C opranuzamnum.

7.2. K ucrionb30BaHMIO HA KOMIIBIOTEPAX JOIMYCKAIOTCS TOJIBKO JIMLEH3UOHHbIE aHTUBUPYCHbBIE
CpEe/CTBA, LIEHTPAIM30BAHHO 3aKYIUIEHHbIE Y pa3pab0TUMKOB (IOCTABLUIMKOB) YKa3aHHBIX
CPEJICTB.

7.3. YcTraHOBKa U HayalbHas HACTPOMKA CPEICTB aHTUBUPYCHOI'O KOHTPOJISI HA KOMITBIOTEPAx
OCYIIIECTBIISIETCS aIMUHUCTPATOPOM O€3011aCHOCTH.

7.4. AnMuHUCTpaTOp 6E30MIaCHOCTH OCYILECTBIIAET MEPHOANUECKOEe OOHOBICHUE aHTUBUPYCHBIX
[IAaKETOB M KOHTPOJIb UX PA0OTOCIIOCOOHOCTH.

7.5. SlpnbIk (ccbUIKa) AJIS 3aIlyCKa aHTUBUPYCHOM MPOrpaMMbl JOJKEH OBITh I0CTYIIEH BCEM
M10JIb30BATENISIM UH(POPMAILIMOHHON CUCTEMBI.

7.6. ExxeHenlenbHO B Havajie paboThI, OCHIE 3arpy3KH KOMITbIOTEpA B aBTOMAaTHUECKOM PEXUME
JIOJIKEH MPOBOUTHCS] aHTUBUPYCHBIN KOHTPOJIb BCEX TUCKOB U (aillloB KOMIIBIOTEPOB.
O0s13aTenbHOMY aHTUBUPYCHOMY KOHTPOJIIO TIOJUIXKHUT Jito0ast MHGopMarus (TEKCTOBbIE (ailiibl
M00bIX (popMaTOB, (haiiibl JAHHBIX, UCTIOTHSEMBIE (aiiiibl), HH(POpMAalHs Ha CbEMHBIX
HOCUTEISIX MarHUTHBIX JUCKAaX, JIEHTAaX, ONTUYECKUX TUCKaX U T.I1.). KoHTpoib nexoasmei
nH(pOopMaluu He0OXOAUMO IPOBOAUTH HEMOCPEACTBEHHO Mepe apXUBUPOBAHUEM U OTIPABKON
(3amMchI0 Ha CheMHBIN HocuTenb). HacTpoiiku cpeICTB aHTUBUPYCHOM 3alLUTHI TOJKHbI OBITh
BBITIOJTHEHBI B COOTBETCTBUH C TPEOOBAaHUSAMHU 0€3011aCHOCTU KOH(UICHIIMAIbHON HHPOpMAaIH
OIpEeAEIIEHHON UIsl TaHHOTO Ki1acca. HacTpoliKy CpecTB aHTUBUPYCHOM 3alIUTHI BBIIIOJIHSIET
aJMHHHCTpATOp 0€3011aCHOCTH.

7.”7. a1, TOMENAeMbI€ B JIEKTPOHHBIN apXUB Ha MAarHUTHBIX HOCUTEIISAX, TOJKHBI B
00s3aTeNTbHOM TOPSIIKE TPOXOJIUTh AHTUBUPYCHBIN KOHTpOIb. [lepuoanueckre mpoBepku
AJIEKTPOHHBIX APXUBOB JOJKHBI IIPOBOJUTHCS HE PEXKE OAHOIO pa3a B MECSII.

7.8. YcranaBnuBaeMoe (M3MEHSIEMOE) TporpaMMHOE o0ecriedeHue J0HKHO ObITh
IIPEIBAPUTEIBHO MPOBEPEHO HA OTCYTCTBHE BUPYCOB. HenocpeacTBEHHO NOCiE YCTaHOBKHU
(M3MEHEeHHMs1) TPOrPaMMHOT0 OOecreueHusi KOMIbIOTEPA, aIMUHUCTPATOPOM OE30MaCHOCTH
JIOJKHA OBITH BBITOJIHEHA aHTUBHpYCHas nposepka MC.

7.9. Ha xoMIIBIOTEPHI 3allpeNIaeTcsl yCTaHOBKA MPOTPAaMMHOTO 00eCriedeHus1, He CBA3aHHOTO C
BBINOJIHEHHEM (YHKIMH, TPETyCMOTPEHHBIX TEXHOJIOTHUECKUM MPOLIECCOM 00pabOTKU
uH(pOpMaLIUH.

7.10. IIpx BOBHUKHOBEHUH MOA03PEHUS HA HATWYKHE KOMITBIOTEPHOTO BUpYyca (HETUITHYHAs
paboTa nporpamm, MosiBjieHHe rpauueckrux 1 3ByKOBbIX 3D PEeKTOB, NCKAKEHUI TaHHBIX,
nponajaHue (HaiioB, yacToe MosiBIEHNE COOOIEHUI O CUCTEMHBIX OIMIMOKaX U T.I1.)
MOJIH30BATEIh CAMOCTOSATEIBHO (MJIM BMECTE C aIMUHHUCTPATOPOM OE30MAaCHOCTH ) TOJKEH
IIPOBECTU BHEOUEPETHON aHTUBUPYCHBIM KOHTPOJIb KOMIIBIOTEPA.



B ciydae oOHapyeHHs TP MIPOBEACHUN AaHTUBUPYCHOM MPOBEPKH 3apaskeHHBIX
KOMIIBIOTEPHBIMU BUpYCaMH (ailyioB MOJIb30BaTENb 00sI3aH:

— MIPUOCTAaHOBUTH 00paboTKy nanubx B 1C;

— HEMEIJICHHO MTOCTaBUTh B U3BECTHOCTH O (hakTe OOHAPYKEHHUSI 3apaKEHHBIX BUPYCOM (hailIoB
aJIMUHUCTpATOpa OE30MACHOCTH, a TAKXKe CMEKHBIEC TTOIPA3/IeICHuUs, UCIIOIBb3YIOLINe 3TH (haiibl
B pabore;

— COBMECTHO C BJIAJIENIbLIEM 3apaKEHHBIX BUPYCOM (PaiijIoB MPOBECTH aHATIN3 BO3MOXKHOCTH,
JATbHENIIEr0 UX UCIOIb30BAHMS;

— MPOBECTH JICUEHUE WIH YHUUITOKEHUE 3apaKEHHBIX (PaiIoB.

7.11. OTBETCTBEHHOCTH 32 OpraHU3aIMI0 aHTUBUPYCHOTO KOHTPOoJisi B UC B COOTBETCTBUH C
TpeOoBaHusAMU HacTosuiero [lonoxeHus Bo3iaraercs Ha OTBETCTBEHHOTI'O 32 3aLIUTY
uHpopmanuu.

7.12. OTBETCTBEHHOCTh 32 IPOBEACHUE MEPOIIPUATHI aHTUBUPYCHOM 3aliUThl B KOHKpeTHOU NC
u cobmoaenue TpedoBanuii HacTosero [lonoskenus Bo3inaraeTcs Ha aIMUHUCTpATOpa
0€30MacHOCTH U Bcex nonb3oBateneit nannoit UC.

8 IIpaBuia napoJibHOM 3aIUTHI.

8.1. JlanHble npaBuiia perjiaMeHTUPYIOT OPTaHU3allMOHHO-TEXHUYECKUE MEPOIIPUATHS

1o 00ecreyeH o MPOIIECCOB TeHEepalliK, CMEHBI U IpeKpatieHus neicteus naponei B UC, a
TaK)Ke KOHTPOJIb IEUCTBUI MOJIb30BaTENIeH MPU padOTE C MAPOJISIMHU.

8.2. OpranuzanroHHOE U TeXHUYEeCKoe 00ecreyeHne MpoLeccoB reHepaluu, UCTIOIb30BaHuS,
CMEHBI M MPEeKpaIleHust 1eUCcTBUs naposeit Bo Bcex nojacucteMax MC u KOHTpoIb el cTBUiMA
MOJIb30BaTeNel Mpu paboTe ¢ MapoasIiMU BO3JIAracTcs Ha aJMUHUCTpaTOpa 0€30MacCHOCTH.

8.3. JInuHbIe Maposy 10JKHBI TEHEPUPOBATHCS U PACIPENEIATHCS LIEHTPAIIN30BAHHO JINOO
BbIOUpaThCs moib3oBarensiMu OBT caMocTOsITENbHO ¢ yUeTOM CleAyIoUIX TpeOOBaHMI:

— TapoJb TOJHKEH OBITh HE MeHee 6 CUMBOJIOB;

— B YHCJIE CUMBOJIOB MapoJIsi 0053aTeIbHO JOJKHBI IPUCYTCTBOBATH OYKBBI B BEPXHEM WIIH
HIKHEM PETUCTpax, UGpsI U (WIK) Crienuanbabie CUMBOIHI (@, #, $, &, *, % u 1.11.);

— CHUMBOJIBI ITaposieit 171 pabounx CTaHIMH, Ha KOTOPBIX YCTAHOBJIEHO CPEJICTBO 3AIHUTHI
MH(pOpMalMU OT HECAHKIIMOHUPOBAHHOIO JIOCTYTIA, JOJKHBI BBOJUTHCS B PEKUME JIATUHCKOMN
pacKiIa Ky KJIaBUATypHI,

— [apoJib HE JOJKEH BKIIIOYATh B €051 JIETKO BBIYUCIISIEMbIE COUETAHNS CUMBOJIOB (MMEHA,
damunun, HaumeHoBaHus APM u T.71.), a Takxke oOuienpuHsThie cokpamienus (9BM, JIBC,
USER u T.11.);

— IIPY CMEHE MapOJIsi HOBOE 3HAYEHHUE JOJIKHO OTJINYATHCS OT NMPEABIAYIINX;

— TOJIb30BAaTENb HE UMEET IIpaBa cOOOIIATh JINYHBIN HapoJib JPYTUM JIHIIAM.

Branenbiibl maposieit 10JKHbBI ObITh 03HAKOMIIEHBI ITOJT TIOMUCH C IEPEYNCICHHBIMH BbIILIE
TpebGoBaHUsIMU U IPEIYNPEXKACHBI 00 OTBETCTBEHHOCTH 3a UCIIOJIb30BAHUE NTApOJIeH, HE
COOTBETCTBYIOLIMX JaHHBIM TPeOOBAaHUM, a TAK)KE 3a pasrJlallleHue NapoibHOM HHpOpMAaLHH.
8.4. B ciiyyae BO3HMKHOBEHHMSI HEIITATHBIX CUTYallui, (OPC-MakOPHBIX 0OCTOSTENHCTB U T.I1.
TEXHOJIOTUYECKON He0OX0AMMOCTH HCIIOJIb30BAaHHUS UMEH U TapoJiei COTPYIHUKOB
(ucrionHUTENEH) B UX OTCYTCTBHUE, COTPYAHUKH 00513aHbI cpa3y e MOoCcIe CMEHbI CBOMX Maposieit
UX HOBbIE 3HAYCHU (BMECTE C UMEHAMU COOTBETCTBYIOIIMX YUETHBIX 3allUCel) B 3ae4aTaHHOM
KOHBEPTE WJIM ONl€YaTaHHOM I€Hase Mepe1aBaTh Ha XpaHEHHE PYKOBOAUTEINIO CTPYKTYPHOTO
noJpasjiesieHus. 3arneyaTaHHble KOHBEPTHI (II€HAJIbI) C MAPOJIIMU UCTIOIHUTENEH TOTKHBI
XPAaHUTBHCS B HEJOCTYITHOM MECTE y PYKOBOAUTENS CTPYKTYPHOTO MOApa3aeIeHUsI.

8.5. IlonmHas mu1aHoOBask CMEHA MapoJIei MONb30BaTENEH T0JKHA IIPOBOANUTECS PETYIISIPHO, HE
pexe oaHoro pa3a B TeueHue 360 nHei.

8.6. BHennanoBas cMeHa JINYHOTO NapoJisl WK yJaleHue yuyeTHOU 3anucu noas3osarens MC B
ClIydae MpeKpalleHus ero NoJIHOMouHi (YBOJIbHEHHE, IEPEXO0/T Ha IPYT'yI0 paboTy BHYTpHU
OPENPUATHS U T.I1.) JJOJDKHA POU3BOAUTHCS aIMUHUCTPATOPOM 0€30MacHOCTH (JINOO HOBBIM
MOCTOSTHHBIM I0JI30BaTEIeM) HEMEAJIEHHO MOCJIe OKOHYAHUS TIOCIIETHEro ceaHca paboThl



JTAHHOTO I0JIB30BATENS C CUCTEMONM Ha OCHOBAaHUM YKa3aHMs pyKOBOJUTEIS CTPYKTYPHOTO
HOJpa3/IeeHusl.

8.7. BHemnnaHoBas MoJiHasi CMEHa MapoJiell BCEX M0JIb30BATEIEH OJIKHA IPOU3BOIUTHCS B
cilydyae MpeKpalieHus NOJTHOMOYM (YBOJIbHEHHE, IIEpeX0/1 Ha IpYyTyto paboTy BHYTpHU
OPEINPUSATHS U ApYrue 00CTOATEIBCTBA) aAMUHUCTPATOPA OE30MACHOCTH.

8.8. B ciyyae koMripoMeTanuu JUYHOTO naposs noib3onatesns UC nqomkHbl ObITh HEMETICHHO
IPEIIPUHSTH MEPBI 110 BOCCTAHOBJIEHUIO ITAPOJIbHOM 3aIlUTHI.

8.9. KoHTpoap neicTBUil moJIb30BaTeNICH MpU paboTe C mapossiMu, COOTIOICHUE TTOPSIIKA UX
CMEHBI, XpaHEHUS U UCII0JIb30BAHUS BO3JIaraeTcsl Ha aIMUHUCTpaTOpa OE€3011aCHOCTH.

9 IlpaBuna oOHOBIEHHS OOLIECHCTEMHOTO U IPUKJIIAJHOTO IPOrPaMMHOI0 0OecreueHus,
TEXHHYECKOTo oocmyxuBanus MC

9.1. Hacrosiue npasuiia perJjaMeHTUPYIOT obecrieueHne 6e30nacHoCTH UH(OpMaLK ITPU
[TpoBeneHnM 0OHOBIICHUH, MOAU(PUKAIIMN OOIIECHCTEMHOTO M MPUKJIAJHOTO IPOTPAMMHOTO
o0ecreyeHus, TEXHUUECKOro 00CIy>KUBaHUS U ITPU BOZHUKHOBEHUH HELITATHBIX CUTYalUi B
pabote UC.

9.2. Bce u3mMeHeHus KOH(MUrypauili TEXHUYECKUX U IporpaMMHbIX cpeactB C nomKHbI
IIPOU3BOJIUTHCS TOJIBKO Ha OCHOBAaHUU 3asBOK OTBETCTBEHHOTI'O 3a KCIUTyaTallMI0 KOHKPETHOTO
HNC. Ilepen npoBeneHreM padOT IO BHECEHUIO U3MEHEHUH B COCTaB TEXHUYECKUX U
nporpaMMHbIX cpeacTB MC HeoOX0IMMO COTlacoBaTh BO3MOKHOCTD JAHHBIX H3MEHEHUH C
OpraHoM, IPOU3BOIUBIINM Pa0OThI O aTTecTalMu. [Ipyu BO3MOXKHOCTH OCYLIECTBICHUS
NOJOOHBIX M3MEHEHHI MPEACTaBUTENIN OpPTaHa 10 aTTeCTAIUH OCYIIECTBIIIOT HAA30D 32 BCEMH
npoBOIUMBIMH paboTamu. [IpoBeneHne paboT M0 U3MEHEHUIO COCTaBa TEXHUYECKHUX U
nporpaMMHbIx cpeactB MC 6e3 corsiacoBaHusi ¢ OpraHoM I10 aTTeCTalui aBTOMaTUYECKH
IpeKpallaeT JeicTBrue BbIJAHHOTO ATTecTaTa.

9.3. IlpaBo BHeceHHsI U3MEHEHHH B KOH(PHUTYpAIHIO alapaTHO-IPOTPAMMHBIX CPEJICTB
sanmeHHbx UC npepocrapnsercs:

- B OTHOLIEHUH CUCTEMHBIX U NMPUKJIAJHBIX IPOrPAMMHBIX CPEJICTB — aAMUHUCTPATOPY
0€30I1aCHOCTH IO COTJIACOBAHUIO C OPTraHOM I10 aTTECTALUMH, TPOBOAMBIIMM aTTECTALUIO JJAHHOM
UG,

- B OTHOLIEHMH aIlllapaTHBIX CPEJCTB, a TAK)KE B OTHOILIEHUH ITPOrPaMMHO-ANIAPaTHBIX CPEACTB
3alUThl — aIMUHUCTPATOPy 0€30MaCHOCTHU MO COTJIACOBAHUIO C OPraHOM IO aTTECTAIIUH,
IIPOBOAMBIIKM aTTecTanuto ganHon MC.

9.4. Usmenenue KoH(pUTrypaluu anmnaparHo-porpamMmmusix cpeacts MC kem-nmubo, kpome
BBIILICIIEPEUNCIICHHBIX YIIOJTHOMOYEHHBIX COTPYIHUKOB U MOAPAa3IEICHHM, 3alIPEILEHO.

9.5. Ilpouenypa BHECEHHSI N3MEHEHHI B KOHPHUTYPAIIMIO CUCTEMHBIX M ITPHKJIATHBIX
nporpaMMHbIX cpeactB MC naummnpyercs 3asiBKOM OTBETCTBEHHOTO 3a dkcruryaranuto VC.
9.6. B 3asBKe MOT'YT YKa3bIBaThCs CIEIYIOIINE BUIbI HEOOXOIMMBIX U3MEHEHUI B COCTaBe
anmnapaTHbIX ¥ nporpammubIx cpeacts MC:

— yCcTaHOBKa (pa3BepThIBaHKE) HA KOMIBIOTEP(bI) IPOrPAMMHBIX CPEJICTB, HEOOXOAUMBIX IS
pelIeHHs ONpeIelIeHHOM 3ajaun (Jo0aBIeHue BOZMOKHOCTH PEIIeHUs TaHHOH 33/1a4M B JJAHHOM
HC;

— OOHOBJIEHHUE (3aMeHa) Ha KOMITbIOTepe(ax) MPOrpaMMHBIX CPEICTB, HEOOXOIUMBIX JUIS
peleHus onpezeneHHoN 3a1auu (0OHOBIEHHE BEPCHIl UCTIONb3yEeMbIX UIS PEeIlIeHUs
OIpEEIEHHON 3a/1a4yl POTrPaMM);

— yJaJlleHHue ¢ KOMIIbIOTEpa MPOrPaMMHBIX CPEJCTB, UCTIOIb30BABIIMXCS AJISl PELICHUS
oTpeieIeHHON 3a1auul (MCKITIOUEeHHE BO3MOKHOCTH pEIlIeHHs TaHHOH 3a/1aui Ha JTaHHOM
KOMITHIOTEPE).

9.7. Taxke B 3asBKe yKa3bIBaeTcs yciaoBHoe HaumeHoBanue MC. HaumenoBanust 3a1au
YKa3bIBAIOTCS B COOTBETCTBUU C MIEPEUYHEM 3a]1a4 apXHBa JUCTPUOYTUBOB YCTAHOBICHHOIO
IPOTPaMMHOT0 0OecrieueHHsI, KOTOPbIE MOXKHO peliaTh ¢ UCIOJIb30BaHUEM yKa3aHHOTO
KOMITBIOTEPA.

9.8. 3asBKy OTBETCTBEHHOTO 32 3Kcruryaraiuio MC, B KoTopoii TpedyeTcst mpousBecTu



U3MEHEeHUs KOHPHUTypaluy, pacCCMaTPUBAET PYKOBOAUTEINb, BUSUPYET €€, YTBEPKIasi TEM CaAMbIM
MIPOU3BOJICTBEHHYIO HEOOXOIMMOCTh MPOBEICHUS YKa3aHHBIX B 3aBKE NU3MEHEHHUIA.

[Tocne yero 3asBKa nepegaeTcs aAIMUHUCTPATOPy 0€30IMaCHOCTH JUIsl HEOCPEICTBEHHOTO
MCIIOJTHEHUS padoT MO0 BHECEHUIO M3MEHEHUN B KOH(GUTYPALIUIO KOMITbIOTEpA YKa3aHHOTO B
3asBke MC.

9.9. [loaroroBka 0OHOBIEHUS, MOAU(PHUKAIIUN OOIIECUCTEMHOTO U IPUKIIATHOTO MPOTPAMMHOI0
obecneuenus IC tectupoBaHue, CTCHIOBBIC UCTIBITAHUS (MIPU HEOOXOAMMOCTH) U Tiepeada
UCXOJHBIX TEKCTOB, JOKYMEHTALIMH U JUCTPUOYTUBHBIX HOCUTEJEH MPOrpaMM B apXUB
TUCTPUOYTUBOB YCTAHOBJIIEHHOTO MTPOrPAMMHOTO 0OecrieueH sl, BHECEHHE HEOOXOIUMBIX
W3MEHEHUH B HACTPOMKH cpencts 3amuThl T HC/] 1 cpencTB KOHTPOIIS IETOCTHOCTH (haitioB
Ha KOMIIbIOTepax, (0OHOBIIEHUE) U YAAJICHHE CUCTEMHBIX U MIPUKJIAJHBIX IPOTPAMMHBIX CPEJCTB
MIPOU3BOIUTCS aIMUHUCTPATOPOM 0€30MaCHOCTH IO COTJIACOBAHHUIO C OPraHOM IO aTTECTALIUH,
POBOIUBIINM arTecTanuio ganHoi C. PaboTsl mpon3BOAATCS B MPUCYTCTBUH OTBETCTBEHHOTO
3a sKcIutyaTanuto ganHou MC.

9.10. YcranoBka nnu ooHoBnenue noacucreM MC nomxHbl IPOBOAUTHCSA B CTPOIOM
COOTBETCTBUU C TEXHOJOTHEH MPOBEACHU MOAU(PUKAINI TPOTPAMMHBIX KOMIUIEKCOB JTAHHBIX
MOJICUCTEM.

9.11. YcranoBka u ooHoBienue [10 (cucteMHOro, TECTOBOIO U T.I1.) HA KOMITBIOTEPAX
IIPOU3BOJUTCS TOJIBKO C OPUTMHAIIBHBIX JIMLIEH3UOHHBIX TUCTPUOYTUBHBIX HOCUTENEH (JUCKET,
KOMITaKT JJUCKOB U T.II.), IOJTY4YE€HHBIX YCTaHOBJIEHHBIM MOPSIKOM, Tpukiaaanoro [10 —c
ATAJIOHHBIX KOMUN MPOrPaMMHBIX CPEJCTB, MIOIYYEHHbBIX U3 apXUBa JUCTPUOYTHBOB
YCTaHOBJIEHHOT'O MTPOrPAMMHOT0 O0ECTIeUeHUSI.

9.12. Bce no6aBmnsieMble TPOrpaMMHBIE U alapaTHbIE KOMIIOHEHTHI JIOJKHBI OBITh
MpeBapUTENLHO YCTAHOBICHHBIM MOPSAIKOM MPOBEPEHBI Ha PAOOTOCIIOCOOHOCTD, a TAKKe
OTCYTCTBHUE ONACHBIX ()yHKIIHH.

9.13. Ilocne ycranoBku (ooHOBNeHUs) [10, anmuHMCTpaTOp 0€30MaCHOCTH A0JKEH IPOU3BECTH
TpeOyeMble HaCTPOMKHU CPEACTB YIPABJIEHUS JOCTYIIOM K KOMIIOHEHTaM KOMIIbIOTEPA U
npoBepuTh padoTocnocodHocTh [10 1 MpaBMIIBHOCTE MX HACTPOHKHU U TPOU3BECTH
COOTBETCTBYIONIYIO 3anuch B JKypHane ydera HemTaTHbIX cuTyanuit B IC, BeImoiHeHUst
npopMIaKTHYECKUX paboT, yCTAHOBKU U MOAM(UKALIUN POTPAMMHBIX CPEJICTB Ha
komnbtorepax UC, nenaer 0OTMETKY O BBINOJIHEHUHU (Ha 0OpaTHOM CTOpOHE 3asiBKH) U B
TexHUYEeCKOM Macnopre.

9.14. ®opwmar 3anuceit Kypnana ydera HemrratHbix curyarnuii UC, BeimoaHeHUS
npopMIaKTHYECKUX padoT, yCTAHOBKU U MOAM(UKALIMU TPOTPaMMHBIX CPEJCTB Ha
komnbtorepax MC ycranaBnuBaeTcs mpuka3oM pykoBoauTelns Opranuzaiuu.

9.15. Ilpy BOBHUKHOBEHUH CUTYalLUH, TPEOYIOLINX Mepeiaul TEXHUUECKUX CPEJICTB B
CEPBHCHBIN LIEHTP C LIETbI0 PEMOHTA, OTBETCTBEHHBIH 3a €€ SKCILTyaTalllio JOKIabIBaeT 00
3TOM OTBETCTBEHHOMY 32 3alLUTY UH(OPMAIMH, KOTOPBI B CBOIO OYEPE/Ib CBSI3BIBAETCS C
COTPYAHUKAMHM OPraHa 10 aTTECTAllMy U B JAIbHEMIIEM IEHCTBYET COTJIAaCHO UX HHCTPYKUUi. B
JTAHHOM CJIy4ae aJIMUHUCTPATOpP 0e30MacHOCTH 00s3aH MPEAIPUHATh HEOOXOAUMBIE MEPHI IS
3aTHpaHus 3alunaeMon nHhopMaluu, KOTopas XpaHUIach Ha JUCKaX KOMIIbIOTEpa.
OpuruHaisl 3a8BOK (JJOKYMEHTOB), HA OCHOBAaHMM KOTOPBIX MTPOU3BOIMINCH U3MEHEHUS B
COCTaBe MPOrPaMMHBIX CPEJICTB KOMIIBIOTEPOB C OTMETKAMU O BHECEHUU N3MEHEHUN B COCTaB
IIPOrPaMMHBIX CPEJCTB, OJIKHBI XPAaHUTHCS BMECTE ¢ TEXHUUECKUM nacrioproM Ha C n
Kypuanom yuera HemtaTHbIX cutyanuii UC, BeImoHEHUS MPOPUITAKTHUECKUX padoT,
YCTAHOBKH U MOJU(UKAIIMU TPOTPAMMHBIX Cpe/IcTB Ha KomnbioTepax MC y oTBETCTBEHHOTO 3a
3alUTy HHGOpMaIUH.

9.16. Konuu 3asiBOK MOTYT XpaHUTHCS Y aIMUHHCTpaToOpa 0€30MacHOCTH:

— 1715 BocctaHoBieHust koHpurypanuu MC nocne aBapuit;

— 11 KOHTPOJIsI lTpaBOMepHOCTH ycTaHOBKU Ha MC cpencTs ais pemeHus COOTBETCTBYIOLINX
3a/1a4 Ipu pa3zdoope KOHMIUKTHBIX CUTYaIIHH;

— 71 IPOBEPKU IIPAaBUJILHOCTH YCTAaHOBKU M HAaCTpOWKH cpeacTs 3amutel VC.



9.17. @aKkT YHUUTOXKECHHS JAaHHBIX, HAXOAMBILUXCS Ha JUCKE KOMIBIOTEPa, 0(OPMIIIETCS aKTOM
3a MOJAINKCHI0 aIMUHUCTpaTOpa 0€30MaCHOCTH U COTPYAHHKA OTBETCTBEHHOTO 32 3KCILTyaTallHIo
mauuon UC.

9.18. C nenpro coOr0IeHUs MPUHITKIIA TTIEPCOHAIBHONW OTBETCTBEHHOCTH 32 CBOU JCHCTBUSA
KaX/IOMY COTPYIHUKY, AOMYIIEHHOMY K paboTe Ha KOMIbIoTepax KoHKpeTHO# MC, noimKHO
OBITH COIOCTABJICHO MEPCOHATLHOE YHUKAIBHOE UM (yUeTHas 3alliCh MOJIb30BaTeNsl), O
KOTOPBIM OH OyJeT peruCTPUPOBATHCSA U paboTaTh Ha JAHHOM KOMITBIOTEDE.

9.19. Ucnonp30BaHKEe HECKOJIBKUMHU COTpYAHUKaMHU 1pu padote B UC 0HOTO M TOTO 7K€ UMEHH
10JIb30BATENS («TPYIIIOBOrO UMEHN») 3alPEIICHO.

9.20. IIponenypa peructparuu (CoO3TaHMs YYETHOM 3aIMCH ) TIOJIb30BATEIIS U MPEIOCTABICHUS
eMy (WIM U3MEHEHHUs ero) npas Joctyna kK pecypcam MC ununmmnpyercs 3asiBKoi
OTBETCTBEHHOTO 3a dKcIutyaTanuto nanHoit UC. dopma 3asaBKu puBeieHa HIKE.

B 3asBke yka3biBaercs:

— CoJIepKaHUE 3alpalIiBaeMbIX U3MEHEHUI (perucTpanus HoBoro noib3oBarens UC, ynanenue
YUETHOM 3alKCH [0JIb30BATENs, PAaCIIUPEHHUE UITH CY>)KEHHUE MTOJIHOMOYMI U ITpaB 10CTyNa K
pecypcam UC panee 3aperucTpupOBaHHOIO MOJIB30BATENS);

— JIOJKHOCTD (C TIOJTHBIM HAUMEHOBAHUEM CTPYKTYPHOT'O MOJpa3AeiaeHus), haMuiusi, UMs 1
OTUYECTBO COTPYIHUKA,

— UM 0JIb30BaTeNs (YUYEeTHON 3alKcH) JaHHOTO COTPYAHMKA;

— TIOJTHOMOYHSI, KOTOPBIX HEOOXOMMO JIMIIUTH MOIH30BATENs WIH KOTOPbIe HE00XO0IUMO
J00aBUTH TIOJIL30BATEINIO (ITyTEM YKa3aHHS pPelIaeMbIX moJib3oBarenem 3auad B MC).

9.21. 3asBKy paccMaTpuBaeT pyKOBOJUTEIb, BU3UPYS €€, YTBEPK/Iasd TEM CaMbIM
IIPOU3BOJICTBEHHYIO HEOOX0IMMOCTb JIOMYyCKa (M3MEHEHUS MpaB JOCTYIa) JAHHOIO COTPYJHUKA
K He0OXOIMMBIM JIJIs pEIICHUs UM yKa3aHHBIX B 3asBKe 3a1a4 pecypcam HC. 3arem
MOJIHMCHIBACT 3aJJaHNEe aJIMUHUCTPATOPY OE30MMacCHOCTH Ha BHECEHNE HEOOXOJMMBIX U3MEHEHHUI
B CIIUCKH MOJIb30BaTeNei coOTBEeTCTBYIOMMUX noacuctem UC.

9.22. Ha ocHOBaHMH 3a/laHusl, B COOTBETCTBHHU C JOKYMEHTAIMEeN Ha CpeICTBA 3alIUTHI OT
HECAHKIIMOHUPOBAHHOTO AOCTYIA, AMUHUCTPATOP O€30MMaCHOCTH MPOU3BOAUT HEOOXOTUMBIE
orepaiuu 1o co3/1aHuI0 (yIaJIeHNI0) YU€THOM 3alKCH M0JIb30BaTENsl, IPUCBOCHUIO EMY
HAyYaJIbHOTO 3HAYCHMS Maposis (BO3MOXKHO TAKXKe PETUCTPALUIO IIEPCOHAIIEHOTO
uaeHTu(UKaTopa), 3asBJIE€HHBIX MpaB gocTymna K pecypcam MC u npyrue Heo6xoaumble
JeicTBUS, YKa3aHHbIE B 3a1aHuu. [ BCceXx Mosb30BaTesieit JOIKEH ObITh YCTAHOBIIEH PEXUM
IPUHYAUTEIBHOTO 3apoca CMEHBI MapoJis He peke OJHOro pas3a B TeueHue 360 qHeil.

9.23. [locne BHeCeHHs] U3MEHEHHH B CIIMCKH I0JIb30BaTeIe aAIMUHUCTPATOP OE30M1aCHOCTH
JIOJIKEH 00eCTIeYNTh HACTPOUKH CPE/ICTB 3alllUThl COOTBETCTBYIOIINE TPEOOBAHUSAM
6e3onacHocTH ykazaHHoH VC. [1o okoHuUaHMM BHECEHUSI U3MEHEHUH B CITUCKU MOJIb30BaTelNel B
3as1BKE J€JIaeTCsl OTMETKA O BBIIOJHEHUH 3aJaHMsI 3a MOANKUCHIO UCTIOIHUTENS — aAMUHUCTPATOP
0€30IMacHOCTH.

9.24. CoTpynHHKY, 3apeTUCTPUPOBAHHOMY B KaduecTBe HOBOTO mojk3oBarelss C, coobmaercs
MMs COOTBETCTBYIOIIETO €MY IT0JIB30BATENS M MOXKET BbIAABATHCS IEPCOHAIBHBIN
uaeHTuUKaTop (U1t paboThl B peKUME YCUJIEHHON ayTeHTU(UKAIMK) U HaYallbHOe(-bIe)
3HayeHue(-us) napossi(-eit), koropoe(-bie) OH 00s13aH CMEHUTH MPH NIEPBOM K€ BXOJIE€ B CHCTEMY.
9.25. MicnonHeHHbIe 3asBKa U 33/1aHue (3a TOJNUCHIO aIMUHUCTpATOpa 0€301aCHOCTH)
NepEJalTCsl PYKOBOJUTENIO Ha XpaHeHne. OHU MOT'YT BIIOCIIEACTBUM HUCIIOJIB30BATHCS:

— JIJIs BOCCTAHOBJIEHUS MMOJTHOMOYMH ToIb30BaTesnei nocie apapuid 1C;

— 111 KOHTPOJISI IPaBOMEPHOCTU HAINYMS Y KOHKPETHOTO IIOJIb30BATENs MIPaB JOCTYIA K TEM
win uHbIM pecypcam MC npu pazdope KOH(DIUKTHBIX CUTYalUi;

— U1 IPOBEPKHU COTPYAHUKAMU KOHTPOJIMPYIOIIUX OPraHOB MPAaBUIbHOCTH HACTPOUKHU CPEACTB
pasrpanndeHus goctyna k pecypcam UC.

10 IMopsaok KOHTPOIIS COOMIOACHHUS YCIOBUI MCIIOIB30BAaHMS CPEJCTB 3alUThl HH(pOpMaIum, B
TOM YHUCJI€ KPUNITOTpaPUUECKUX

10.1. Tannsrii pazaen [lonoxxeHus onpenenseT NopsAaoK KOHTPOIIS COOMIOACHUS YCIOBUI



UCTIOJIb30BAaHUS CPEJICTB 3AIUTHI HHPOPMALIUH.

10.2. Texuuueckne cpeACcTBa 3aUTh HHGOPMAIIMH SBJISIOTCS BakKHBIM KomroHnenToM Ob K.
10.3. ITopsinok pabotel ¢ TexunueckuMu C3U orpeneneH B COOTBETCTBYIOUINX PYKOBOACTBAX I10
HaCTpoiike u ucnonb3zoBanuio C3U 00s13aTeNIbHBIX 1JI1 UCIIOTHEHUS, KaK COTPYTHUKAMU
00pabaThIBarOIIMMHU KOH(DUICHINAIBHYIO HH(OPMAIIHIO, TAK H aIMHUHUCTPATOPOM
6e3omacuoctu UC.

10.4. ITpaBo poBepKH COOTIOACHUS YCIOBUI HCIIOB30BAHMSI CPEICTB 3aIIUThI HH(OpMALIUN
UMEIOT:

— PYKOBOJIUTEIB;

— OTBETCTBEHHBIH 3a 3aIIUTy HH(OPMALIUK;

— aJIMUHHCTPATOpP 0€30MaCHOCTH.

10.5. ITonw3oBatento MC kaTeropuuecku 3anpeniacTcs:

— oOpabateiBaTh KOH(pUICHINATBHYIO HH(DOpMAIHIO ¢ oTKItoueHHbIME C3U;

— MeHATh HacTpoiiku C3U.

10.6. AaMuHHCTpaTOpy OE€30MACHOCTH 3alpeliaeTCs MEHATh HACTPOUKHU POrpaMMHO-
anmnapatHbeix C3U npegycTaHOBIEHHBIE CIISIIUAIMCTOM OpraHU3allii, UMEIOIeH JIUIIEH3HI0 Ha
JeSITeIbHOCTD 110 TEXHUYECKOH 3amuTe nHpopMannu, 0e3 COrlacoBaHUs C TOW OpTraHU3aIHeH.
10.7. Ecnu B X0/1e IepuOIUYECKUX, TUIAHOBBIX WM BHE3aMHbIX MpoBepok M C BbIsBICHO
HapymeHnue TpeboBanus m. 10.5. To Bcrynaer B cuny .. 3.7., 3.8. nannoro [lonoxxenus.

10.8. Kpuntorpaduueckue cpeacTsa 3aliuThl HHPOPMAIMK JOJKHBI UCTIOJIb30BATHCS B
COOTBETCTBUH C TEXHUYECKOW M IKCILTyaTAIIMOHHOM TOKyMEHTalMeH Ha HUX, a TAK)KE B
COOTBETCTBUU C MPABUIIAMH IOJIb30BAHUS UMHU.

11 ITopsmok oxpaHbl U JOMYCKa TOCTOPOHHUX JIMI B 3AIIUIIIAEMbIC TIOMEIIECHUS

11.1. Hacrosimiee [lonoxxenne ycraHaBIuBaeT NOPSAOK OXpaHbI (CAaYM MOJ] OXPaHY)
3amuminaeMbix nomemenunii UC.

11.2. omxkHa ObITh OpraHu3oBaHa (hpu3nUecKas oXpaHa CPEeICTB BHIYUCIUTENbHON TEXHUKU U
HocuTenell napopmaryn. J{omKHBI OBITH TIPEAYCMOTPEHBL: KOHTPOJIb TocTyma B momermeHus MC
MOCTOPOHHUX JIML, HAJTMYME HAJEKHBIX MPETATCTBUN JJ11 HECAHKLIMOHUPOBAHHOTO
npoHUKHOBeHUs B momeniernns VC u xpanunumie HocuTenel nHdopMarim, 0co0eHHO B
Hepabouee BpeMs. OTBETCTBEHHBIH 3a oOecrieueHre 6€30MacCHOCTH HH(POPMALIUHU JTO0JIKEH:

— TOJIEP)KUBATh B aKTyaJIbHOM COCTOSTHHH CIIHCKH COTPYIHHKOB JIOMYIICHHBIX K BCKPBITHIO
MOMEIIEHUH, CIUCKH JIOMYIEHHBIX B TOMEIIEHUs U CIUCKH nosib3oBaTeneit C;

— TMIEPUOAMYECKH KOHTPOIMPOBATh, OTCYTCTBUE B momenieHnsax MC i, He MMEIOMUX mpaBa
HaXOJIUThCS B JAHHOM ITOMEIICHUY;

— TMEPUOAMYECKH KOHTPOIMPOBATH KOPPEKTHOCTH OPTaHU3AIINH JIOCTYIIa B TOMEIICHUS
XpaHWINIIA HocuTenei nupopmauu (HaJSKHOCTh 3aMKOB, MOPSAA0K BbIJIaUN KIHOUei
COTPYJIHUKAM U T.IL.).

11.3. BekpbITHe M 3aKpbITHE TTOMEIIEHUH OCYIECTBISAETCS COTPYIHUKAMH, pPa0OTaIOIINMU B
JaHHBIX TToMenIeHusX. CTUCOK COTPYAHUKOB, HMEIOIIHX TPAaBO BCKPBIBATH (CAABAThH MO
OXpaHy) YTBEP>KAAETCs pyKOBOAUTENIEM U MepeaacTcs Ha MOCT OXPAHBI.

11.4. ITpu OTCYTCTBUM COTPYAHUKOB, OTBETCTBEHHBIX 3@ BCKPBITUE (Cauy O] OXPaHY)
MOMEIIEHUH, TaHHbIE TOMEIIEHUS MOT'YT OBITh BCKPBITHI KOMHCCHEH, CO3/IaHHON Ha OCHOBaHUU
MpHKa3a, 0 YeM COCTABIIIETCS aKT.

11.5. TIpu 3akpbITUH TOMEIIEHUH U c1adel uX MoJ OXpaHy COTPYAHUKH, OTBETCTBEHHBIE 32
MIOMEIICHUS TIPOBEPSIOT 3aKPBITHE OKOH, BEIKITFOUAIOT OCBEIEHHE, OBITOBBIC TPUOOPHI,
OPITEXHUKY U MIPOBEPAIOT MPOTUBOIMOKAPHOE COCTOSHUE TIOMEIIEHHS], & JOKYMEHTHI 1 HOCUTENIN
nH(pOpMaLIMU Ha KOTOPBIX COAEPKUTCSA KOH(DUIEHIMaIbHas HHopMalus youparoTcst JUis
XpaHEeHUs B OlleYaThIBaeMbIi ceild (MeTaunyeckuii mxad).

11.6. TTomemenne caaeTcst oI OXpaHy CICTYIONTUM 00pa3oM:

— 3aKpbIBaeT OMEIIECHUE;

— (aKT 3aKpbITHSI TOMEIICHUS TOATBEPHKIAETCS OXPAHHUKOM;

— CcIIaeTCsl IOMEIIEHUE TO/1 TOJIMHICH C YKa3aHWEM JIaThl M BPEMEHH C/Ia4H 01 OXpaHy.



11.7. CoTpynHUK, UMEIOLMI IIPaBO HA BCKPBITUE MTOMEIIECHUN:

— MOJTy4YaeT Ha MOCTY OXPaHbl KJIIOUX OT MOMEIleHus o] moanuch B JKypHale ¢ ykazaHueMm
JIaThl ¥ BPEMEHU;

— IPOU3BOJUT 3anuch B JKypHaie 0 BCKPHITUU OMEIICHUS ¢ yKa3aHueM (haMuIuu U BpEMEHHU;
— IIPOU3BOJUT IIPOBEPKY UCIPABHOCTH 3aII0POB;

— BCKPBIBA€T MTOMEII[CHUE.

11.8. Ilpu oObHapyXkeHUU HAPYIIEHUH 1IEJIOCTHOCTH OTTUCKOB MEeYaTel, MOBPEXKICHHS 3aII0POB
WM HaJIW4us JPYTUX MPU3HAKOB, YKA3bIBAIOIIMX HA BO3MOXKHOE MPOHUKHOBEHHUE B TIOMEIICHHE
IIOCTOPOHHUX JIMILI, IOMEIIEHUE HE BCKPBIBAETCS, @ COCTABIISETCS aKT, B IPUCYTCTBUU
oxpaHHHKa. O MPOUCHIECTBUH HEMEIJIEHHO COO0IIAeTCS PYKOBOAUTENIO U (UITH)
OTBETCTBEHHOMY 3a 3a1uTy HHpopmanuu. OJHOBPEMEHHO TPUHUMAIOTCS MEPHI [0 OXpaHe
MeCTa MPOUCLIECTBUS U 10 MPUOBITHS JOJKHOCTHBIX JIMI] B TIOMEIIEHNE HUKTO HE JOMYCKAeTCs.
11.9. PykoBoauTesnb, OTBETCTBEHHBIH 3a obecnieueHue 0€30macHOCTH HHYOpMAIHH U
aAMHHHCTpATOp 0e30macHOCTH opranu3yiot npoBepky MC Ha npenMeT HeCaHKIIMOHUPOBAHHOTO
JOCTyTA K KOH(HUISHINANBHON HHPOPMAUY 1 HATUYHE TOKYMEHTOB M MAIIMHHBIX HOCHTEIEH
uHpopmanuu.

11.10. IIpu cpabaThiBaHUW OXPAHHON CHTHAHM3AIMH B CITY)KEOHBIX IOMEIICHUSIX B Hepabouee
BpEeMsI OXpaHHUK COOOIIAET O CIYYUBIIEMCS] OTBETCTBEHHOMY 32 MIOMEIICHHE, UK
OTBETCTBEHHOMY 3a obecrieueHrne 0e30MacHOCTH HH(OPMAIUH, WIIH PYKOBOAUTEIIO, WIIN
aAMHUHHCTpaTOpy O6e3omacHocTh. [lomenieHus: BCKphIBaTh 3ampeiaeTcs.

11.11. [TomenieHus: BCKPBIBAIOTCSI OTBETCTBEHHBIM 32 IMMOMEIIECHUE, WIIM PYKOBOJAUTEIIEM, UITH
OTBETCTBEHHBIM 3a oOecrieueHue 06e30nacHocTd HHGOPMaIUU B IPUCYTCTBUH COTPYIHUKA
OXpaHBI C COCTaBJIeHHEM akTa. Ecim oOHapyKeHO BTOP)KEHHUE B 3aLIUIAEMOE TIOMEIIICHHE,
Janee mpoueaypa npoucxoauT B cooTBeTcTBUM ¢ 1. 10.8 Hactosmero [TonoxeHus.

11.12. Tlpu nepenaue AexxypcTBa, €CJIM NOMEILEHUE B TEUEHHUE THS HE BCKPBIBAJIOCH, a TAKXKE B
BBIXOJHbIE U MPa3JHUYHbIC THU MPUHUMAIOIIAs ASKYPCTBO CMEHA MTOCTa OXPaHbl IPOBEPSIET
LIEJIOCTHOCTD 3aIlI0pOB Ha JIBEPSX C OTpakeHHeM B «OKypHalie mprueMa U cllauu 1eXKypcTBay U
«KypHaie npuema (craum) noj OXpaHy peKUMHBIX IOMEIEHUN U KIIIOUeil OT HUX».

11.13. B cootBeTcTBUHU ¢ TpeboBanusiMU AaHHOTO [lomoskenus mpu 06paboOTKe 3alUIaeMon
uHpopmanuu B IC UCKITIOUUTH HE KOHTPOJIUpPYEeMOe MpeObIBaHNE TOCTOPOHHMX JIUI] B ITpeeiax
rpaHull KoHTponupyeMoii 30ubl MC, ornpeneneHHbIX COOTBETCTBYIOIIMM MTPUKA30M.

12 Pa3menenue, crnenuaibHoe 000pyJ0BaHNE, OXpaHa U OpraHU3alys peXUMa B MOMELICHHUSX,
/1€ YCTAaHOBJIEHBI KPUITOCPECTBA WIIM XPAHATCS KIHOUYEBbIE JOKYMEHTBI K HUM.

12.1. Pa3menienue, crenuaibHoe 000pYyAOBaHUE, OXPaHa M OpraHU3aLus pexXuMa B
MOMEILEHUSX, [7I€ YCTAaHOBJIEHBI KPUIITOCPEICTBA WIIM XPAHATCS KIIOUYEBbIE TOKYMEHTBI K HUM,
o0ecreynBaroT COXPaHHOCTh KOH(PUIEHIIMATbHON HH(OpMAIH, KPUIITOCPEJICTB U KIIFOYEBBIX
JIOKYMEHTOB K HUM.

12.2. ITomeeHnss UMEIOT MPOYHBIE BXOJHBIE IBEPH C 3aMKaMH, FapaHTUPYIOLIUMH HAJIEKHOE
3aKpbITHE NTOMEIIEeHNH B Hepabouee BpeMs. OKHaA MOMEIeHUH, pacloI0KEHHBIX Ha MEePBbIX WIH
MOCJIEAHMX ITAXKaX 3/1aHUH, a TAK)KE OKHA, HAXOIALIMECS OKOJIO MOYKAPHBIX JIECTHULL U IPYTUX
MECT, OTKY/1a BO3MO>KHO IPOHUKHOBEHHE B PEXKUMHBIE IOMEIIEHUS TOCTOPOHHUX JIUII,
000pyAYIOTCS OXpaHHOW CUTHATH3aIUeH.

12.3. Pa3menenue, cnenuaibHoe 000py10BaHHe, OXpaHa U OpraHU3alus pexnma B
MOMEIIEHUAX UCKITI0YaeT BO3MOXKHOCTh HEKOHTPOJIMPYEMOTO IIPOHUKHOBEHHSI WIIM ITPEOBIBAHUS
B HUX ITOCTOPOHHUX JIUI], a TAKXKE MPOCMOTpPA MOCTOPOHHUMHU JIMLIaMU BEIYIIUXCS TaM padoT.
12.4. PexxuM oXpaHbl IOMEILIEHUH, B TOM YHCJIE NpaBuia JOIYCKa COTPYIHUKOB U TIOCETUTENEN
B paOouee u Hepaboyee BpeMs, yCTaHABIMBAET OTBETCTBEHHBIN MOJIb30BATENb KPUIITOCPECTB
10 COTJIACOBAHUIO, PU HEOOXOJUMOCTH, C OIIEPATOPOM, TOMEUIEHUAX KOTOPOT'O YCTAaHOBJICHbI
KPUINITOCPE/ICTBA WIM XPAHATCS KIIFOUEBBIE JOKYMEHTHI K HUM. Y CTAHOBJICHHBIN PEKUM OXPaHbI
IIPElyCMAaTPUBAET MEPUOINYECKUI KOHTPOJIb 32 COCTOSTHUEM TEXHUYECKHUX CPEICTB OXPaHBI,
€CJIM TaKOBbIE UMEIOTCS.

12.5. JIBepu crienmoMenieHUi MOCTOSIHHO 3aKPBIThl HA 3aMOK ¥ MOT'YT OTKPBIBAaThCS TOJIBKO IS



CaHKLIMOHMPOBAHHOTO ITPOX0/1a COTPYAHHUKOB U noceTureneil. Kittoun ot BXOJHBIX ABEpei
HYMEPYIOT, YYUTBIBAOT U BBIIAIOT COTPYIHHUKAM, UMEIOIIMM [IPABO JOIYCKA B IOMELIEHUS, IO
pPacIuUCKy B XKypHaJie yueTa XpaHwiuil. J[yOoIukaThl KIIF0Yei OT BXOJHBIX JIBEpel TaKhX
MOMEILEHUH TOJKHBI XPaHUTHCSA B ceilde oneparopa Wik OTBETCTBEHHOTO MOJIb30BATENs
KpUITOCPEICTBAMHU.

12.6. Jlns mpeaoTBpalieHus NpocMOTpa U3BHE MOMEIICHUH X OKHA 3al[UIIEHBI.

12.7. ITomenieHus, OKHa KOTOPBIX PACIIOJIOKEHBI HAa IIEPBBIX WM NOCIEAHUX 3Ta)kax 3/1aHul, a
Takxe OKHa, HaXOAAIIMECS OKOJIO MOXKAPHBIX JIECTHULL U IPYTUX MECT, OTKYAa BO3MOXKHO
IIPOHUKHOBEHUE B PEKUMHbBIC TIOMELIEHHS TOCTOPOHHMX JIULI, OCHAILIEHbl OXPAHHOMN
CUTHAJIM3alluel, CBI3aHHOM CO CITy>KOOW OXpaHbl 3JaHUs WK JI€KYPHBIM [0 OPraHU3alIUH.
HcnpaBHOCTh CUTHANM3ALMU [IEPUOINYECKHU IPOBEPSETCS OTBETCTBEHHBIM M10JIb30BaTEIIEM
KPUIITOCPEICTB COBMECTHO C MPEJCTABUTENEM CITY>KObI OXpaHbl WIH JI€KYPHBIM IO
OpraHM3alH C OTMETKON B COOTBETCTBYIOILUX JKypHaJIaX.

12.8. Jly1st XpaHeHUs1 KITFOYEBBIX JOKYMEHTOB, SKCILUTYaTaAllHOHHOW M TEXHUYECKOU
JIOKYMEHTAllM1, MHCTAJUIMPYIOLIUX KPUIITOCPEACTBA HOCUTENIEH MPEAyCMOTPEHO HEOOX0IUMOE
YHCIIO0 HAJIS)KHBIX METAUTNYECKUX XPAaHUIIHIL, 000PYTIOBAaHHBIX BHYTPEHHUMH 3aMKaMU C IBYMSI
AK3EMILIIpaMU KJIIOUEl U KOJOBBIMU 3aMKaMH WM IPUCIIOCOOJIEHUSMH ISl OTI€YaThIBAHUS
3aMOYHBIX CKBaXUH. ONH 3K3eMIUISIP KIII0Ua OT XpaHUIUIIA HAXOAUTCS Y COTPYAHUKA,
OTBETCTBEHHOTO 3a XpaHWIuIIe. JlyOnuKaTel KIIoYe OT XpaHMIUIL COTPYAHUKH XPaHST B
ceiide OTBETCTBEHHOTO MOJIb30BaTeNsl KpUnTocpeacTB. JyOnukar Kitoua OT XpaHWINIIA
OTBETCTBEHHOI'O TI0JIb30BaTEIIsl KPUIITOCPEACTB B OIIEYaTaHHOM YIIaKOBKE IE€pelaeTCs Ha
XpaHEHHUE ONepaTopy MOJl PACHUCKY B COOTBETCTBYIOIIEM JKypHAJIE.

12.9. ITo okoH4aHuu paboyero AHs MOMEIICHUE U YCTaHOBJIEHHBIE B HEM XpaHWIMILA
3aKpBIBAOTCS, XpaHUIUIIA OnleyaTeiBatoTcs. Haxoasmuecs B 0Jb30BaHUU KIIFOUU OT
XPaHWJIMIL JOJDKHBI CIAl0TCA MO/ PACIIMCKY B COOTBETCTBYIOIIEM KYypHAJIE€ OTBETCTBEHHOMY
MOJIb30BATENI0 KPUITOCPEICTB WIH YIIOTHOMOUYEHHOMY (I€KYPHOMY), KOTOPBIE XPaHST 3TU
KJIIOYH B JINYHOM WJIMCIIELUATbHO BbIIEJIEHHOM XpaHuiuie. Kiroun oT pexkMMHBIX
MIOMEILEHUH, a TAKXKE KJII0Y OT XPAHUJIUINA, B KOTOPOM HaXOJATCS KJIFOUH OT BCEX APYTUX
XPaHWJIHIL PEKUMHOTO MOMEIIEHHUS, B OTIeYaTaHHOM BUJIE CJIAIOTCA MO/ PACIMCKY B
COOTBETCTBYIOILEM XKypHaJIe CIyKObl OXpaHbl MU ISKYPHOMY 110 OpraHU3alMy OJTHOBPEMEHHO
Cc mepegauei o1 oxpaHy caMux nomeueHuil. [leqyaru, nperHa3HaueHHbIE 715 OTl€YaThIBAHUS
XPAaHUJINIL, HAXOASTCA y MOJIb30BaTENEH KPUIITOCPEICTB, OTBETCTBEHHBIX 33 ATH XPAaHUJIULIA.
12.10. IIpu yTpare kitoya OT XpaHWINIIA WM OT BXOJHOW JIBEPU B ITOMEILIEHUE 3aMOK
3aMEHSETCS.

12.11. Tlomermienus, HaXOAsIIKMECS B HUX ON€YaTaHHbIE XPaHUIIMIIA MOTYT OBITh BCKPBITHI
TonpKo NOIB30BATENAMH KPUIITOCPEACTB, OTBETCTBEHHBIM I10JIb30BATENIEM KPUIITOCPEICTB
Wnu oneparopom. [Ipu npu3HakoB, yka3bIBalONIMX HA BO3MOKHOE HECAHKIIMOHUPOBAHHOE
IIPOHUKHOBEHUE B 3TH NTOMEIIEHUS WIN XPAaHWINIIA [IOCTOPOHHHUX JIUL, O CIIyYHUBILIEMCS
HEMEIJIEHHO COOO0IIAeTCs OTBETCTBEHHOMY I0JIb30BATENI0 KPUIITOCPEACTB WU ONIEPATOPY.
[TpuOBIBIIMIA OTBETCTBEHHBIH MOJIB30BATEIb KPUIITOCPECTB OLICHUBAET BOZMOXKHOCTh
KOMITPOMETAIMH XPAHSIIUXCS KIIOUYEBBIX U JPYTUX JTOKYMEHTOB, COCTaBJISIET aKT U IPUHUMAET,
IpU HEOOXOIUMOCTH, MEPHI K JIOKATU3alMK MOCIECTBUIA KOMIPOMETAIlMM OH(UICHIMAIBHBIX
JAHHBIX U K 3aMEHE CKOMIIPOMETUPOBAHHBIX KPUITOKIIIOUEH.

12.12. Texaudeckoe oOCIyXkuBaHHe 000pyA0BaHMs, (HYHKIIMOHUPYIOIIETO C
KPUINITOCPEICTBAMHU, M CMEHA KPUIITOKIIIOUEH OCYIIECTBIISIOTCS B OTCYTCTBHE JIUI], HE
JIOIMYILIEHHBIX K paboTe ¢ JaHHBIMU KpUNTOCpeaAcTBaMH. Ha BpeMst OTCYTCTBHS MOJIb30BaTENEH
KPUIITOCPE/ICTB yKa3aHHOE 000py0BaHKe, IPU HAJTMUYUN TEXHUYECKON BO3MOXKHOCTH,
BBIKJIFOUEHO, OTKJIFOUEHO OT JIMHUM CBSA3H U YOPaHO B OIll€YaThIBA€MbIEe XPaHMINIIA.

13 INopsok cTHpaHus 3alIUIIaeMON HH(POPMAITUN W YHUUTOKEHUS HOCUTENICH 3allHIIaeMOil
uHpopMaun

13.1. B 00s3aTenbHOM MOPSAAKE YHHUTOKEHHUIO MOICKAT MTOBPEKACHHBIC, BRIBOAMMBIC U3



AKCIUTyaTaIlMl HOCUTEIH, COAepkKAIKe 3allUIaeMy0 HHPOPMAITUIO, UCTIOIH30BaHIE KOTOPHIX
HE Ipeanojaraercs B fajpHenmeM. CTUpaHUIO OJIeKaT HOCUTENH, COJIep Kallnie
3amuIaeMyro nHHOpMaIno, KOTOPBIC BEIBOIATCS U3 dKCIUTyaTauu B coctase MIC. He
JIOITyCKAEeTCsl CTUPAHUE HEMCIIPABHBIX HOCUTENIEH U Iepeaadya uX B CEPBUCHBIN LIEHTP IS
peMoHTa. Takue HOCUTENH JOJKHBI YHUUYTOXKATHCSI B COOTBETCTBUH C HACTOSAILUM MOPSIAKOM.
13.2. Ctupanue 101KHO TPOU3BOAUTHCS IO TEXHOJIOIMH, IPEYCMOTPEHHOM U1 JAHHOTO TUIA
HOCHTEJIS, C IPUMEHEHHEM CePTUDHUIIMPOBAHHBIX CPEICTB FrApaHTUPOBAHHOTO YHUUTOXKCHHS
uH(popMalnu (JI0MycKaeTcs 3a1eiiCTBOBATh MEXaHU3MbI 3aTUPAHUS BCTPOCHHbIE B
cepTuUIMpOBaHHBIE CPEICTBA 3AIIUTH HHPOPMAIIHH).

13.3. YHUUYTOX)EHUE HOCUTENEH TPOU3BOAUTCS ITyTEM HAHECEHUSI UM HEYCTPAHUMOTO
(U3UYECKOTO MOBPEXKICHHUS, UCKITFOYAIOIIET0 BOZMOKHOCTh MX UCIIOJIB30BaHUS, a TAKIKE
BOCCTAaHOBJIeHMs UH(POpMaluy (epe]] YHUUTOKEHHEM, €CJIM HOCUTEIb UCIIPABEH, T0JKHO OBITh
MIPOM3BE/ICHO TapaHTUPOBAHKE CTUPaHUE WHPOPMAIIUU Ha HOcUTele). HermocpeacTBeHHbBIE
JEHCTBUS MO0 YHUUYTOXKEHUIO KOHKPETHOT'O THUIA HOCUTENS JOJKHBI ObITh IOCTaTOYHBI JIJIS
UCKITIOYCHHS] BO3MOYKHOCTH BOCCTAHOBJICHHSI HH(OPMAIIHH.

13.4. BymaxkHbIe U TPOYUE CTOPAEMbIE HOCUTENH (KOHBEPTHI C HEUCIIONIb3yEeMbIMU OoJiee
MapOJISIMK ) YHHUYTOXKAIOT ITyTEM CKUTaHUS WIH C TIOMOIIIBIO JIFOOBIX OyMaropesareiabHbIX
MalIuH.

13.5. Tlo hakTy YyHUUTOXKEHUS WIIM CTUPAHUSI HOCUTEINICH COCTaBJISIETCS aKT, B )KypHaJlax y4yeTa
JIeNat0TCs COOTBETCTBYIOLIUE 3AIKCH.

13.6. IIpoueaypsl cTUpAHUS U YHUUTOXKEHUS OCYIIECTBISIOTCS KOMUCCHEH, B KOTOPYIO BXO/IST:
OTBETCTBEHHBIH 3a 3kcruryarannio MC, oTBETCTBEHHBIN 32 3alIUTy HH(GOpMAIIUH,
aJIMAHUCTPATOP OE30MACHOCTH.

14 Topsigok nepeaayu ¥ XpaHeHus KoH(UaeHIMaIbHOM nHopManu

14.1. ITpu nepenave koHpHUIASHITMATBHON HHPOpMAIIK rpakaad OmepaTop T0JDKEH COOII0IaTh
clenyomue TpeOoBaHus:

14.1.1. He coobmiate koHGUAEHIMATbHBIE JaHHbIE TPEThE CTOpOHE 0€3 MMCbMEHHOTO COTJIacus
rpakAaHWHA, 32 UCKITIOYCHHEM CITy4aeB, KOT/Ia 3TO He0OXOIMMO B LIETISX MPEeIyIpexKACHUS
YTPO3bI )KM3HU U 3I0POBBIO PAOOTHHKA, a TAKXKE B CIIyYasiX, YyCTAHOBJICHHBIX (e/IepaibHbIM
3aKOHOM.

14.1.2. He coobmiath KoH(MUICHIIUATBHBIE TaHHBIE TPAXKIaHWHA B KOMMEPUYECKHX IeTIsiX 0e3 ero
nuchkMeHHoro cornacus. O6padoTka KOHPHUICHIIMANBHBIX JaHHBIX TPaKJaHIUHA B LETSAX
MIPOJIBIXKEHHS TOBApOB, PaOOT, YCIYT HA PBHIHKE MYyTEM OCYIIECTBIICHUS MPSIMBIX KOHTAKTOB C
MOTEHIUAIbHBIM TOTPEOUTEIEM C TIOMOIIBIO CPEJCTB CBSI3U JOMYCKAETCS TOIBKO C €ro
MIPEABAPUTEIILHOTO COTJIACHS.

14.1.3. [IpenynpeauTs Iull, TOTYYUBIINX KOH(PUACHIIUATBHBIC JaHHbBIE TPAKIAHIHA, O TOM, YTO
9THU JaHHBIC MOTYT OBITh UCIIOJIB30BAHBI JIMIIb B MEJISAX, JJII KOTOPBIX OHH COOOIIEHBI, 1
TpeOOBaTh OT ATHX JIUI TOJTBEPKIEHUS TOTO, YTO 3TO MpaBuiIo cobroaeHo. Jluia,
MOJTYYUBIITHE KOH(UICHIIMATIbHBIE JaHHBIE, 00s13aHbI COOIIOIATh PEKUM KOH(MUIECHITNATEHOCTH.
C nannpiMu uiiamMu Onieparop noanuckiBaeT CornamieHne 0 KOHPUASHINATbHOCTH.

Hannoe [lomoxxeHne He pacripocTpaHseTcss Ha 00MeH KOH(DHICHIIMATBbHBIMU TJAHHBIMU TPaXKIaH
B TIOPSIJIKE, YCTAHOBIIEHHOM (pe/iepalbHBIMH 3aKOHAMH.

14.1.4. OcymecTBIATh nepeady KOHPUACHIIMATBHBIX JaHHBIX TPAXKIAH B IIpeIeiax
Opranu3zanuu B COOTBETCTBUHU ¢ HacTosKM [lonoxxenuem.

14.1.5. Pa3pemats J0CTYI K KOHPUACHIIMATHHBIM JJAHHBIM TPaXIaH TOJIBKO CIIEIUAIEHO
YIOJIHOMOYEHHBIM JIMIAM, IIPU 3TOM yKa3aHHbIE JIUIA JOKHBI UMETh MPABO MOJYy4aTh TOIBKO
T€ KOH(PUICHIINAIbHBIC JaHHBIE, KOTOPHIE HEOOXOAMMBI UM JIJIS1 BBITIOJTHEHUSI KOHKPETHOU
byHKINN.

14.1.6. IlepenaBaTh KOH(MUICHIUATBHBIE TAHHBIC TPAXKIAH UX MPEJACTABUTEISAM B TTOPSIIKE,
YCTaHOBJIEHHOM 3akoHoAaTenbcTBoM Poccuiickoit denepanuu, U orpaHUYMBaTh 3TY
MH(OPMALIMIO TOJIBKO TEMH KOH(HIEHIIHAIbHbBIE TaHHBIMU, KOTOPhIE HEOOXOIUMBI IS
BBITIOJTHEHUS YKa3aHHBIMU TPEJCTABUTEIIMU UX (DYHKIIUH.



14.2. XpaHeHue U UCTOIb30BaHNE KOH(DHUICHITNAIBHBIX JaHHBIX TPaKIaH:

14.2.1. KonduneHnuanbHble TaHHBIC TPaXKIaH 00padaThIBAIOTCS U XPAHSTCS B TIOJIpa3ICICHUSIX
yhpaBieHUs BeTepuHapuu TaMOOBCKOW 00IacTH.

14.2.2. KonduneHnmaabHble JaHHBIC TPAKIAH MOTYT OBITh MOJYYESHBI, TPOXOAUTH TATbHEUIITYIO
00paboTKy U Mepe1aBaThCs Ha XpaHEHHE, KaK Ha OyMa)KHBIX HOCUTEISIX, TaK M B 3JICKTPOHHOM
BUJIE.

14.3. ITpu noydeHnn KOHQUICHIIMATBHBIX JaHHBIX HE OT TPaXKIaHWHA (32 UCKITIOUCHUEM
CIIy4aeB, eciiv KOH(UIeHIMaIbHbIE TaHHbIE OBLIN MPEAOCTaBICHbl HA OCHOBAaHUHU (DeIepaabHOrOo
3aKOHA WJIHM €CITM KOH(HICHIIUATBHBIE TaHHBIC SBIISIOTCS 00IIEA0CTyMHBIMEI) Oreparop 110
Hayaja 00paboTKM TaKMX KOH(GUICHIIMATBHBIX JaHHBIX 0053aH MPEIOCTaBUTh IPAKIAHUHY
CIIETYIOITYI0 HH(OPMAIIHIO:

— HauMeHoBaHue (pamuns, UMs, OTYECTBO) U apec orepaTopa Uik ero npeAcTaBUTEIs;

— 11e51b 00paboTKN KOH(MUACHIIMATHHBIX JTAHHBIX U €€ MPAaBOBOC OCHOBAHUE;

— IpemnoaraeMple MMoJb30BaTeu KOHPUACHINATbHBIX TaHHBIX;

— ycraHoBiieHHbIe DeiepanbHbIM 3akoHOM Poccutickoit deneparuu ot 27.07.2006 Ne 152-D3
«O nepcoHaNIbHBIX TaHHBIX» MIPaBa CyObEeKTa MEPCOHATBHBIX TaHHBIX.

15 Topsmok B3auMOICHCTBUS ¢ HHPOPMAITMOHHBIME CETSAMHU OOIIETO ITOTH30BAHMS

15.1. JlanHbI# IOpSAIOK onpeeseH, ucxoas u3 TpedoBanuii Pl «CpencTBa BHIYUCIMTEIBHON
TEXHHUKHU. MeXCEeTEeBbIC YKPAHbI. 3aIMTa OT HECAHKIIMOHUPOBAHHOTO JTOCTYIA K HH(POPMAIIHH.
[Tokazarenu 3alIMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K UH(OpPMAaLIUN, HACTOSIIETO
JIOKYMEHTA, a TAK)Ke CJIICTYIOIIUX OCHOBHBIX YIpo3 0€30MacHOCTH HH()OPMAIINY, BO3HUKAOIIUX
IIpU B3aUMOJICHCTBUU ¢ HH(DOPMALIMOHHBIMU CETSIMHU OOILETO MOJIb30BAHUS:

— HECAaHKITMOHUPOBAHHOTO JIOCTYTIA K WH(OpMAaIIUHU, XpaHsIIencs U 00padaTeiBaeMOit BO
BHyTpeHHux JIBC (cepBepax, pabounx cTaHMsX) Uiy Ha aBTOoHOMHBIX [I19BM, kak u3 Cerei,
Tak U u3 BHyTpeHHux JIBC;

— HECAaHKI[MOHUPOBAHHOT'O JIOCTYIa K KOMMYHHKAIIMOHHOMY 000pYAOBaHUIO (MapLIPyTU3ATOPY,
KOHIIEHTPATOpy, MOCTY, MYJbTUILIIEKCOPY, cepBepy, Web/Proxy cepBepy), coequHsomeMy
BHyTpeHHue JIBC opranuzanuu ¢ Cetsimu;

— HECAHKI[MOHUPOBAHHOT'O JOCTYTa K JaHHBIM (COOOIIEHUAM), II€pEIaBaAEMbIM MEXKTY
BHyTpeHHUME JIBC u CeTsimu, BKIIIOYas UX MOAU(PHUKAIIUIO, UMUTALIMIO U YHUUYTOKEHUE;

— 3apa)k€HUs MPOTPAMMHOTO 00€CTICUeHUsI KOMITBIOTEPHBIMU «BUpycaMu» u3 CeTH, Kak
MOCPEACTBOM IIpHUEMa «3apaKeHHBIX» (HalsIoB, Tak U ocpeacTBOM E-mail, anmieTos si3pika
JAVA u o6sextoB ActiveX Control;

- BHEJIPEHUSI POTPAMMHBIX 3aKIa/I0K ¢ nenbio nonyuenus HCJ/I k undopmarnu, a Takxke
ne3zopranu3anuu padbotel BHyTpenHen JIBC u ee Bzaumoperictus ¢ Cersamu,

- HECAHKIIMOHMPOBAHHOW Nepeayn 3amuimaemMoi KoHuaenunansHoi napopmanuu JIBC B
Cers;

— BO3MOKHOCTH TepexBara uHpopMainu BuyTpeHHei JIBC 3a cuet moGouHbIxX
ANIEKTPOMATrHUTHBIX U3Ty4E€HUN U HAaBOJOK OT OCHOBHBIX TEXHHUYECKUX CPEJICTB,
o0pabaTbIBarOIIUX TaKyro HH(OpMAIHIO.

15.2. Ilonkmouenue k Cetn aDOHEHTCKOTO MyHKTa OCYLIECTBIISIETCS MO PEIICHUIO
PYKOBOIMTENSI OpraHU3aIi Ha OCHOBAHUHU COOTBETCTBYIOIIETO OOOCHOBAHUSI.

15.3. O6ocHoBanue Heobxoaumocth moakitoueHus All k CeTu TODKHO COEpKaTh:

— HauMeHoBaHue CeTH, K KOTOpPOH OCYIIECTBISAETCA MOAKIIOUEHNUE, U PEKBU3UTHI OPraHU3aluu -
Bianenbiia Cetn u npoBaiigepa Ceru;

— COCTaB TEXHUYECKUX CPENCTB it 0bopynoBanus All;

— MpeJroiaraeMpie BUIbl paboT U UCTIONIb3yeMble npukiaaabie cepuckl Cetu (E-Mail, FTP,
TelNet, HTTP u T.11.) mst AII B iesiom | i1 KaK10T0 aOOHEHTa, B YaCTHOCTH;

— pexum nogkmoueHust AIl u abonenToB k CeTH (ITOCTOSHHBIN, B T.4. KPYIJIOCYTOYHBIH,
BpPEMEHHBIN);

— COCTaB OOIIETO U TEICKOMMYHHKAIIMOHHOTO TTporpaMmMHoro obecrieuenus All u aboHeHTOB
(OC, knMeHTCKHE MPUKIAaIHbIE IPOrpaMMBI JUIsl ceTH - Browsers u T.11.);



— YHUCIIO U TIepeveHb MpeATNoaraéMbIx a0OHEHTOB (IMana3oH Ucnonb3yeMbix [P- anpecos);

— MepslI U cpeacTBa 3anuThl nHGopmarmu ot HCJI, koTopeie OyayT npumMensaThes Ha All,
OpraHu3aUsA-U3TOTOBUTENb, CBEACHUS O CEPTH(PHUKAIINN, YCTAHOBIIKK, KOHPHUTypaLus, paBuiia
paboOTHI C HUMU;

— MepeyueHb CBEJCHUN KOH(PHICHIIMAIBHOTO XapakTepa, 00padaTbiBaeMbIX (XpaHuMbIX) Ha All,
HoJyIeXAIUX Iepeaaye U noiaydyaeMslx u3 Ceru.

15.4. Tlonxmouenne k Cetu All, mpencraBistonmx coooi BHyTpeHHHE (JIOKAIbHbIC)
BBIUUCIIUTENbHBIE CETH, Ha KOTOPbIX 00pabarbiBaeTcss MHPOpMaLUs, HE pa3pelleHHas K
OTKPBITOMY OIIyOJIMKOBAHUIO, pa3peniaeTcs TOJIbKO nocie ycTaHoBKU Ha All cpencTs 3aiuThl
unpopmaruu ot HCJI.

15.5. Ilogxmouenue JIBC MBJIOY nerckoro cama Ne 7 «benocHexka» k CeTu JOJKHO
OCYIIECTBIISATLCS Uepe3 CPeACTBa pasrpannyeHus aoctymna B suae MO (Firewall, bpanamayap).
He nomyckaercst moakmrouenue JIBC k Cetu B 06xo1 M3. MD 10DKHBI OBITH
cepTUdUIMPOBAHBI 1O TPeOOBaHMUIM 0€30MaCHOCTH HH(POPMAIIUH.

15.6. Joctym k MO, K cpencTBaM ero KOH(GpUTypHpOBAaHHUS JOJKEH OCYIIECTBIATHCS TOIBKO
AnmuHucTpaTopoM 6e3onacHocTu. CpeacTBa yajeHHOro yinpasieHust MO 10IKHBI ObITh
UCKIJTFOUEHBI U3 KOHDUTYpaluu.

15.7. Ha Texunueckux cpeacrtax All 1oimKHO HaX0IUTHCS TPOrpaMMHOE 00ecrieueHIEe TOJIbKO
B TOH KOH(UTYpaIuu, KOTOpast HE0OXOAUMA JIJIs BRITIOJTHEHUS paboT, 3asIBIICHHBIX B
o0ocHoBaHMU HeoOxoaumocTH noakitodeHus All k Cetu (060CHOBaHUE MOKET
KOPPEKTUPOBATHCS B YCTAHOBIEHHOM B OpraHU3AIUU ITOPSIJIKE).

15.8. YcranoBky nporpaMmMHoro obecredenus, ooecrieurnparoniero GpyHkiuonuposanue All,
JIOJIKEH BBIIIOJIHATH TOJIBKO AJIMUHUCTPATOP OE30MACHOCTH.

15.9. YcranaBnuBaeMble MEXCETEBBIE SKPaHbI 10JIKHBI COOTBETCTBOBATH KJIACCY 3aIMIIAEMOT0
All (AC) u otBeuats TpeboBanusM PJl ®CTOK Poccun «CpeactBa BEIMUCIUTEILHON TEXHUKH.
MeskceTeBble 3KpaHbl. 3aluTa OT HECAHKIIMOHUPOBAHHOIO JOCTYNA K HH(OPMAIHH.
[Toxazarenu 3alIMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO JI0CTyIa K HHPOPMaIIUN.

15.10. C31 HC/l, ycranaBnuBaemasi Ha aBTOoHOMHY10 [I9BM, pabGoune cTaHiuu u cepBepsl
BHyTpeHHel JIBC npennpusarus npu 06padoTke Ha HUX KOH(QUIEHIMAIbHOW HH(OpMAaLINH,
JIOJIKHA OCYHIECTBIIATH:

— UeHTU(UKALMIO U ayTeHTU(UKAIMIO TI0JIb30BaTeNlel IpU JocTyle K aBToHOMHON [I19BM,
pabouuM cTaHIMSIM U cepBepaM BHyTpeHHel JIBC 1o uaeHTHGHUKATOpY U NapoJio;

— KOHTPOJIb JJOCTYTa K pecypcam aBToHOMHON [I9BM, paGouux cranuuii u cepsepos
BHyTpeHHel JIBC Ha 0CHOBE TUCKPEIMOHHOTO MPUHIUIIA;

— perucTpauio 10CcTymna K pecypcam aBToHoMHOU [I19BM, paboumnx craHimii u cepBepoB
BHyTpeHHel JIBC, Bxirouas nonsitkn HCJL;

— peructpanuio pakToB OTIPABKU U MOJTYICHUST aOOHEHTOM COOOIIeHUH ((paitioB, micem,
JIOKYMEHTOB).

[Tpu aTom C3U ot HCJI momkHa 3ampeniaTh 3amyck aDOHEHTOM MPOU3BOJILHBIX TIPOTPaMM, HE
BKJIIOYEHHBIX B COCTaB porpaMMHoro odecneuenust Al

Monudukanus koHdurypamuu nporpamMmaoro odecneuenus All gomkHa ObITE JOCTYIIHA
TOJILKO CO CTOPOHBI AJIMUHUCTpATOpa 0€30MacHOCTH.

CpezacTBa perucTpaluy U perucTpupyeMble JaHHbIE JOKHBI ObITh HEOCTYIIHBI 17151 aOOHEHTA.
C3U ot HC/] nomxHa OBITh IIEIOCTHOM, T.€. 3alIUIEHHON OT HeCAaHKIIMOHUPOBAHHON
MoM(UKAIIMK U HE coJeprKallel myTeid 00Xo/1a MEXaHU3MOB KOHTPOJIS.

TectupoBanue Bcex ¢pynkuuit C3U1 or HC/I ¢ moMo1pio criennanbHbIX MPOrpaMMHBIX CPEJCTB
JOJI’KHO IPOBOAMTCS HE PEXe OJHOrOo pas3a B TOJ.

15.11. B uensix KOHTpOJIS 32 IPAaBOMEPHOCTHIO NCIONb30BaHus All 1 BbIABIIEHUS HApyIIEHUN
TpeOoBaHUil MO 3anUTe HHHOPMALIUU:

— OCYUIECTBJIATH aHAIU3 MpuHUMaeMoil u3 Cetu u nepenaBaemoii B CeTb MHPOPMALIUHU, B TOM
YlCJIe HAa HAJIMYUE «BUPYCOBY;

— MPOBOJUTH MIOCTOSIHHBIA KOHTPOJIb HH(pOpMaIHH, momeriaemMoit Ha \WWeb-cepBepsbr



NPEIIPUSATHSL.
15.12. AGonentsl Cetu 00s13aHBbI:

— 3HaTh NOPSAAO0K PETUCTPALMU U B3auMozelicteus B Certu;

— 3HaTh MHCTPYKLHUIO [0 o0ecreueHnto 6e3onacHocTy uHpopmaruu Ha All;

— 3HaTh IpaBuiIa paboThl co cpencTBamu 3auuThl nHpopMmaru or HC/, ycTaHOBICHHBIMH Ha
Al (cepBepax, pabouunx ctaniusax All);

-—yMETb I10JIb30BaThCsl CPEACTBAMU AaHTUBUPYCHOM 3alllUTHI;

— 1ocJie OKOH4aHus paboTsl B CeTr NpoBEpUTh CBOE pabouee MECTO Ha HATMYUE «BUPYCOBY.
15.13. Bxogsmue u ucxonsme cooduienus (paitisl, JTOKyMEHTHI), @ TAK)KE HCIIOJIb3YeMbIe MTPH
pabote B Cet HOcHUTENIN MH(POPMALIMN YUUTBIBAIOTCS B )KypHallaX JeJI0NPOU3BOICTBA.

15.14. IIpu pabote B CeTu KaTeropuuecky 3arperiaercs:

- IOJIKJIF0YATh TEXHUUYECKHUE CPEJCTBA (cepBepbl, padouue cTaHIMK), UMerolne Beixo B CeTb, K
JPYT'MM TEXHUUYECKHUM CPEJICTBAM (CETSM), HE OIPEEIEHHBIM B 000CHOBAaHUH MOAKIOYEHUS K
Cern;

— U3MEHATH COCTaB U KOH(PHUTYpaLHIO TPOTPAaMMHBIX M TeXHUYEeCKHX cpencTB All 6e3 cankunm
aJIMUHUCTPATOPA U aTTECTALlMOHHOW KOMHCCUHY;

— IIPOU3BOJUTH OTHPABKY JAHHBIX 0€3 COOTBETCTBYIOILEIO Pa3pelCHUS;

— MCII0JIb30BaTh 3apErUCTPUPOBAHHBIC HOCUTENN MHPOPMALIMU Ha pab0OYNX MecTaxX APYrux
cucrteM (B TOM uncie U aBTOHOMHBIX [[9BM) 6€3 COOTBETCTBYIOIIEH CAHKITUU.

15.15. KoHTpoOJIb 3a BBINOJIHEHUEM MEPONPUATHIA 0 o0ecrieueHHIo 0€30MacHOCTH UH(opMaIu
Ha AII Bo3naraercst Ha AQMUHUCTpaTOpa 0€30MaCHOCTH, PYKOBOAUTEIEH COOTBETCTBYIOIIMX
HOJpa3/IeNIeHuil, ONpe/IeIeHHBIX PUKA30M 10 OpraHU3aLUH.

16 3axitounTENbHbBIE MOTOKEHHUS.

16.1. TpebGoBanus Hacrosiuero [lonoxxeHus 06s13aTeabHbI U151 BCEX COTPYIHUKOB
o0OpabarbIBarouX KOHQUIACHIMATHHYIO HHPOPMAIIHIO.

16.2. Hapymenue TpeboBanuii Hacrosimero [lonoxxeHus Bieder 3a co60il TUCHUITIIMHAPHYIO,
Ipa)kAaHCKO-IIPABOBYIO, a/IMMHUCTPATUBHYIO UM YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUHU
¢ 3aK0oHOJaTenbCTBOM Poccuiickon denepanuu.



		2025-04-01T14:02:33+0500
	Луиза Венеровна Галимуллина
	я подтверждаю этот документ своей удостоверяющей подписью




