MamsaTka anga obyyatowmxcsa o6 nHpopmaumoHHon 6esonacHoOCTU
neTten
HENb31

1. BceM noapsig coobuiaTb CBOK 4acTHyk MHMopMauuo (HacToswme mms, damunuio,
TenedoH, agpec, HOMep LWKONbI, a Takxe doTorpadun cBom, CBOEN CEMbU N APY3EN);

2. OTKpbIBaTb BNOXEHHble paisibl 31eKTPOHHON MOYTbl, KOrAa He 3Haelb OTnpaBuTens;
3. TpybuTb, NpuaAnpaTbCs, OKasblBaTb AAB/EHNE — BECTU cebs HEBEXIMBO U arpeCcCUBHO;

4. He pacnopsixancss aeHbramm TBOel ceMbu 6e€3 paspeleHnss CcTapwmx - Bceraa
crpalwmnBan poantenen;

5. He BcTpevanca ¢ VIHTepHeT-3HAaKOMbIMW B peasibHOM >XWU3HM - MOCOBETYMCA COo
B3POC/bIM, KOTOPOMY AOBepSeLlb.

OCTOPOXXHO

1. He Bce nuwyT npaBay. Yntaewnb o cebe Henpasay B MIHTepHeTe — coobwm 06 aToM
CBOWM pOAUTENAM UM ONEeKyHaM;

2. MpurnawatoT nepenncbiBaTbCs, UrpaTb, 0OMEHNBATbLCS - NPOBEPb, HET NN NOABOXA;
3. He3akoHHOe kKonupoBaHune dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBal B3poCcnbiM 0 npobnemMax B CETM - OHM BCerga rnoMoryT;

5. Wcnonb3yih HacTpokm 6e30nacHOCTM W MNPUBATHOCTU, 4YTOObl He NOTEPSATb CBOW
aKKaYyHTbl B COLCETAX W APYrMX nopTanax.

MOXXHO

1. YBaxamn apyrmx nosnb3oBaTtenen;

2. Monb3yewbcs MHTEPHET-UCTOYHWUKOM - Aeflail CCbISIKY Ha Hero;
3. OTKpbIBal TONbKO Te CCbIJIKU, B KOTOPbIX YBEPEH;

4. O6bwaTbCa 3a MOMOLLbIO B3pOC/bIM - poanUTENIN, ONEKYHbl U aAMUHNCTPaLUA canToB
BCerga rnomoryT,

5. Mpoinaun obyyeHne Ha calite «CeTeBMYOK>» U NOMYUN NacrnopT UMMPOBOro rpakaaHunHa!

MamsaTtka ansa obyyarowmxcs 06 nHgpopMaLMOHHON 6e30nacHOCTM aeTen

C KaXxabIM rogoM MOJIOAEXN B UHTEPHETE CTAaHOBUTbCS 60Mblue, @ WKOJAbHUKM OOAHU U3
CaMbIX aKTMBHbIX MoJsib3oBatenen PyHeTa. Mexay TeM, MOMMMO OrpOMHOr0 KOJM4YeCcTBa
BO3MOXHOCTEN, MHTEPHET HeceT M npobnembl. DTa namsaATka [AO/XHa MoMoyb Tebe
6e30macHO HaxoAuUTbCSA B CETWU.

KoMnbloTepHblie BUPYCbI

KOMMbIOTEPHbIN BUPYC - 3TO PAa3HOBUAHOCTb KOMMbIOTEPHbIX NMPOrpaMM, OTANUYUTENbHOM
0COB6EHHOCTbIO KOTOPOW ABASIETCS CMOCOBHOCTb K Pa3MHOXEHUI0. B fonosHEHWE K 3TOMY,
BMPYCbl MOryT MOBpPeAUTb WU TMOJIHOCTbIO YHUUTOXUTb BCe alnbl U AaHHble,
NOAKOHTPOJIbHbIE MOMb30BaTEN0, OT MMEHM KOTOpOoro 6blna 3anyuweHa 3apaxEéHHas



NporpaMMa, a TakXxe NMoBpeauTb UM AAXe YHUUTOXUTb OnepaumoHHYH CUCTEMY CO BCEMMU
daiinamu B uenoM. B 60/bLUIMHCTBE CyYaeB pPacnpoCTPaHSOTCS BUPYCbl Yepe3 UHTEPHET.

MeToAbl 3aWMTbl OT BPeAOHOCHbIX NPOrpaMmMm:

1. Mcnonb3yii COBpeEMEHHbIE OMeEpaUNOHHbIE CUCTEMbI, UMEKLINE CEPLE3HbLIN YPOBEHb
3alMTbl OT BPEAOHOCHbIX NPOrpamm;

2. locTosHHO ycTaHaBnmMBan nNaytn (UMdpoBble 3annaTKW, KOTOpble aBTOMATUYECKM
yCTaHaB/AMBAKOTCA C uUenbio AopabTkm nporpammbl) W Apyrne O6HOB/IEHUS CBOEW
onepaumoHHOM cuctembl. CKaumBam UX TONbKO € oduunanbHOro cata paspabotumka OC.
Ecnu cywecTByeT pexum aBTOMaTMyeckoro o6HOBMEHUS, BKIOYMN €ro;

3. PaboTali Ha CBOEM KOMMblOTEPE MOoA NMpaBaMu Mosb30BaTeNs, a He aAMUMHUCTPATopa.
DTO He MNO03BOJNT 6OMbLUMHCTBY BPEAOHOCHbLIX MPOrpaMM MHCTaNMPOBaTbCA Ha TBOEM
NepcoHanbHOM KOMMbIOTEPE;

4. Wcnonb3yi aHTUBUPYCHblE MPOrpaMMHble MPoAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C
aBTOMaTUyecknm obHoBIeHMeEM 6a3;

5. OrpaHuyb Gpm3NYeCcKnin 4OCTYN K KOMMNbIOTEPY A5 MOCTOPOHHUX NULL;

6. Nlcnonb3yin BHeWHWE HOCUTENN MHMOPpMaUUK, Takme Kak drewka, AUCK unum dann us
WHTEPHETA, TONIbKO N3 NpodepPEHHbIX NCTOYHUNKOB;

7. He oTKpbIBan KOMNbIOTEPHbIE halinbl, MONYYEHHbIE U3 HEHAAEXHbBIX MCTOYHUKOB. [axe
Te (alinbl, KOTOpble MpUcian TBOW 3HAKOMbIN. Jlyylle yTOYHW Yy HEero, oTnpaBfsi/ NN OH
Tebe unx.

Cetn WI-FI

Wi-Fi - 3ToO He BMA nepeaayn AaHHbIX, HE TEXHONOrNS, a BCero nuwb 6peHa, mapka. Ewe
B 1991 roay HuaepnaHackas KomnaHusa 3apernctpuposana 6penHa <«WECA», uTo
obo3Hauano cnosocoyeTaHne «Wireless Fidelity», KoTopbli nepeBoAMTCA  Kak
«becnpoBogHas TOYHOCTb>.

[Jo Hawero BpeMeHu powna papyras abbpeBuaTypa, KoOTOopas SABNSAETCS TaKoOW Xe
TexHonormen. 31o abbpesmnatypa «Wi-Fi». Takoe Ha3BaHue 6bIIO AAaHO C HAMEKOM Ha
CTaHAapT BbICWIMA 3BYKOBOM TexHUMKM Hi-Fi, 4yTO B nepeBoge O3Ha4yaeT <«BblCOKas
TOYHOCTb>».

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kade, OoTensdax u asponoprax SABNSETCA OT/INYHOWN
BO3MOXHOCTbIO BbiXxOAa B MHTEPHET. HO MHOrMe aKcnepTbl CYUTALOT, YTO O6LWEAOCTYMHbIE
Wi-Fi ceTn He aBnatoTca 6e30nacHbIMMU.

CoBeTbl No 6e3onacHocTu paboTte B o6ueaoctynHbix cetax Wi-fi:

1. He nepenaBsai cBoOto NMYHYO MHMOpPMauuto yepes obwenoctynHble Wi-Fi ceTn. PaboTtas
B HMX, XXenaTeJIbHO He BBOAMTb NAapoaM AOCTYyNa, IOMMHbI U Kakue-To HOMepa;

2. Wcnonb3yh 1 06HOBNSIN @aHTUBUPYCHblE MporpaMMbl U 6paHaMayep. TeM caMbiM Thbl
obe3onacuwb ceba OT 3aKayku BUpyCa Ha TBOe YCTPOMCTBO;



3. Mpu wncnonb3oBaHun Wi-Fi oTkntoum ¢yHKuno «O06wmin goctyn K dannam u
npuHTepam». [laHHas @YHKUMS 3aKpbiTa MO YMOJYaHWIO, OAHAKO HeKoTopble
NMoNnb30BaTeN aKTUBUPYIOT €€ ansg yaobcTtBa UCnosb3oBaHUAa B paboTte nnn ydyebe;

4. He wvcnonb3yn nybnmunbin WI-FI ana nepepayn NUYHbIX AdHHbIX, HanpuMmep Ans
BbIX0Aa B COUMAsIbHbIE CETU WU B SNEKTPOHHYIO NOYTY;

5. Imonb3yn TONbKO 3alUuLieHHoe coeanHeHne yepe3 HTTPS, a He HTTP, T.e. npu Habope
Be6-aapeca BBOAN UMEHHO «https://»;

6. B mobunbHoM TenedoHe oTkAuUM PpyHKUMto «lMoagkntoueHmne Kk Wi-Fi aBToMaTnyeckmn».
He ponyckan aBTOMaTU4ecKOro NOAK/AKYEHUSA ycTponcTBa K cetam Wi-Fi 6e3 TBoero
cornacwus.

CoumnasnbHble ceTn

CoumnanbHble CETU aKTUBHO BXOAAT B Hally »XM3Hb, MHOIME NoAN paboTaloT U XUBYT TaMm
NOCTOAHHO, a B Facebook yxxe 3apernctpMpoBaH Munnapa YenoBek, YTo ABNAETCA OA4HOWM
CeAbMOI BCEX XUTENEen nnaHeTbl. MHOrMe Nonb3oBaTenn He NOHUMAIT, YTO MHdOpMaLUS,
pasMelleHHass UMK B COUMalNbHbIX CETSX, MOXET 6blTb HalAeHa M MUCMOSb30BaHa KEM
yroaHo, B TOM yucre He 06a3aTenbHO C 61arMMmn HaMepeHUsaIMU.

OCHOBHbIe coBeTbl N0 6e30NacHOCTM B cOLMaJIbHbIX CeTAX:

1. OrpaHunub cnucok apysen. Y T1ebsa B ApPYy3bSAX He [AO/MKHO ObiTb CiAyYalHbIX M
HE3HaKOMbIX NIOAEN;

2. 3awuuwan cBok YacTHYK XM3Hb. He ykasbiBa naponu, TenedoHbl, agpeca, AaTy
TBOEro pOXAEHUS W APYryl JIMYHYO WMHDOPMaUUIo.  3/I0YMbIWIEHHUKN  MOryT
MCNONb30BaTb Aaxe UH(OpMaLMIO 0 TOM, KakK Tbl U TBOW POAUTENM MAHMPYETE NPOBECTU
KaHUKYNbl;

3. 3awumLan cBoto penyTauuto - 4epXu ee B YNCTOTe M 3adaBan cebe Bonpoc: xoTen 6bl
Tbl, YTOGbI Apyrue nonb3oBaTeNN BMAENWN, YTO Tbl 3arpyxaewb? MMogymai, npexae 4yem
YTO-TO ONy6ANKOBATb, HAaNMCaTb M 3arpy3unThb;

4. ECnu Tbl rOBOPULLb C JII0AbMU, KOTOPbIX HE 3Haellb, HE UCMONb3Y CBOE peasibHoe NMS
N APYTYO NUYHYO MHGOPMaLMN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 Nnpoyee;

5. U3beran pasmeweHunsa doTtorpacduii B IHTepHeTe, rae Tbl M306paxxeH Ha MeCTHOCTH, Mo
KOTOPOM MOXHO OonpeaenuTb TBOE MECTOMOJIOXKEHNE;

6. Mpu perncrpaunm B coumasnbHOM CeTU HeobXx0AMMO MCMOMb30BaTb CNOXHbIE Maponu,
cocTosilme 13 6ykB U LMDP M C KOTMYECTBOM 3HAKOB HE MeHee 8;

7. Ina coumanbHOM CeTn, NouTbl U APYrnx CanToB HEO6XOAMMO MCMONb30BaTb PasHble
naponu. Toraa ecnu Tebs B3/0OMAIOT, TO 3/10YMbILIIEHHUKM NOSyYaT AOCTYMN TOMbKO K
OAHOMY MECTY, a He BO BCe Cpasy.

SJIeKTPOHHbIE AEHbIN

DNEeKTPOHHbIE AEHbrM — 3TO O4YeHb yAOOHbIN cnocob niaTtexen, OAHAKO CYLeCTBYHOT
MOLUEHHWNKMN, KOTOPbIE XOTAT MNOSYUYUTb 3TU OEHBLIU.



DNEeKTPOHHbIE AEeHbrM MNOSABMAINCL COBCEM HEeAaBHO M MMEHHO WM3-3a 3TOrM0 BO MHOMMUX
rocyaapcreax Ao CUX nop He nponmcaHo npo HMX B 3aKOHaxX.

B Poccumn xe oHM QYHKLUMOHUPYIOT M O HUX YXKE MPOMUCAHO B 3aKOHE, rAe UX pasaensioT
Ha HEeCKONbKO BMAOB - @aHOHUMHbIE N HE @HOHUMHbIE. Pa3HMUA B TOM, YTO @HOHUMHbIE -
3TO Te, B KOTOPbIX pa3pellaeTcs npoBOAUTb onepaunn 6e3 uaeHTudbuKaumnm
nosib3oBaTenis, a B  HEAHOHUMHbIX WAEHTU(PUKALUMM  NONb30BATENA  SABNAETCH
obs3aTenbHOM.

Takxe cneayet pasnnyatb 3NEKTPOHHbIE (GUaTHble AeHbMM (paBHbl FOCYAapPCTBEHHbIM
Ba/lOTaM) M 3/IEKTPOHHbIE HedUaTHblE AEHbIM (HE paBHbl FOCYAApPCTBEHHbLIM BasloTaM).

OCHOBHbIe coBeTbl No 6e3onacHoi paboTe C 3/IeKTPOHHbIMU AE€HbramMm:

1. MpuBsaxn K cyety MobunbHbIN TenedoH. DTO caMbin yaObHbIN M 6bICTPbIA Cnocob
BOCCTaHOBUTb A0CTYN K cyeTy. NpuBs3aHHbIA TenedoH NOMOXET, ecnu 3abyaelb CBOW
niaaTeXxHblA Naposb WM 3angellb Ha CaluT C HE3HAKOMOro YCTPOWCTBA;

2. Vicnonb3yi ogHopa3oBbie Naponau. locne nepexoaa Ha YCUAEHHYIO aBTopu3aumio Tebe
yXe He 6yaeT yrpoxaTb 0NaCHOCTb KpaXkmn Wian nepexsaTta naaTexHoro napons;

3. Boibepu cnoxHbl naponb. MNpecTynHukam 6yaeT He NPOCTO yraZAaTb CMOXKHbIA Napofb.
HagexXHble naposin — 3TO Naposim, KOTopble coaepXaT He MeHee 8 3HAaKOB U BK/IOYAKT B
ceba CTpouHble U NPOMUCHble 6YKBbI, LMMPbl U HECKONILKO CMMBOJIOB, TakMe KakK 3Hak
aonnapa, ¢dyHTa, BOCKAMUATENbHbIA 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAW CBOM SINYHbIE AAaHHbIe HA calTax, KOTOpPbIM He JoBepsellb.
DnekTpoHHasa noyrta

DNeKTPOHHas no4yTa — 3TO TEXHONOMMNSA U NpeaoCcTaBNseEMbIE €0 YCYrM NO Nnepechbisike n
NOSTyYEHUIO SNEKTPOHHbIX COObLLEHN, KOTOPbIE pacnpeaensitoTCs B KOMMNbIOTEPHOM CETH.
O6bIYHO  3NEKTPOHHbIN  MOYTOBbLIN  AWMK  BbIMSAUT  crieaywowmMm  obpasom:
UMS_Nonb30BaTenda@uMsa_aoMeHa. Takxe KpoMe nepefayvn npocTtoro TeKCTa, UMeeTcs
BO3MOXHOCTb NepeaaBaTtb Ganbl.

OCHOBHble coBeTbl No 6e3o0nacHo paboTe C 3/IeKTPOHHOW MOYTOM:

1. Hapo BbibpaTb NpaBubHbIA MOYTOBLIN CepBUC. B MHTEpHETe eCcTb OrpOMHbIN Bbi6Op
6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Nydylwe AOBepsATb TEM, KOro 3Haewb U KTO
nepBbI B penTuHre;

2. He ykasbiBal B NMYHOM NouTe NMYHYO nHdbopmauumo. Hanpumep, nydwe BbibpaTtb
«My3blKanbHbI_daHaT@» nnm «pok2013» BMecTo «TemMal3»;

3. cnonb3yn AByXaTanHyl aBTOpM3auuto. ITO KOraa rnoMmMmo Mnaposs HY>XHO BBOAWUTb
Ko, NpucbilaeMblh Nno SMS;

4. Bblbepn CnoXHbin Naponb. [ns Kaxaoro NOYTOBOro sWMKa A[O/MKeH 6biTb CBOWM
HaAeXHbI, YCTOMYNBBIA K B3/IOMY Naposb;

5. Ecnn eCcTb BO3MOXHOCTb HanucaTb CaMOMy CBOWM JIMYHbIA BOMPOC, WUCMOSb3YyN 3Ty
BO3MOXHOCTb;



6. MNcnonb3yh HECKONbKO MNOYTOBbIX SAWWKOB. [lepBbii AN 4acTHOW MNepenuckm C
agpecataMu, KOTOpPbIM Tbl AOBepsielb. DTO 3/1eKTPOHHbIM aapec He HAA0 WCMOoMb30BaTh
npu perncrTpaumm Ha dpopymax n camrtax;

7. He oTKkpbiBa dainbl n Agpyrne BNOXeHUs B MMCbMax AaXke eC/lv OHW NPULLIN OT TBOUX
apy3ein. Jlyylwe yToYHM Y HUX, OTNpaBasanmn nn oHn tebe atn dannol;

8. Nocne okoHYaHMs paboTbl HA NOYTOBOM CEpPBUCE Nepes 3aKpbITUEM BKIAAKM C CAATOM
He 3abyab HaXaTb Ha «BbINTN>».

Kn6ep6ynnmHr nnm BuptyasibHOe U3feBaTesbCTBO

KnbepbynnuHr — npecnegoBaHne coobuwleHnsaMu, coaepXxawumm ockopbneHus,
arpeccuio, 3anyrmBaHue; XyJUraHcTBO;, coumanbHoe 60MKOTUPOBAHME C MOMOLLbLO
Pa3/INYHbIX MHTEPHET-CEPBUCOB.

OcHOBHbIe coBeTbl N0 60pbbe c kKN6epbynNINHIrom:

1. He 6pocaincsa B 60oi. Jlyywnin crnocob: nocoBeToBaTbCsA Kak cebss BECTU U, eC/in HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHavane yCnokouTbcsi. ECAn Tbl HaYHeWb oTBeYaTb
ockopbneHnssMM Ha ockopbneHuns, To TONbKO elle 6onblue pasoXxiKelb KOHMNKT;

2. YnpaBnsaun ceoen knbeppenyrtauymen;

3. AHOHMMHOCTb B ceTu MHuMasi. CyLlecTBYIT Cnocobbl BbISCHUTb, KTO CTOMT 3a
AHOHMMHbIM aKKayHTOM;

4. He cTOuUT BECTU XY/UFaHCKU 0b6pa3 BUPTYasibHOW XWU3HU. NHTEPHET (PUKCUPYET BCe
TBOW AENCTBUS U COXPAHSAET UX. YAanuTb ux 6yaet KpanHe 3aTpyAHUTENbHO;

5. Cobntogait CBOM BUPTYaNbHYIO YeCTb CMOMOAY;

6. WrHopupyn eavHWYHbIM Heratne. OAHOpPa30Bble OCKOP6UTENbHbIE COObLWEHMS nydle
nrHopuposaTtb. O6bI4HO arpeccus npekpawaeTcs Ha HavYanbHOW CTaauun;

7. baH arpeccopa. B nporpamMmmax obMeHa MrHOBEHHbIMU COOOLIEHNAMU, B COLMANbHbIX
CeTSAX eCTb BO3MOXXHOCTb 6/1IOKMPOBKM OTNpPaBKM COObLEHNI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaetens kubepbynnuHra. TBOWM OENCTBUS: BbICTYNUTb MpPOTUB
npecnenoBaTens, NokasaTb eMy, YTO ero AeNCTBUS OLLEHNBAOTCS HEraTUBHO, NOAAEPXKATb
XEepTBY, KOTOPOWM HYyXHa MCUXOJIorMyeckasl MoMollb, COO6LWUTb B3poC/biM O dakTe
arpeccuBHOro NOBEAEHMUS B CETM.

Mo6unbHbI TenedoH

CoBpeMeHHble CMapT@OHbI 1 NNaHLWeTbl cogepxaTt B cebe BnosiHe B3poCnbi MyHKLUMOHAnN,
M Tenepb OHW MOTYT KOHKYPUPOBATb CO CTauMOHApHbIMX KoMMbloTepamu. OaHaKko, cpeacTs
3aWnTbl 419 NoA06HbIX YCTPONCTB NOKA OYEeHb Mano. TeCTMpoBaHME N MOUCK YSA3BUMOCTEN
B HUX MPOUCXOAWNT HE TaK MHTEHCUBHO, Kak ansa MK, To e camoe KacaeTcs n MO6UNbHbIX
NPUNOXEHWUNA.

CoBpeMeHHble MObubHble Bpay3epbl y)Xe NpakKTUYECKN AOrHasN HACTOJIbHbIE aHasory,
OAHAaKO pacwupeHune dyHKUMoHana BaevyeT 3a coboi 60/bLUY0 CNOXHOCTb M MEHbLUYHO
3alUNLLEHHOCTb.



[Janeko He BCe Mpou3BOAUTENN BbIMYCKaT O6HOBﬂeHVIFI, 3aKpblBalOLWmne KpuUtnyeckme
YA3BUMOCTU ANA CBOUX YCTpOl;iCTB.

OCHOBHbIe coBeTbl ANnA 6e3o0nacHOCTU MO6ubHOro tenedoHa:

1. Huuero He aBnseTcs no-HacTosiweMy 6ecnnatHbiM. Byab ocTopoXeH, Beab koraa Tebe
npeanaratoT 6ecnnaTHbli KOHTEHT, B HEM MOTyT 6bITb CKPbITbl KAKMe-TO NNaTHbIE YCIYIK;

2. yman, npexae 4yem oTnpaBuTb SMS, poTO MM BUAeo. Tbl TOYHO 3Haelb, rAe OHWU
6yayT B KOHEYHOM utore?

3. Heo6xoaMMo 06HOBMATL ONEPALMOHHYIO CUCTEMY TBOEro CMapTdoHa;
4. lcnonb3yn aHTMBUPYCHbIE NPOrpaMmbl Anst MO6UMbHbIX TenedoHOB;

5. He 3arpyxai NnpuioXKeHUs OT HEM3BECTHOro MCTOYHMKA, BEAb OHW MOTyT COAEp>KaTb
BPeAOHOCHOE NporpaMMHoe ob6ecrneyeHune;

6. MNMocne TOro Kak Tbl BblIAELWb C CaiTa, rae BBOAWI IMYHYIO MHDOPMauUWUo, 3anan B
HacTporkn 6pay3epa n yganu cookies;

7. I'Iepmo,u,mquKM I'IpOBepﬂI‘/‘I KaKue nnaTtHblie YCNyrm aktuBmMpoBaHbl Ha TBOEM HOMEPE;

8. [laBaii cBoii HoMep MOBUIbHOro TesieoHa TOMbKO SIIOASAM, KOTOPbIX Tbl 3HAEWb U KOMY
AoBepsiellb;

9. Bluetooth gonxeH 6bITb BbIKAKOYEH, KOrAa Thl UM HE NOMb3yeLWbCs. He 3abbiBan nHoraa
npoBepsiTb 3TO.

Online urpsbli

CoBpeMeHHble OHMaWH-Urpbl - 3TO Kpaco4yHble, 3axBaTblBalOWMe pasBleyYeHUus,
obbeanHALWME COTHU ThICAY YenoBeK No BceMy Mupy. Urpoku mnccnepyot AaHHbIA UM
Mup, obuwatTca Apyr C APYroMm, BbIMOSHAKT 3a4aHud, Cpa)aklTcs C MOHCTpaMM WU
noay4yaroT onbIT. 3@ YAOBOMIbCTBME OHM MNATAT: NOKYNaT ANCK, OonavynBaloT aboHEeMeHT
nnun npuobpeTarT Kakne-To onunm.

Bce 3TM cpeactBa wmayT Ha noAadepXaHuWe W pasBUTME WUrpbl, @ TakKXe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3aLKMMK, BbIMYCKAOTCS HOBble MaTuyu
(umdposbie 3anaaTku ANa NporpaMM), 3aKpbiBalOTCA YI3BMMOCTU CEPBEPOB.

B noaobHbIx nrpax CTounT onacatbCA HE CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO Kpa>wu
TBOEro naposjid, Ha KOTOpoM OCHOBaHa CMCTEMa aBTOpuU3aunun 60/bLWNHCTBA nurp.

OCHOBHbIEe COBEeTbl N0 6€30MNacHOCTU TBOEro UrPOBOro aKKayHTa:

1. Ecnn gpyron vrpok Beget ceba nnoxo nmnu cospaeT Tebe HenpuUAaTHOCTU, 3abnoknpyi
€ero B Cru1cKe Urpokos;

2. Moxanynca agMUHUCTPAToOpaM Urpbl Ha NI0Xoe NoBeAeHNE 3TOr0 UMPoKa, XKeaTeslbHO
NPUIOXUTb KaKne-To AoKasaTeNbCTBa B BUAE CKPUHOB;

3. He ykasbiBail nnuHyto MHbopMaumio B npodaine urpol;

4. YBaxkal Apyrux y4acTHUKOB MO Urpe;



5. He yctaHaBnuBan HeodumumanbHble NaTtym n Moabl;
6. icnonb3yin cnoxXHble U pasHble Naponu;

7. daxe BO BpeMsi Urpbl HE CTOUT OTK/AKOYaTb aHTUBUpPYC. [loka Tbl Urpaelwb, TBOW
KOMMNbIOTEP MOryT 3apa3unTb.

OULLMHI WU KPa)XXa JIMYHbIX AaHHbIX

O6bIYHOI KpaXkel AeHer U JOKYMEHTOB CEroAHS Y>XXe HUKOIro He YAUBULLb, HO C pa3BUTMEM
NHTEPHET-TEXHONOIMNIA 3N0YMbILWEHHUKN MEPEMECTUINCL B WMHTEPHET, WU NPOAOIXKAKT
3aHUMATbLCA «II06UMbIM>» AETOM,

Tak nosiBUIacb HOBAas yrpo3a: MHTEPHET-MOLEHHWYECTBa Wan GULWIKHE, rNaBHas uenb
KOTOPOro COCTOUT B MONYYEHUU KOHDUAEHLUMANbHBIX AAHHbIX NONb30BaTe/en — NOrMHOB
n naponen. Ha aHrnninckom sa3bike phishing untaetca kak puwmnHr (ot fishing — pbibHas
nosens, password — naposb).

OcHOBHbIe coBeTbl No 6opb6e c hbULNHIOM:

1. Cnean 3a CBOMM aKKayHTOM. Ecnu Tbl N0A03pEBaELLb, YTO TBOS aHKETa 6bina B3/1IOMaHa,
TO Heo6xoAMMO 3a610KMPOBaTh €€ U COOBLMTL aAMUHUCTPaTopaM pecypca 06 3TOM Kak
MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Be6-canTbl, B TOM 4YnCNe, NHTEPHET-MArasnHoB N NMOMCKOBbIX
cucrtem;

3. Ncnonb3yi CMOXHble U pa3Hble Naponn. TakuMm obpa3oM, ecnn Tebs B3noOMatoT, TO
3M10YMbIWIEHHUKM NOMyYaT AOCTYN TOJSIbKO K 04HOMY TBOEMY Npoduo B CETU, @ He KO
BCEM;

4. Ecnn Teba B3nomManu, To He06Xx0ANMMO NpeaynpeanuTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe
AobasneHbl y Tebs B Apy3bsiX, 0 TOM, YTo Teba B3n1OManun 1, BO3MOXHO, OT TBOEro MMEHU
6yaeT paccbinaTtbCs CnaM U CCbIIKU Ha PULLMHIOBbIE CalThbl;

5. YcTtaHoBM HagexHbih naponb (PIN) Ha MO6bunbHbIN TenedoH;

6. OTKNOUYM coxpaHeHue napons B 6paysepe;

7. He oTKpbIBai dainbl U Apyrne BAOXEHUsS B NMMCbMaX AaXKe eCfin OHWU NMPULLAN OT TBOUX
apy3ein. Jlydwe yTOYHM Yy HUX, OTNpaBnsann nm oHn tebe atn dannsl.

UndpoBas penytauus

LUndposas penytaums - 3TO HeraTMBHasi WaM NO3UTMBHAA MHGopMauma B ceTn o Tebe.
KomnpomeTupyowasa wuwHdopMaumss pasMelleHHass B MWHTEPHEeTEe MOXET Cepbe3HbIM
06pa3oM 0OTpa3nTbCA Ha TBOEW peanbHOW Xu3Hu. «LudpoBas penytaums» - 3T0 TBOW
UMUAOX, KOTOpbIN popMupyeTcsa n3 nHdpopmaumm o Tebe B UHTEpHETE.

TBOE MECTO XUTENbCTBA, Y4ebbl, TBOE (PMHAHCOBOE MOJIOXKEHNE, 0COBEHHOCTM XapaKTepa
N pacckasbl 0 6IM3KUX - BCE 3TO HAKan/JMBAETCA B CETU.

MHorune NOAPOCTKN JIETKOMbICIIEHHO OTHOCATCA K I'IY6J'II/1KaLI,VIVI NINYHOM MHd)OpMaLI,MM B
MHTepHeTe, He NMoHMMas BO3MOXHbIX NOCIeACTBUIA. Tbl AaXe HE CMOXeLb A0raaaTtbCs O



TOM, 4TO oTorpadus, pa3melleHHas 5 net Haszaa, cTasa NPUUYMHON OTKa3a NMpPUHNATL Tebs
Ha paboTy.

KoMMeHTapumn, pasMelleHne TBonx oTtorpadpui n apyrue AencTBmsa MOryT HE UCUE3HYTb
Aaxe rnocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaelWb, KTO COXpaHWI 3Ty MHQOpMaumio,
nonasa v oHa B NMOUCKOBbIE CUCTEMbI U COXPaHWIACh SN OHA, a rNaBHoOE: YTO NogyMatoT
0 Tebe okpyXxawllee nam, KoTopble HaNayT N yBMAAT 3T0. Hantn nHdopmaumio MHOro
NET CNyCTa CMOXET Ntobon - Kak 13 A0bpbiX NOBYXKAEHWI, TAK U C HAMEPEHUEM MPUUYNHUTD
Bpea. DTO MOXeT 6bITb KTO YrogHo.

OCHOBHbIe cOBeTbl Mo 3awuTe undpoBoin penyTauum:

1. Moayman, npexae yem 4yto-TO nNybnukoBaTb M nepepasatb y cebsa B 6nore wam B
coumnanbHOM ceTu;

2. B HacTponkax npodunsa yCTaHOBM OrpaHU4YeHUs Ha NPOCMOTP TBOEro npoduns un ero
COOEPXMMOro, caenamnm ero To/bKO «ans Apy3en»;

3. He pa3mewian n He ykasbiBall MHPOPMaLMIO, KOTOpas MOXET Koro-nnbo ockopbnartb
nnun obmxartb.

ABTOpCKOE npaBo

CoBpeMeHHble LWKOMbHUKN- aKTUBHbIE NoNb3oBaTenn umdpoBoro npocrpaHcrea. OgHako
Aaneko He BCe 3HalT, 4YTO MOJSIb30BAaHME MHOIMMMWU BO3MOXHOCTAMM LMGMPOBOro Mupa
TpebyeTt cobniogeHns npaB Ha UHTENNIEKTYaslbHY0 COBCTBEHHOCTD.

TepMUH <«UHTennekTyasbHass COBCTBEHHOCTb» OTHOCUTCA K Pas/IMYHbIM TBOPEHUSM
yenoBeYyeckoro yMma, HauumHas C HOBbIX Wu30bpeTeHMn W 3HakoB, 0603HavaroLWwmx
CO6CTBEHHOCTb Ha MNpOAYKTbl M YCAyrm , W 3aKaHuymBas KHuramu, dotorpadusamm,
KMHOMUNIBbMaMN U My3blKaslbHbIMW NPOU3BEAEHUSIMU.

ABTOpPCKME NMpaBa - 3TO NpaBa Ha MHTENIeKTyanbHY CO6CTBEHHOCTb Ha Npou3BeAEeHUS
HayKu, nutepaTypbl U UCKYycCTBa. ABTOPCKME MpaBa BbICTYNalT B KayecCTBE rapaHTuu
TOrO, YTO MHTENNEKTYaNbHbIN/TBOPYECKUA TPy aBTopa He byAeT HanpacHbIM, AacT eMy
cnpaBeAnuBble BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTatax CBOEro TpyAda, NOAy4YuTb
M3BECTHOCTb M Npu3HaHue. HUKTO 6e3 paspelleHnss aBTopa HE MOXET BOCMpPOU3BOAUTb
ero npousBeAeHue, pacnpocTpaHaTb, nNybAMYHO AEeMOHCTpuMpoBaTb, NpoaaBaTh,
MMMOPTMPOBaTb, NyCKaTb B MNpokaT, NybAMYHO WCNOMHATb, MOKa3blBaTb/MUCNOMHATL B
acdupe nim pasMewaTb B IHTepHeTe.

Mcnonb3oBaHune LANPATCKOro>» nporpaMMHoOro obecrneyeHmns MoxeTt npmnBeCtTM K MHOIrMM
pUCKaM: OT NoTeEPU AaHHbLIX K TBOMM aKKayHTaM A0 6J'IOKVIpOBKVI TBOEro YCTpOVICTBa, raoe
YCTaHOBﬂeHHbIVI HE JN1eérajibHaga nporpamMma. He ctouT Takxe 3a6bIBaTb, 4YTO CyLLECTBYET
neranbHble 1 6ecnnaTtHble nporpamMMbl, KOTOpPbl€ MOXHO HaWTK B CETHU.

O nopTtane

CeTeBMYoOK.pd - TBOM [NaBHbI COBETYMK B CeTU. 34eCb Tbl MOXEWb Y3HaTb O
6€30nNacHOCTM B CETU TMOHSTHbIM M  AOCTYMHbLIM $3bIKOM, @ MNpU BO3HUKHOBEHWUU
KPUTUYECKOM CUTyaLMn 06paTUTbCS 3@ COBETOM. A TakXe MPUHSATb y4acTMe B KOHKypcax
M CTaTb CaMbIM LUQPOBLIM rpa)kaaHUHOM!
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