IMAMSATKA
uHdopManuga 0 BUAAX U CIOCO0aX MOLIEHHUYECTB M UHBIX MPeCTyILIeHUH,
COBEpPIIAEMBbIX ¢ HCII0JIb30BAHUEM HH(OPMANMOHHO-TEJITEKOMMYHUKANUOHHBIX
TEXHOJIOTuM

Kak He cTaTh KepTBOMl «<MOOMJIBHOI0» MOIIICHHUYECTBA

370YMBIIIJIEHHUKA MOTYT 0OpaTuThes K Bam:

- 0 BHJIOM COTPYAHHUKOB ITOJHUIIHH, 0 HapymIeHHH HX OIM3KHMH
POJCTBEHHHMKAMHU 3aKOHOB, C I1I€JIbIO Nepeiaun BaMu IEHEXXHBIX CPEJICTB Uepe3 MOCPETHUKOB,
00 MEePeBOJT UX Yepe3 TePMHUHAIBI OTUIATHI JJISl Pa3pEIICHUS CIOKUBIIHICS CUTYaIHH.

- IO BHAOM COTPYAHUKA MTC, OMJIalH, YpaHEeT U MPOYHUX

MOOMJIBHBIX OIICPATOPOB, 00 KcTeYeHNH CPOKA BALIETO JOr0BOPaA, TENEPYOHHOTO
HOMEpA U Mpoyee

- mox BUAOM padotHuka BaAIICHU NOJMKIHHHUKH,
CTanOBOﬁ KOMITIQHUMU, 06 UCTEYCHUH CpOKa BaIIEro J0roBopa

BAIIIN JEVMCTBUSA

1. He npopomxaiite pa3roBop, He 03BOJsIiTE ceOs yOeIuTh.

2. He coobmath B pa3roBope HU MPU KAKUX 00CTOATEIbCTBAX

HUKAKUX LHHU®DP u3 cmc coobmeHuni,

HUKAKHMX KOJIOB u3 cMc cooOiieHui,

JIAHHBIE W3 ITPULLEIINX ITMCEM C BAILIEM SJIEKTPOHHOM ITOYThI
HUKAKUX HUDP ¢ nr06bix Bammx OaHKOBCKUX KapT

Bam 3BOHHT MOIIEHHUK!
- 0 OI0KMpPOBKE OAHKOBCKOW KAapThI MMyTEM pacchulku SMS-coo01ieHuid, a Tak ke o

MePeBo/Ie ACHEKHBIX CPEJICTB 3a MOKYIIKY TOBapa M0 OOBSIBICHHUIO U TIOCIEAYIOIETO
MH(POPMUPOBAHUS 0 HEOOXOIUMOCTH JAIBHEHIIIETO BBEACHUS Psijia KOMaH]I.

Bam 3BoHUT MomeHHUK. He npenocraBisiiTe 310yMBIIUIEHHUKAM CBEJeHHs O Baei
kapte. OOpaTtuTech B 6aHK, 0OcIyXuBaronuii Bamry 6aHKOBCKYIO KapTy, B OaHke Bam

MOMOTYT pelnTh Bairy mpo6iemy.
- 0 coobmiennn Bam, sIKOOBI U3 MOJIMKIMHUKHA WU O0JIbHUIIE, 4TO Y Bac wnn y Bammx

POJICTBEHHUKOB OOHAPYKUJIM CTPALIHBIM TUArHO3 U YTOOBI BBIJICYUTH 00JIE3Hb HEOOXOAUMO
NIEPEBECTH JIEHBIH 32 JIEKapCTBa.

IIpepBure pazroop. BaM 3BOHUT MOLIEHHUK. MEIUIINHCKOE YUPEKIACHUE IPUHUMAET
JICHEXKHBIE CPEJICTBA MOCIIE 3aKI0YEHUS COOTBETCTBYIOLIETO JOrOBOpa B MMCbMEHHOM BUJE,
npu Bamewm nuunoM npucyrcrBun. Cespkutech ¢ BammM poJICTBEHHUKOM, IO3BOHUTE B

OONbHUILY.
He coobmraiite nubopMaInio 0o Balie 0aHKOBCKOM KapTe U HE IEPEBOANTE ACHEKHBIE

CpeaCTBa MOIIICHHUKAM.




OobpaTurech B MOJMIUIO!

- 0 noinyuyeanu CMC-coo01ieHnii ¢ HEU3BECTHBIX HOMEPOB O BEIMTPAHHOM IIPU3E, C
MPOCHOOI MONOKUTH AEHBIN Ha TeNe(OH, WM BEPHYTh J€HBI'M, TAK KaK OHH ObLIN
nepeBeIeHbl OITMO0YHO.

Ot1o ooman! He oTBeyaiite Ha coolbIieHne, He TpUChUIATe HH(OPMAIIHUIO TI0 KapTe U HEe
MIEPEBOJIUTE JICHEKHBIX CPE/ICTB.

1. Hukomy Henbp3si cOOOIIaTh PEKBU3UTHI CBOECH OaHKOBCKOW KapThl, B TOM YHCIIE
COTpyIHUKY OaHKa, 00 5TOM Bceraa HHGOPMUPYIOT OaHK MPH MOJIYYEHUH Mapojs K KapTe, B
MIOCJIEJICTBUM HEOOXOJMMO JIMYHO OOpaTuUThCA B Onmkaiiliee oTIeleHHE OaHKa, C LEJbIO
BBISICHEHUS! BO3HUKILUX MPoOeM ¢ 0aHKOBCKOM KapToH.

2. Pa3nmiuHble KOMIIEHCAIMM BBIIIAYMBAIOTCS TPAXKIAHAM TOJBKO MPU UX JUYHOM
MMCbMEHHOM OOpAaIlleHUH, HUKAKUX MTPOIICHTOB 3a BHITIJIATY KOMIICHCAIIMH TIJIaTUTh HE
HaJo.

DTO MOILIEHHHUK!

3. Hacrostiumii Bpau HUKOTJa HE Oy/IE€T 3BOHUTH BaM I10 TeleOoHy U cOo0IIaTh O
CTPALIHOM JMArHO3€ WM IPOCUTh EPEBECTU JEHBIM 3a JIEKAPCTBA.

4. B cnyuae nonydenust CMC- coo011eHnii ¢ HEU3BECTHBIX HOMEPOB, TIOMHUTE 3TO
MomieHHUKH! UenoBeK He MOXKET BBIMTPATh NPU3 HE YUACTBYS B JIOTEPESIX, POJACTBEHHUKHU HE
OynyT Beich1aTh CMC-cO00I1IeHHS C HEU3BECTHBIX HOMEPOB.

DTO MOILLIEHHUKH!

Kak He cTath )kepTBOI MOIIEHHUYECTBA, UCIIOIb3Ys C€Th VIHTEpHET.

30YMBIILICHHHUK, C €10 XUIIEHUS BAIlIUX JEHEXKHBIX CPEACTB, PA3MEILAET B CETH
NHuTtepHeT 00bsIBICHUE O MPOJaKe KaKoro-1nbo 00bekTa (TenedoH, MalinHa, KBapTupa) 1mo
3aHIDKEHHOM 1IeHE U OCTaBJIIET CBOM KOHTaKTHBIE NaHHbIe. [Tocie Toro, kak Bel coOupaerech
MpUOOpPECTU TOBAP, CBI3BIBACTECH C MOIIIEHHUKOM, OH COOOIIAET, UYTO JIJISl TOKYIIKH
HE00X0IMMO BHECTH MPEOIIIaTy (Ha pacueTHBIN CUET, CUET, SIHIEKC-/1€HbI'M, BEOMaH! U T.J1.).

Haubonee yacto BcTpeyaronuMucs IUIOHIaAKaMu 715l pa3MeIIeHHsl MOJ00HBIX
OOBSBIICHU SBIISIIOTCS CAUTHI COLMAIBHEIX ceTel «B koHTakTe», « OIHOKIACCHUKNY,
«Instagramy, Taxxe TaKMMH calilTaMid MOTYT BBICTYNAaTh PECYpChl O€CIUIaTHBIX OOBSBICHUIN
«ABurto», «lOma» u «avito.ruy.
370YMBIIUIEHHUK OOBSICHSIET BHECEHHE MPEIOTIIAThl TEM, UTO JKUBET B IPYTOM PETHOHE U
OTpaBUTh TOBAP CPa3y MOCIE TOTO, KAK yIOCTOBEPUTHCA B yIUIATE 3a TOBAp. 3I0YMBIIIEHHUK
MOXKET BBICJIATh KOMHUIO MacnopTa (MOIeTbHYIO).

Taxxe, pacnpocTpaHEHHBIM CLIOCOOOM MOIIEHHUYECTBA B ceTu MHTepHeT, sBiseTcs
CO3/1aHME CaliTOB MHTEPHET-Mara3uHoB. 3JI0YMBIIIJIEHHUK IO 3JIEKTPOHHOMN MOYTE BHICHUIAET
JIOTOBOP, KOTOPBII 3aIOJIHAETE 3aKa34MK, I10CJIE€ YEro IPOCUT BHECTH IPEIOILIATY 3a TOBAp.
Berpeuaercs coznanue cailToB-KJIIOHOB Ha KOTOPBIX UCKaKEHbI PEKBU3UTHI IOJTydaTesl.
Paznuune Moxer 3akiatouarcs TOJIbKO B JOMEHHOM UMEHU (HalpUMep: OPUTHHAIbHBIN CalT
«tech-point.ru» u gBoriHuK «tex-point.ruy).

WNuTepHeT-Mara3uHsl ¢ Xopollel penyranueii padboTatoT 0e3 npeaornaaThl, TOBap Ha A0M
MIPUBO3UT Kypbep, TOIBKO MOCJIE OCMOTpa U MPOBEPKU TOBapa MpoJaBell IIaTUTh JE€HbIH;

MpEeXKJIe YeM 3aKa3aTh ToBap B MIHTEepHETE, MOUYMTANTE OT3BIBBI HA PA3HBIX CAWTaX O
naHHoM MHTepHeT-Mara3uHe Wil BUPTyalbHOM IIPOJIABIIE, KaK MPABUIIO, BBl CPa3y
oOHapy»KUTE OTPHUIATENIbHBIE OT3bIBHI JINOO UX OTCYTCTBUE O BEIOpaHHOM Bamu
WNHTepHeT-Mara3zuHe (CleayeT caenaTh BbIBOJ O KOPOTKOM NEPHUOJE €T0 CYLIECTBOBAHMS);

BHUMATENbHO YUTalTe Ha3BaHUs MHTepHET-Mara3una, mpoOyiiTe 3aliT Ha €ro cailT ¢
JIpYTHUX caiiToB, TeM caMbiM Bbl cpa3zy oOHapy uTe CalThI-KIOHBI;

n30eraiiTe MOKynku ToBapa Mo npeorJaTe;




€CJIM LIeHa TOBapa ropasio HIKE IEHbI KaK B OOBIYHBIX PO3HUYHBIX MAara3uHax, Tak U B
npyrux MaTepHeT-Mara3unax, 1uO0p Ha PhIHKE B 1€JIOM (HarpuMep, Mpu Ipoaake
aBTOMAIIIMHBI TI0 3aHUYKEHHON CTOMMOCTH ), 3ayMaiTeCh!;

3ampoc MOKymnaTeaeM, IKOObI 1Jis IePEeUUCIeHUs MPEAOIIIaThl, JIMOO OIIAaThHI 32 TOBAP
MH(OPMAIIMK HE TOJBKO O IECTHAAIIATU3HAYHOM HOMEpe KapThl (TpeOyeTcsl UCKITIOUUTETHHO
TOJILKO OH), CPOK €€ JCHCTBHUSI, TaHHBIX BJaJeiblla U TPEX3HAYHOM KOJI€ IPOBEPKU
MOJJIMHHOCTH KapThl, PACIOJI0KEHHOM Ha 0OOPOTHON CTOPOHE Ha IOJIOCE /ISl HOANUCH
JieprKaTeIsl KapThl TAKXKE SIBISIETCS] OJHON U3 CXeM JIeUCTBHs MOLIEHHUKOB. He coobmaiite
MIpU TIOKYIIKE TOBapa CBeJICHMM 0 Bareit 6aHKOBCKOM KapTe.

Kax He cTath »epTBOI MOIIEHHUYECTBA C OAHKOBCKUMHU KapTamu!

[Ipu ucnons3zoBanuu yciuyru «MoOUIbHBINA OaHK»:

B cav4yae morepu MOOMJILHOIO TeJdehoHA ¢ MOAKJIIYCHHONW VCJIVIon
«MOOWJILHBIA OaHK» WJIM MOOWJIBHBLIM npuwiokeHneM «CoepOaHK

OHJtaliH) crenyeT cpoYHO OOPATUTHCA K ONEPaTOPy COTOBOW CBA3M IS OIOKMPOBKH
SIM-xaptel 1 B KonTakTHbi neHTp banka 1y OOKHpOBKH yciyrd «MoOOWIBHBIN OaHK»
n/unn «Coepbank OHITAMHY.

[Ipu cmene Homepa TenedoHa, Ha KOTOPBIM MoAKII0YeHa yeiayra « MoOUIbHBIN OaHK»,
He00X0IMMO 00paTUThCS B JIF000M Quiinan (BHyTpeHHEE CTPYKTYpPHOE MOApa3ieieHue), ¢
1EIbI0 OTKJIFOUEHUS YCIYTH «MOOUIIBHBIN OaHK» OT CTapOro HOMEpPA U MOAKIIOUYECHUS Ha
HOBBI.

He cnenmyer ocraBnsTh cBOM TenegoH Oe3 MPUCMOTpPA, UYTO  HUCKIIOYUTH
HECAHKIIMOHUPOBAHHOE UCIOJIb30BaHNE MOOMIIBHBIX OAHKOBCKHUX YCIYT IPYTUMH JUIAMH.

He nogxmtouaiite k ycnyre «MoOuibHbIN 0aHK» a0OHEHTCKHE HOMepa, KoTopele Bam He
NpUHAUIeKAT, MO0 TMpochOe TPEeTbUX JHMI, Jaxe eciu K Bam oOparuimuch OoT UMEHH
COTpyAHUKOB baHka.

IIpu noJiLb30BaHUM 0AHKOBCKHMMU KapraMu.

Eciun Hanwim 4y:Kyr 0aHKOBCKYIO KapTy,
He Tporarthb ee Booome!!!!
Eciu BbI Kyaa-To o0parurech, Hanumure, cpororpadupyere
U MOTOM BBLIOKUTE €e B JII00ble Ma0JIUKH, BbI IOTOM Oyaere
BMHOBATHI €CJIM ¢ He¢ CIUIILYT JeHbI'H
(BbI ee cpoTorpadupoBaiu, U He JOKAKUTE UTO He ¢ 00enx
CTOPOH, TaM I/ie CTOMT 3-X 3HAYHBIH Koa!!!!)

C uenpro M30€kKaTh HECAHKIIMOHUPOBAHHBIX JICWCTBUU C WCIOJIH30BAHHEM KapThl,
HeoOXoIMMO TpeboBaTh MPOBEJEHUS oONepauuid ¢ Hel ToidbkKo B Bamem mnpucyrcTBuw,
HUKOT/Ia HE TIO3BOJISITH YHOCUTH TPEThUM JIMIIAM KapTy U3 Nojs Bariero 3peHus.

B ciydae oOpamenust kakoro-au0o Juia IM4HO, 1o Tenedony, B cetu «MHTEpHETY, Yepes
COILIMANIBHBIE CETH WJIH APYTUM CIIOCOO0M, KOTOPOE IO/ Pa3IMYHBIMU MPEIOTaMHU TTHITACTCS
y3HaTh MOJTHBIC TaHHBIC O Bamreli 0aHKOBCKOH KapTe: MIECTHAAIIATU3HAYHOM HOMEpE, CPOKE
JeMCTBYSA, TAaHHBIX BIIAJENbla, TPEX3HAYHOM Ko/le NIPOBEPKU MOJJIMHHOCTH KAPTHI U T.1.
(maponsgx WM Jpyrod mnepcoHanbHOW HHGOpMaluu), OyIbTE OCTOPOXHBI - 3TO SIBHBIC
MPU3HAKK TIPOTHBOIPABHON JesTeNbHOCTH. [Ipu IIOOBIX COMHEHHUSX pPEKOMEHIYETCS
MPEKPATUTh OOIIEHHE U 00PAaTUTHCS B OaHK MO TenedoHy, ykazaHHOMY Ha 0OpaTHOM CTOpOHE
0aHKOBCKOM KapThl.

He cnenyeT nmpuciaymmBaThCsl K COBETaM TPETHUX JIUII, a TAKKE OTKA3aThCs OT UX TOMOIIN




opu TpoBeleHuW onepanuil. B ciaydae HeobxoaumocTu, obOpamaThCsi K COTPYAHHKAM
¢unmana O0aHka WIM TO3BOHUTH MO TesiepoHaM, yKa3aHHBIM HAa yCTPOMCTBE WM OOpaTHOU
CTOpPOHE KapTe.

Bo wuzbexaHue HCNoONb30BaHUS KapThl JPYruM JuLoM, cienyer xpaHutbh [IMH-kxon
OTZIeNbHO OT KapThl, He mucaTh [IMH-kox Ha kapte, He coobmats [IMH- ko npyrum aumam (B
TOM YHCJIE€ POJICTBEHHUKAM)

He mnepexoaute mno ccbulkaM M HE YCTAaHABIMBAWTE MPUIIOKEHUS/OOHOBIECHUS,
npurienime mo SMS/MMS/anektporHoii moute/mMeccenmkepam (Baitbep, BanAm u ap.), B
TOM uncie oT umMeHH banka. [TomauTe, 4TO 6GaHK HE pacChUIAET CBOMM KJIMEHTaM CCHUIKH UITU
yKa3aHHs MOJOOHBIM 00pa3oM.

HE BEPBTE [TOJOBHbIM COOBIIEHUAM, HE IIEPEXOAUTE I1O CChIJIKAM, HE
OTBEYAWTE HA COOBILEHUS.

Coo011enus1, KOTOpbIE TPUCHUIAIOT MOILIEHHUKH !

Ecam BBl moTepsinM KapTy WM IIOAO3PEBAETe, YTO OHA YKpaJeHa, HE3aMENJINTEIIBHO
IPOU3BEANUTE €€ OIOKUPOBKY.

3a010KHupoBaTh 0AHKOBCKVIO KapTy MOKHO Pa3HBIMUA COCOOAMU:

[To Tenedony ropsiueit IMHUN

YHuBepcalbHbli crioco6. HoMep a1 SKCTpeHHOI CBSA3M Bcerjaa yka3aH Ha O(pUIIMaTbHOM
caiite Oanka. Jlydime 3apaHee COXpaHHTh HOMEpP TOpsSYe JHMHUM OaHKa B MOOWJIBHOM
TeneoHe, YTOObI He Pa3bICKMBATh €T0 B AKCTPEHHOM citydae. OnepaTop CiryKObl OIAEPKKH
MOMPOCUT HA3BaTh MACIOPTHBIE JaHHbIE, KOJIOBOE CJIOBO Mian CMC-Ko/, KOTOPBIN NPUILIET
Bawm Ha Tenedon. [Tocie 3Toro oH 3a0I0KHpPYyeET KapTy.

Yepes MOOHMIIbHOE MPUIIOKEHUE.

Cawmplii ObICTpBIN cioco0, ecnu y Bac ects moctyn k MHTpeHETy, MPUIOKEHHUE YKE
yCTaHOBJIEHO Ha Baiiem TeneoHe v B HEM ecTh oMU 110 OJOKUPOBKE KapTe.

B unTEepHET-0aHKE.

Y no0Ho, ecnu y Bac mokiitoueH HHTEPHET-OAaHKUHT U PSAIOM €CTh KOMIBIOTED, IJIAHIIET
iU cMapTdOH C TOCTYIOM B MHTEpHET. B nuuHoM kabuHeTe Ha caiiTe 6aHKa OOBIYHO €CTh
omus «3abmokupoBarh KapTy». CBoe penieHue Haao OynaeT moarBepAuTh koaom uz CMC,
KOTOpoe OaHK BBIIIUIET HA Balll HOMEP.

ITo CMC.

Hekotopeie 6anku ucnonp3ytot cucteMy CMC-komann. Ha kopoTkuit Homep 6aHka Haio
OTIPaBUTH KOJOBOE CJIOBO (Hampumep, «biokupoBkay). B orBeT Bl monyunte Ko, KOTOPBIi
HaJ0 CHOBa OTIIPAaBUTh Ha HOMEp OaHKa, YTO MOATBEPAUTH AciicTBue. Ho nmydiie 3apaHee
YTOUHUTH, MpeajaraeT Ju Bam OaHK Takyl yCIYry M Kakue KOJOBBIE CJIOBA HYXHO
WCIIOJIb30BATh.

B ornenenun GaHka.

Ecnu Bbl Haxonutech pasioM ¢ oprcoM OaHKa UM MOTEPsUIN TeleOoH BMECTE C KapToH,
MUIIUTE 3asiBJICHUE O OJIOKUPOBKE KapThl B OTAeIeHUU. Ho 171t 3TOTO MOHAA00UTCS TacopT.

Cpa3zy nocne OGJIOKHPOBKM KapThl BbI MOXETE OCTABUTH 3asBKY Ha BBIMTYCK HOBOMW. Ecim
Oynere nelcTBOBaTH OBICTPO, Y Bac ecTh OobIoN 11aHC BEpHYTH MOXUILIEHHOE. Bl MoxkeTe
ONPOTECTOBATh OIEPALMIO 0 KapTe, KOTOPYI COBepUIWIM MolIeHHUKH. Ho caemars 310
HY>KHO HE TIO3JJHEE CIIEAYIOIIEro JHS MOCie TOTO, KaK MOJydynuTe OT OaHKa yBeIoMIIeHHE 00
ormeparuu. UtoObl HE 1aTh IAHCA MOIICHHMKAM YKpacTh Bamm neHbrw, BHUMATEIHHO
OTCIEXXHUBAlTe BCe ornepanuu no kapram. bank o6s3an ysenomisith Bac 000 Becex marexax -
B Bamem goroBope npomnucano, KakuM cioco00M OH JIOJKEH 3TO JeNaTh.

JIyuanie Bcero noakimouutsk CMC-omoBelieHusl.

OtcneauTs onepaiuu 1o kapte Bel MoxeTe MokeTe yepe3 MOOMIbHOE MPUIIOKEHHUE WITH
OHJIaifH-0aHK. Bcerma MOXHO MOMYYUTH BBIMTMCKY MO CUETY B OTACICHUM OaHKa W WHOTA
gyepe3 O6ankomar. Ecnu y Bac ykpanu kapTy, ©IMeeT CMBICT NEPerpOBEPUTh BCE TOCIIEIHHE
TIJIATEXH.




