«OCTOPOXKHO, MOLIEHHUKN!» B ycnoBmax passmutma unMdpoBOin IKOHOMUKMN, SNIEKTPOHHbBIX NAATEKHbIX
CUCTEM MEPCOHANbHbIX 31EKTPOHHbIX YCTPOMUCTB U MHTEpPHETa CTPeMUTEIbHO BO3POCI0 KOJIMYECTBO
COBEpPLUEHHbIX C X UCNOIb30BaHMEM NpecTynieHuii. CoBepLUeHUIO JaHHOM KaTeErOpUKN NpecTynaeHunin
CNOCOBCTBYIOT A0BEPUYMBOCTb rpaXkaaH, HegoCTaTouHan UX OCBEAOMJIEHHOCTb U NpeHebpexKnTenbHoe
OTHOLLEHWE K 31eMeHTapPHbIM NpaBuaam 6esonacHocTu. [ina npeaynpexaeHnsa NpoTMBONPaBHbIX
OENCTBUIM NO ANCTAHUMOHHOMY XMLLEHWUIO AEHENKHbIX CPEACTB BaXKHO 3aNOMHUTL CAeayioLLee.
CoTpyaHWKKM 6aHKa no TesiedoHY UM B 3N1EKTPOHHOM NMMCbME He 3anpallMBaloT: NepcoHasbHble
cBegeHus (cepmsa M HoOMep NacnopTa, aApec perncTpauum, umsa u pamuavsa Bragenbla KapTbl);
pekBU3nTbI, cpok aericteus, MUH- n CVV-Kogpl 6aHKOBCKUX KapT; Napoaun uan kogbl ns CMC-coobuieHui
Ans noaTeepKaeHMA GUHAHCOBbIX onepaLmii UM UX OTMEHbI; N1OTWUH WU Napoab AN BXOAA B IMYHbIV
KabuHeT KnneHTa 6aHKa. CoTpyaAHUKM BaHKA TaKKe He npegnaratoT: YCTaHOBUTb MPOrpaMmbl
YyAaNeHHOro AocTtyna (MAn UHble CTOPOHHME NPUNONKEHMA) HAa MOBUIbHOE YCTPOMCTBO M PaspeLlnTb
NOAKNOYEHNE K HUM Mo, Npeaiorom TEXHUYECKOM NoanepKKku (Hanpumep, yaaneHme BUpYcoB);
nepenTn no ccbisike M3 CMC-coobLLeHNs; BKIOYUTL Nepeagpecaumto Ha TesiepoHe KaneHTa anas
COoBepLIeHMA B Aa/IbHENLLEM 3BOHKA OT ero MMeHM B 6aHK; Noj Ux pyKoBOACTBOM NepeBecTy Ans
COXPAHHOCTM AEHEXKHble CPeACTBA Ha «3aLUMULLEHHbIE» UM «De30MnacHble» CYETA; 3aTM B OHNAMH-
KabuHeT no ccbinke M3 CMC-coobLeHUs UM 3NEeKTPOHHOTO NMCbMa. BaHK MOXKeT MHULMMPOBATL
0b6LWEeHNE C KIMEHTOM TONBKO AR KOHCYNbTaUMM N0 NpeaocTaBasemMbiM ycayram. MNpu asTom 3BOHKK
COBEpPLUAOTCA C HOMEPOB, YKa3aHHbIX Ha 06OPOTHOM CTOPOHE KapTbl, Ha OPULMANBbHbIX CalTax U
6aHKOBCKUX AOKYMEHTax. MIHble HoMepa He UMEKT HUKAKOro OTHOLWEHMS K 6aHKy. YTobbl He cTaTb
KEePTBOWN AUCTAaHLMOHHOIO MOLUEHHNYECTBa C/ieAyeT NCMO/1b30BaTb TO/IbKO OdULManbHble KaHabl
cBa3un: popMbl 0O6paTHOM CBA3M Ha canTe BaHKa U B MOOUIbHOM NPUJIOKEHUU; TeledOHbI FOPsUMX
JINHWUI; TPYNnbl UK Y4aT-60Tbl B MeCCeHAKepax (ecnm TakoBble MMetloTcA). BaKHO NOMHUTB, UTO
MOBUbHbIE MPUNIOMNKEHUA BAHKOB CeayeT CKaunBaTb Yepes oduumaibHble marasuHbl (App Store,
Google Play n 1.n.). HeobxoanMo yumnTbIBaTb, UTO AepKaTesib KapTbl 06513aH CAMOCTOATENIbHO
obecneunTb KOHOUAEHUNANBHOCTb €€ PEKBU3UTOB U B 3TOWN CBA3M M36eraTh: NOAKAOYEHUS K
obwepoctynHbim cetam Wi-Fi; ucnonbsosanma NMUH- nan CVV-koaos npu 3aKkase TOBapOB U YCAYr yepes
ceTb «MHTepHET», a TaKKe no TenedpoHy (dakcy); 2 cooblieHMA Ha3BaHHbIX KOAOB TPETbUM ANLAM (B
NPOTUBHOM c/lydae fitobble onepaumm, COBEPLUEHHbIE C UX MCNOb30BAHNEM, CHUTAIOTCS
BbINOJIHEHHbIMW CAMUM AepXKaTenem KapTbl U He MOryT 6bITb onpoTecToBaHsbl). Mpu McNoAb30BaHUM
6aHKOMAaTOB OTAAaBalTe NpeAnoyYTeHNE TeEM, KOTOPbIe YCTaHOBAEHbI B 3aLMLLEHHbLIX MecTax (Hanpumep,
B rocyupexaeHusx, obmcax 6aHKOB, KpynHbIX TOProBbIX LieHTpax). Nepes ero cnosb3oBaHUEM,
ocMoTpuUTe M ybeauTech, UTO: BCe onepauum, CoBepluaemble npeablayumm KAMEeHTOM, 3aBEpPLLIEHbI; Ha
KNaBUaType U B MecTe A Npuema KapT HET A0NO/IHUTE/IbHbIX YCTPOWMCTB; OTCYTCTBYIOT HEMCNPABHOCTU
N UHble noBpexaeHua. CoBepluan onepaumm, He NPUCIYLIMBANTECH K COBETAaM HE3HAKOMbIX /to4ein 1 He
NPUHMMaNTE X NOMOLLb. MpK NCNOIb30BaHNKU COTOBLIX TenedoHoB (cMmapTdoHOB) cobnoganTte
cnegytowme npasmaa: NPy yCTaHOBKE MOBW/IbHbBIX NPUNOKEHUI 06paLLainTe BHUMAHME Ha NOIHOMOYMS,
KOTOpble OHW 3anpalunBatoT. byabTe 0CO6EHHO OCTOPOXKHbI, €C/IN NPUSIOKEHME NPOCUT NPaBa Ha YTeHME
agpecHom KHuru, otnpaBky CMC-coobLieHni U UHbIX YBEAOMIEHWUIN, AOCTYN K CETU KMHTEPHETY;
OTK/II0YNTE B HACTPOMKAX BO3MOXKHOCTb MCMO/Ib30BAaHMA FOJI0COBOIO YrpaBAeHUA Npu
3a6/10KMpPOBaHHOM 3KpaHe; He nepexoauTe Nno ccbinkam u3 CMC-yBeaOMNEHWNI, pa3/IMYHbIX YaTOB U
MEeCCeH/}KepoB, He ybeaUBLUUCH B UX AOCTOBEPHOCTM (Nepe3BaHnBaiTe NI0AAM UX NPUCNABLUMM); He
nepeyncnainTe geHexKHble CpeacTBa 3HaKOMbIM, POACTBEHHMKaMKN N BIM3KMM AML@M Ha UX NPOCbObI O
nepesoge AeHeXHbix cpeacts M3 CMC-yBeaOMIEHNI, PAa3/INYHbIX YaTOB M MECCEHAKEPOB, He
ybeanBLIMCL B UX LOCTOBEPHOCTM (Nepe3BaHnBaiiTe N0g4am UX NpucnasiumMm); MNpu ncnonb3oBaHUU
MHTEPHET-CePBMCOB, B TO YNC/E ANA NOKYNKU U NPOoAaku TOBApOB W oKasaHusa ycayr (AsuTo, lOna n 1.n.)
3aNoMHUTE paj NPOCTbIX MPaBU/: UCNONbL3YITE CpeacTBa 06LLEHNS, NPeAoCTaBAeHHbIe AaHHbIMU
caliTaMu; He NepPexoamnTb Ha KMHANBUAYANbHOE» ObLEeHME C MOCTOPOHHUMMU AULLAMU C
NCMNo/Ib30BaHNEM JIMYHbIX HOMEPOB TenepoHOB; He NepeaasaiTe CBOW NepcoHasibHble AaHHble, B TOM
ymncna aapec NPOXKMBaAHUA, KOHTaKTHble TenedoHbl, BaHKOBCKME PEKBU3UTLI U KOAbl MOATBEPKAEHUA



6aHKOBCKMX Onepaumii; ICNONb3YNTe TONIbKO NOPAAOK U GOopMbI ONAaTbl, NOAYYEHUA TOBAPOB,
npeaycMoTpeHHble AaHHbIMU MHTEpHeT-cepBucamu. MNpu onnaTe ToBapa u ycayr B cetu «MHTepHeT»
(ocobeHHO Npw NpUBA3KE K peryasapHbIM NAaTeXam WM akkayHTaM) TpebyeTcs Bceraa yunTbiBaTtb
BbICOKYO0 BEPOATHOCTb Nepexoaa Ha NOAAENbHbIN CAWT, CO34aHHbIN A1A KOMNPOMETALMN KTUEHTCKMX
OAHHbIX, BK/OYAA NAaTeXHble KapTOYHble AaHHble. N8 MUHUMM3ALUN BO3MOMKHbIX XMLLEHWIA NpU
npoBeLeHMN ONepaLnii C UCNONb30BaHMEM ceTU «MHTepHET» pekomeHayeTcs: 3 odopmuUTb
BUPTYaNIbHYIO KapTy C YCTaHOBAEHMEM pa3mepa UHAVMBUAYANbHOIO IMMUTA, OFPaHUYNBALOLLLErO
onepawmn, B TOM YNC/E C UCMOJIb30OBAHNEM APYrMX BAHKOBCKUX KAapT; BHUMATENBbHO YMTaTb TeKCTbl CMC-
COOBLEHNIN U UHBIX YBEAOMIEHUI C KOAAMM NOATBEPKAEHNNA, NPOBEPATb PEKBM3UTbI onepauuit. Ecam
PEKBU3UTbI HE COBNAAALOT, TO TAKOW NApOab BBOAUTb HeNb3A. Korga 6aHK cuMTaeT coBepllaemMble OT
UMEHW KANEHTA onepaLmmn Nog03pUTENbHbIMU, OH MOXKET N0 CBOEM MHULLMATUBE BPEMEHHO
3ab10KMpoBaTh AoCTyn K cepBrucam CMC-6aHKa 1 oHNaH-KabuHeTa. Ecaiv onepaunn coBepLueHbl
AeprkaTenem KapTbl, 410 6bICTPOro BO30OHOBAEHMA AOCTYNA K AEHEXHbIM CpeaCcTBam 40CTaTOYHO
MO3BOHWTb B KOHTAKTHbIM LEHTP 6aHKa. B ciyyae yTepu uam cmeHbl Homepa TenedoHa, NPMBA3AHHOIO K
6aHKOBCKOW KapTe, HEOHXOAMMO: CBA3ATLCA C HaHKOM ANA OTKAoYeHMA yenyrn CMC-yBegoMNeHUs;
3a610KMpPOBaTb CUM-KApTY, 06paTUBLLMCL K COTOBOMY omnepaTtopy. [py BOSHUKHOBEHUMN MaeMLLIMX
NnoA03peHunit HacyeT NpeanpPUHUMAEMbIX NOMbITOK COBEPLUEHUA MOLEHHUYECKUX AENCTBUN cieayeT
HesamegnTeNbHO yBeLomAATb 06 3Tom H6aHK. CobatogeHne NpmMBeAeHHbIX MeP U peKOMeHAALNI
NO3BONT NPeOTBPATUTbL CTy4an AUCTAHLMOHHOIO XULWEHUA AeHEeXKHbIX cpeacTB. [NpoKypaTtypa
Pecny6anku bawkopTocTaH



